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Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and
operation of this equipment before you install, configure, operate, or maintain this product. Users are required to
familiarize themselves with installation and wiring instructions in addition to requirements of all applicable codes, laws,
and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are
required to be carried out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may
be impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damagys resulting from
the use or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Becausc.of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. capizot assume responsibility or

liability for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to v+¢ o1 ‘nformation, circuits, equipment, or
software described in this manual.

Reproduction of the contents of this manual, in whole or in part, w. “oussvritten permission of Rockwell Automation,
Inc., is prohibited

Throughout this manual, when necessary, we use notes to ridke you aware of safety considerations.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous
environment, which may lead to parsural injury or death, property damage, or economic loss.

ATTENTION: Identifies il ‘ormation about practices or circumstances that can lead to personal injury or death, property
damage, or economit loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

> D>

IMPORTANT  Identifies infrivnatich that is critical for successful application and understanding of the product.

Labels may also be or. v inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may
reach dangerous temperatures.

ARCFLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to
potential Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL
Regulatory requirements for safe work practices and for Personal Protective Equipment (PPE).

> B> >
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Preface

This publication provides this information:
¢ Design and planning considerations
e Installation procedures
¢ Configuration procedures

e Maintenance and troubleshooting methods

This publication is designed for use by anyone responsible for planning and
implementing a ControlLogix® system:

. Application engineers
o Control engineers

e Instrumentation technicians

The contents of this publication are for anyone wha already has an
understanding of Logix5000™ control systems, programming techniques, and
communication networks.

Summary of (hanges We’ve added the 1756-L72ERO N anu 1756-L73EROM Armor™

ControlLogix controllers to t'itv user manual.

cOntro"_ogix Controllers There are five typse ot ControlLogix controllers available. These types include
Overview the following:

e Standara“ControlLogix controllers

e Extreme environment ControlLogix controllers
s..Armor ControlLogix controllers

a * Standard GuardLogix" controllers

e Armor GuardLogix controllers

This manual explains how to use standard, extreme environment, and Armor
ControlLogix controllers.
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Preface

For detailed information about GuardLogix and Armor GuardLogix safety
controllers, see the following publications.

Resource Description

GuardLogix 5570 Controllers User Manual, Provides information on how to install, configure, and

publication 1756-UM022 operate GuardLogix 5570 controllers in Studio 5000°
projects, version 21 or later.

GuardLogix 5570 and Compact GuardLogix 5370 Provides information on how to meet safety application

Controller Systems Reference Manual, publication requirements for GuardLogix 5570 controllers in

1756-RM099 Studio 5000 projects, version 21 or later.

GuardLogix Controllers User Manual, publication Provides information on how to install, configure, and

1756-UM020 operate GuardLogix 5560 and Gua dLogix 5570 controllers
in RSLogix 5000° projects, version . 9 or earlier.

GuardLogix Controller Systems Safety Reference Provides information on how! to.mee. safety application

Manual, publication 1756-RM093 requirements for GuardLsyi: 5560 and GuardLogix 5570

controllers in RSLogix-5020 prjects, version 20 or earlier.

GuardLogix Safety Application Instruction Set Safety | Provides programmez:+ith details about the GuardLogix
Reference Manual, publication 1756-RM095 safety application ipstruction set.

Standard ControlLogix Controi’2rs

Two lines of standard Controil.ogix controllers are now available. These
controllers are identified as "750-L6x controllers and 1756-L7x controllers
according to abbreviations of their full catalog numbers.

Table 1 - ControlLogi’: <atalog Numbers

Abbreviated Cat. .\lb. (at. No.
1756-L6x 1756-L61, 1756-L62,1756-L63, 1756-L64,1756-L65
1756-47x 1756-L71,1756-L72, 1756-L73,1756-L74, 1756-L75

“Thestandard ControlLogix controllers share many similar features, but also
tiave some differences. Table 2 provides a brief overview the differences
between the controllers. For further details about these features and
differences, see the appropriate chapters of this manual.

Table 2 - Differences between 1756-L7x and 1756-L6x Controllers

Feature 1756-L7x 1756-L6x

Clock support and backup used for Energy Storage Module (ESM) Battery

memory retention at powerdown

Communication ports (built-in) USB Serial

Connections, controller 500 250

Memory, nonvolatile Secure Digital (SD) card CompactFlash card
Status display and status indicators | Scrolling status display and four Six status indicators

status indicators

Unconnected buffer defaults 20 (40, max) 10 (40, max)

For information on using ControlLogix controllers in SIL 2 applications, see
the Using ControlLogix in SIL 2 Applications Safety Reference Manual,
publication 1756-RM001.
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Redundant ControlLogix Controllers

Certain ControlLogix controllers are also supported for use in redundant
systems. For more information about controllers and redundant systems, see

Chapter 12.

Extreme Environment ControlLogix Controllers

The extreme environment ControlLogix controllers, catalog numbers
1756-L73XT and 1756-L63XT, provide the same functiona’ ty as the 1756-
L73 and 1756-L63 controllers, but are designed to withstand ' :mperatures
-25...470°C (-13...+158 °F).

Armor ControlLogix Controllers

The Armor ControlLogix controller ce mbines a 1756-L72 or 1756-L73
ControlLogix controller with two k herlet/IP DLR-capable 1756-EN3TR
communication modules in an IT 67-rated housing for mounting on a machine.
For more information about the Aimor ControlLogix controllers, catalog
numbers 1756-L72EROM na'1756-L73EROM, refer to the Armor
ControlLogix Controllzr installation Instructions, publication 1756-IN061.

Though the 175¢-L72EROM and 1756-L73EROM controllers have
functionality dentical to that of the 1756-L72 and 1756-L73 controllers, the
Armor cori -oller energy storage modules (ESM) cannot be removed or

replaced.
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Before You Begin

12

Before you begin using your ControlLogix controller, verify that you have the
applications that are required to configure and program the controller.

Required Software

Use Table 3 to identify the minimum software versions that are required to use

your Control

Logix controller.

Table 3 - Required Software for Controller Use

(at. No. Studio 5000 Environment | RSLogix 5000 Software R“Linx® Classic
1756-L61/A — Version 12.06.00 or later L. Anj version
1756-L61/B — Version 13.04.00 or later _|
se-leh | — Version 12.06.00 orloter
7561628 | — Version 13.04.00 or later |
1756-L63/A — « Ifrstusivaa CympactFlash
card, sion 10.07.00 or
liiter
# 1i:sing a CompactFlash
card, version 11.16.00 or
later
1756-L63/B — > Version 13.04.00 or later
1756-L63XT/B — Y Version 13.04.00 or later Version 2.55.00 or later
1756-L64/B — [« Version 16.03.00 or later Any version
1756-L65/B — Version 17.01.02 or later
1756-L71 [ Versinn 21.00.00 o later Version 20.01.02 Version 2.59.00 or later
1756-L72 | Version 19.01.00 or later Version 2.57.00 or later
1756-175
AT
1256-L74
1756-L75

1756-L72EROM
1756-L73EROM

2.59.02 or later
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Additional Resources

These documents contain additional information concerning related products

from Rockwell Automation.

Resource

Description

1756 ControlLogix and GuardLogix Controllers Technical
Data, publication 1756-TD001

Provides specifications for ControlLogix and GuardLogix
controllers.

1756 ControlLogix I/0 Specifications Technical Data,
publication 1756-TD002

Provides specifications for ControlLogix /0 modules.

Armor ControlLogix Controllers Installation Instructions,
publication 1756-IN061

Provides information about how to install the Armor
ControlLogix controllers.

ControlLogix Battery Module Installation Instructions,
publication 1756-IN576

Provides information for batterv module installation.

ControlLogix Chassis and Power Supply Installation
Instructions, publication 1756-IN005

Describes how to install 2::d tiau; 'eshoot standard and
ControlLogix-XT™ verciansat the 1756 chassis and
power supplies, incluiing eaundant power supplies.

ControlLogix Analog I/0 Modules User Manual,
publication 1756-UM009

Provides informa.ian..bout analog I/0 module
configuration properties.

ControlLogix Configurable Flowmeter Module User
Manual, publication 1756-UM010

Fiovide.infrimation about configurable flowmeter
con. _'ration properties.

ControlLogix Data Highway Plus-Remote 1/0
Communication Interface Module User Manual,
publication 1756-UM514

“rovides information about Data Highway Plus™
communication and remote 1/0 communication module
configuration properties.

ControlLogix DH-485 Communication Mod: le zﬂr_
Manual, publication 1756-UM532

Describes how to connect a 1756-DH485 module to a
DH-485 network with multiple controllers.

ControlLogix Digital /0 Modules 'sp.minual,
publication 1756-UM058

Provides information about digital I/0 module
configuration properties.

ControlLogix Enhanced F edlﬁiancy System User
Manual, publication1756-U8i535

Provides detailed information about ControlLogix
redundancy systems.

ControlLogix H: ‘T_Ana:g 1/0 Modules User Manual,
publication 1756--M533

Describes how to use HART analog I/0 modules.

Controit:auix High-speed Analog 1/0 Module User
Manuai;aublication 1756-UM005

Provides information about high-speed analog /0
module configuration properties.

ConuiolLogix High-speed Counter Module User Manual,
nublication 1756-UM007

Provides information about high-speed counter-module
configuration properties.

ControlLogix Low-speed Counter Module User Manual,
publication 1756-UM536

Provides information about low-speed counter-module
configuration properties.

ControlLogix Peer 1/0 Control Application Technique,
publication 1756-AT016

Describes typical peer control applications and provides
details about how to configure /0 modules for peer
control operation.

ControlLogix Programmable Limit Switch Module User
Manual, publication 1756-UM002

Provides information about programmable limit switch
configuration properties.

ControlLogix Redundancy System User Manual,
publication 1756-UM523

Provides information ControlLogix standard redundancy
systems.

ControlLogix Remote 1/0 Communication Module User
Manual, publication 1756-UM534

Provides information for remote I/0 network
communication configuration.

ControlLogix SIL2 System Configuration Using RSLogix
5000 Subroutines Application Technique, publication
1756-AT010

Provides information about ControlLogix SIL2- certified
fault-tolerant systems.

ControlLogix SIL2 System Configuration Using SIL2
Add-On Instructions Application Technique, publication
1756-AT012

Provides information about ControlLogix SIL2- certified
fault-tolerant systems.

ControlLogix System Selection Guide, publication
1756-5G001

Describes how to design and select components for your
ControlLogix system.
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Resource

Description

ControlNet Network Configuration User Manual,
publication CNET-UMO01

Describes how to use ControlNet modules.

DeviceNet Network Configuration User Manual,
publication DNET-UM004

Provides information about DeviceNet modules and
devices.

Ethernet Design Considerations Reference Manual,
publication ENET-RM002

Provides additional information about network design
for your system.

EtherNet/IP and ControlNet to FOUNDATION Fieldbus
Linking Device User Manual, publication 1788-UM057

Describes in detail how to use the available Foundation
Fieldbus devices.

EtherNet/IP Network Configuration User Manual,
publication ENET-UMO01

Provides information about EtherNet/IP communication
modules.

FOUNDATION Fieldbus Design Considerations Reference
Manual, publication PROCES-RM005

Describes in detail how to use 1 e available Foundation
Fieldbus devices.

Guidelines for Handling Lithium Batteries Technical
Data, publication AG-5.4

Describes how to stors;handie, transport, and dispose
of lithium batteries.

Integrated Architecture and CIP Sync Configuration
Application Technique, publication |A-AT003

Describes how to zanf.qure CIP Sync with Integrated
Architecture® products and applications.

Integrated Motion on the EtherNet/IP Network
Configuration and Startup User Manual, publication
MOTION-UMO03

Details .aw 0 design your ControlLogix system for
Inte_ ~ted Motion on the EtherNet/IP network
applications.

Logix5000 Controllers Add-On Instructions
Programming Manual, publication 1756-PM01¢

Describes in detail how to use add-on instructions.

Logix5000 Controllers General Instructions 3e‘erance
Manual, publication 1756-RM003

Provides more information about GSV instructions, SSV
instructions, objects, and attributes.

Logix5000 Controllers /0 and Tag D><a Programming
Manual, publication 1756-PM00A

Describes how to create and configure program tags for
optimal task and program execution.

Logix5000 Controllers M I]or,_l“linor and 1/0 Faults
Programming Manvai, puctication 1756-PM014

Provides more information for I/0 faults.

Logix5000 Coricllers wiessages Programming Manual,
publication 1756-. 012

Provides information for controller messages.

Logix5ud6:Controllers Motion Instructions Reference
Manuai;ublication MOTION-RM002

Provides programmers with details about the motion
instructions that are available for a Logix5000 controller.

1:gix5000 Controllers Nonvolatile Memory Card
Programming Manual, publication 1756-PM017

Provides information about changing the project that is
available to load from nonvolatile memory,

Logix5000 Controllers Produced and Consumed Tags
Programming Manual, publication 1756-PM011

Provides more information for produced and consumed
tags.

Motion Coordinate System User Manual, publication
MOTION-UM002

Details how to create and configure a coordinated
motion application system.

PhaseManager™ User Manual, publication LOGIX-
UMO01

Provides more information about instructions for use
with equipment phases.

SERCOS and Analog Motion Configuration and Startup
User Manual, publication MOTION-UMO001

Details how to configure a sercos motion application
system.

Using ControlLogix in SIL2 Applications Safety Reference
Manual, publication 1756-RM001

Provides specific configuration and programming
considerations.

Using Logix5000 Controllers as Masters or Slaves on
Modbus Application Solution, publication CIG-AP129

Describes how to use Modbus sample programs.
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Preface

Resource Description

Industrial Automation Wiring and Grounding Guidelines | Provides general guidelines to install a Rockwell
Application Data, publication 1770-4.1 Automation industrial system.

Product Certifications website, Provides declarations of conformity, certificates, and
http://www.rockwellautomation.com/ other certification details.
rockwellautomation/certification/overview.page

Programmable Controllers Battery Reference, Provides Material Safety Data Sheets (MSDS) for
http://www.ab.com/programmablecontrol/ individual replacement batteries.

batteries.html

You can view or download publications at

http://www.rockwellautomation.com/literature/. To order paper copies of

technical documentation, contact your local Allen-Bradley di. tributor or
Rockwell Automation sales representative.
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Chapter 1

Install the 1756-L7x Controller

Topic Page

Before You Begin 19

1756-L7x Controller Parts 19 \
1756-L7x Controller Installation 20 \\*
Insert the Controller into the Chassis 2 \J

Insert the Key 22 -

Install the SD Card 23

Remove the SD Card 25

Install the ESM 26

Uninstallthe ESM y 2

A\

ATTENTION: Personnel responsible for the applic tion of safety-related programmable electronic systems (PES) shall be aware
of the safety requirements in the application of the system and shall be trained in using the system.

~——

Table 4 - Environment and Enclosure

A\

ATTENTION:

This equipment i< intanded for use in a Pollution Degree 2 industrial environment, in overvoltage Category Il applications
(as defined ir =C 6U264-1), at altitudes up to 2000 m (6562 ft) without derating.

This equipi. 2t is not intended for use in residential environments and may not provide adequate protection to radio
comn.:nication services in such environments.

This equipment is supplied as open-type equipment. It must be mounted within an enclosure that is suitably designed for those
specific environmental conditions that will be present and appropriately designed to prevent personal injury resulting from
accessibility to live parts. The enclosure must have suitable flame-retardant properties to prevent or minimize the spread of flame,
complying with a flame spread rating of 5VA or be approved for the application if nonmetallic. The interior of the enclosure must be
accessible only by the use of a tool. Subsequent sections of this publication may contain additional information regarding specific
enclosure type ratings that are required to comply with certain product safety certifications.

In addition to this publication, see the following:

« Industrial Automation Wiring and Grounding Guidelines, Rockwell Automation publication 1770-4.1, for additional installation
requirements

« NEMA Standard 250 and IEC 60529, as applicable, for explanations of the degrees of protection provided by enclosure
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Chapter1 Install the 1756-L7x Controller

Table 5 - North American Hazardous Location Approval

The following information applies when operating this equipment in
hazardous locations.

Informations sur 'utilisation de cet équipement en environnements
dangereux.

Products marked "CL1, DIV 2, GP A, B, C, D" are suitable for use in Class | Division 2
Groups A, B, C, D, Hazardous Locations and nonhazardous locations only. Each product is
supplied with markings on the rating nameplate indicating the hazardous location
temperature code. When combining products within a system, the most adverse
temperature code (lowest "T" number) may be used to help determine the overall
temperature code of the system. Combinations of equipment in your system are subject
to investigation by the local Authority Having Jurisdiction at the time of installation.

Les produits marqués "CL1, DIV 2, GP A, B, C, D" ne conviennent qu'a une utilisation en
environnements de Classe | Division 2 Groupes A, B, C, D dangereux et non dangereux.
Chaque produit est livré avec des marquages sur sa plaque d'identification qui
indiquent le code de température pour les environnements dangereux. Lorsque
plusieurs produits sont combinés dans un systéme, le code de température le plus
défavorable (code de température le plus faible) peut étre utilisé pour déterminer le
code de température global du systéme. Les combinaisons d'équipements dans le
systeme sont sujettes a inspection par les autorités locales qualifiées au moment de
I'installation.

WARNING: EXPLOSION HAZARD

- Donotdisconnect equipment unless power has been removed or
the area is known to be nonhazardous.

« Do not disconnect connections to this equipment unless power
has been removed or the area is known to be nonhazardous.
Secure any external connections that mate to this equipment by
using screws, sliding latches, threaded connectors, or other
means provided with this product.

+ Substitution of components may impair suitability for Class |,
Division 2.

«If this product contains batteries, they must only be changed in
an area known to be nonhazardous.

WARNING: RISQUE D'EXPLOSIO

« Couper le courant ou s'assurer que!'aiwvirc \nement est classé
non dangereux avant de débrancher I'équipement.

« Couper le courant ou s'assurei que 'erivironnement est classé
non dangereux avant de (iébranciier les connecteurs. Fixer tous
les connecteurs externes r'iée a cet équipement a I'aide de vis,
loquets coulissants. connecteurs filetés ou autres moyens fournis
avec ce produit.

+ Lasubstitut” n de'csimposants peut rendre cet équipement
inadapt/'a unc tilisation en environnement de Classe |,
Divisior 2.

« S curer que I'environnement est classé non dangereux avant
de chieager les piles.

Table 6 - European Hazardous Location Approval

The following applies when the product bears the Ex Marking.

This equipment is intended for use in potentially explosive atmospheres as defined hv E:rope an Union Directive 94/9/EC and has been found to comply with the Essential Health
and Safety Requirements relating to the design and construction of Category 3 eq(ipmunt intended for use in Zone 2 potentially explosive atmospheres, given in Annex Il to this

Directive.

Compliance with the Essential Health and Safety Requirements has been assurec “y compliance with EN 60079-15 and EN 60079-0.

ATTENTION: This equipri ent . not resistant to sunlight or other sources of UV radiation.

WARNIE.

« s equipment shall be mounted in an ATEX certified enclosure with a minimum ingress protection rating of at least IP54
(as defined in IEC60529) and used in an environment of not more than Pollution Degree 2 (as defined in IEC 60664-1) when
applied in Zone 2 environments. The enclosure must utilize a tool removable cover or door.

«  This equipment shall be used within its specified ratings defined by Rockwell Automation.
«  This equipment must be used only with ATEX certified Rockwell Automation backplanes.

« Secure any external connections that mate to this equipment by using screws, sliding latches, threaded connectors, or other

means provided with this product.

- Do not disconnect equipment unless power has been removed or the area is known to be nonhazardous.
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Install the 1756-L7x Controller ~ Chapter 1

Before You Begin

1756-L7x Controller Parts

See 1756-IN00S5 to install a ControlLogix® chassis and power supply before
you install your controller and power supply.

These sections describe parts that are included with the L7x controllers and
available accessory parts.

Parts Induded with the 1756-L7x Controller

These parts are included with the controller:
o 1756-ESMCAP capacitor-based energy storage medule (ESM)
e 1784-SD1 Secure Digital (SD) card, 1 GB
e 1747-KY controller key

Figure 1- Parts with the 1756-L7x Controller

SD Card (installed)

1756-ESMCAP I
(installed) —

1747-KY Key

IMPORTANT  The 1756-L7x controllers ship with an SD card installed. We recommend that
you leave the SD card installed.
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Parts Available for Use with the 1756-L7x Controller

You can choose to use the parts included with the controller and these parts
specific to your application.

If your application requires Then use this part

USB connection from a computer to the controller USB cable™

Nonvolatile memory 1784-SD1 (1 GB) or 1784-SD2 (2 GB)
ESM without WallClockTime back-up power 1756-ESMNSE

This ESM does not have WallClockTime back-up power.

Use this ESM if your applicatior requires that the
installed ESM deplete its residu ! stored energy to 40
or less before transporting #zintc or out of your
application.? Additiona!y, yot-can use this ESM with
only a 1756-L73 (8 M's) v: smailer memory-sized
controller.

ESM that secures the controller by blocking the USB 1756-ESMNRM
connection and SD card use

This ESM provides your application an enhanced degree
of security.

(1) The USB port is intended only for temporary local prog=ar:imii._nurposes and not intended for permanent connection. The USB
cable is not to exceed 3.0 m (9.84 ft) and must not coiita. “hubs.

(2) Forinformation about the hold-up time of the ESI Is, see Estimate the ESM Support of the WallClockTime on page 75 and stored
energy depletion rate on page 27.

A WAPNIFG: Do not use the USB port in hazardous locations.

— -

v, ATTENTION:
! « The USB port is intended only for temporary local programming purposes
and not intended for permanent connection.

«  The USB cable is not to exceed 3.0 m (9.84 ft) and must not contain hubs.
1756-L7x Conticlier These sections explain how to install the 1756-L7x controller. To install the
Installation 1756-L7x controller, complete the tasks summarized in this table.

v Task Page
Insert the Controller into the Chassis 21
Insert the Key 22
Install the SD Card 23
Remove the SD Card 25
Install the ESM 26
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Install the 1756-L7x Controller ~ Chapter 1

Insert the Controller When installing a ControlLogix controller, you can do the following:
into the Chassis e Place the controller in any slot.

e Use multiple controllers in the same chassis.

You can install or remove a ControlLogix controller while chassis power is on
and the system is operating.

is on, an electrical arc can occur. This could cause an explosion in hazardous

C WARNING: When you insert or remove the module while backplane power
location installations.

Be sure that power is removed or the area is nonhazardou before proceeding.
Repeated electrical arcing causes excessive wear to cortacts on both the
controller and its mating connector on the chassis/warin contacts may create
electrical resistance that can affect controller ¢peracion.

Table 7 - Prevent Electrostatic Discharge

2 ATTENTION: This equipme t is sesitive to electrostatic discharge, which

can cause internal damige anu affect normal operation. Follow these
guidelines when yed ranuie this equipment:

- Touchagrou. '=d object to discharge potential static.
« Wear anzoproved grounding wriststrap.
« P&not touch connectors or pins on component boards.
Duiiot touch circuit components inside the equipment.
«  Use a static-safe workstation, if available.
- Store the equipment in appropriate static-safe packaging when not in use.

IMPORTANT  The ESM begins charging when one of these actions occurs:
« The controller and ESM are installed into a powered chassis.

Power is applied to the chassis that contains a controller with the ESM
installed.

+ AnESMisinstalled into a powered controller.

After power is applied, the ESM charges for up to two minutes as indicated
by CHRG or ESM Charging on the status display.
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Insert the Key

22

1. Align the circuit board with the top and bottom guides in the chassis.

Top Circuit Board
Aligned

Bottom Circuit Board
Aligned

31997-M

2. Slide the module into the chassis until ic'snaps into place.

3. Verify that the controller is flush wit. <he power supply or other
installed modules.

After you have inserted the contiollér into the chassis, reference the

Troubleshoot the Moduleon'~age 183 for information to interpret the status
indicators.

After the controtier 1s installed, insert the key.

32001-M
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Install the SD Card Complete these steps to install the SD card in the 1756-L7x controllers.

We recommend that you leave the SD card in the controller, even when it is not
used. If the controller experiences a major nonrecoverable fault, fault
information is saved to the card.

while power is on, an electrical arc can occur. This could cause an explosion in

2 WARNING: When you insert or remove the Secure Digital (SD) memory card
hazardous location installations.

Be sure that power is removed or the area is nonhazardous before proceeding.

1. Verify that the SD card is locked or unlocked accorcing o your
preference.

Unlocked | Il
Lock. ‘

For more informeiicn about the lock/unlock memory settings, see the
Load or Stere ¢ the Memory Card on page 68.

2. Open the door for the SD card.

3. Insert the SD card into the SD card slot.
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4. Gently press the card until it clicks into place.

.7

S. Close the SD card door.
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Remove the SD Card

The 1756-L7x controller ships with an SD card installed. Complete these steps
to remove the SD card from the 1756-L7x controller.

while power is on, an electrical arc can occur. This could cause an explosion in

2 WARNING: When you insert or remove the Secure Digital (SD) memory card
hazardous location installations.

Be sure that power is removed or the area is nonhazardous before proceeding.

IMPORTANT - \Verify that the SD card status indicator is off and th 1t the card is not in
use before removing it.

+ We recommend that you do the following;

— Leave an SD card installed.
— Use the SD cards available from Rockwa!l A'itomation
(catalog number 1784-SD1 or 1784-SD2).

« While other SD cards can ke uscd w'th the controller,
Rockwell Automation has ne. “asted the use of those cards with the
controller. If you usa.an .1 card other than those cards that are available
from Rockwell Autor tion, you can experience data corruption or loss.

Also, SD card'sthet2/e not provided by Rockwell Automation do not have
the sai. inGuctial, environmental, and certification ratings as those
cardsihat e available from Rockwell Automation.

1. Verify that the SD card is not in use by checking to be sure that the
SD indicavor1s Off.

TIP  You can also put the controller into Hard Run mode to keep the controller
from writing to the SD card while it is removed.

2. Open the door to access the SD card.
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Install the ESM

26

3. Press and release the SD card to ¢ject it.

S W osss @
e 09 o
VoSS 2y 0%8;30,?7
0
e e
e
/ =

4. Remove the SD card and close the doot.

To install an ESM in the 1756-L7~ ccasroller, complete these steps.

— v —

ESM, align i iri the track and slide forward with minimal force until the ESM

c ATTENTION: To . -id potential damage to the product when inserting the
snaps inteplace.

1. Align-ti:e tongue-and-groove slots of the ESM and controller.

2. Slide the ESM back until it snaps into place.

The ESM begins charging after installation. The following status
messages indicate charging status:

o ESM Charging
e CHRG
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Uninstall the ESM

After you install the ESM, it can take up to 15 seconds for the charging
status messages to display.

IMPORTANT  Allow the ESM to finish charging before removing power from the controller.

Failure to do so can result in the loss of the application program. A type 1,
code 40 major fault is logged on powerup.

To verify that the ESM is fully charged, check the status display to confirm
that messages CHRG or ESM charging are no longer indicated.

TIP We recommend that you check the WallClockTime object attributes after

installing an ESM to verify that time of the controller i. correct.

The ESM contains a real-time clock. If the ESM is p<w-ar -ame from another
controller, the WallClockTime object attributesiv:vaur controller can
change.

A

- —

WARNING: If your applicati > requires the ESM to deplete its residual stored
energy to 40 pJ or less vefoi2 you transport it into or out of the application,
use only the 1756-.%¢)2SMNSE(XT) module. In this case, complete these
steps before vou', move the ESM.

« Turn powar.ff to the chassis.

Afte{"you turn power off to the chassis, the controller’s OK status indicator
“ransiiuns from green to solid red to OFF.

« Wait at least 20 minutes for the residual stored energy to decrease to
40 pJ or less before you remove the ESM.

There is no visual indication of when the 20 minutes has expired. You must
track that time period.

A

WARNING: When you insert or remove the energy storage module while
backplane power is on, an electrical arc can occur. This could cause an
explosion in hazardous location installations.

Be sure that power is removed or the area is nonhazardous before proceeding.
Repeated electrical arcing causes excessive wear to contacts on both the module
and its mating connector.

IMPORTANT  Before you remove an ESM, make necessary adjustments to your program to

account for potential changes to the WallClockTime attribute.
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Consider these points before removing the ESM:

e The following ESM modules can be currently installed in your
1756-L7x or 1756-L7xXT controller:

1756-ESMCAP
1756-ESMNSE
1756-ESMCAPXT
1756-ESMNSEXT

e The 1756-L7x controllers come with the 1756-ESMC AP module
installed. The 1756-L7xXT extreme temperature contr: ller ships with a
1756-ESMCAPXT module installed. For more intosmiation on how to
use a 1756-ESMNSE, 1756-ESMNRM, 1756-I'SNNSEXT, or
1756-ESMNRMXT module, see page 26.

e After the 1756-L7x or 1756-L7xXT centiollers lose power, because the
chassis power is turned off or the zor. wller has been removed from a
powered chassis, do not immediaczly remove the ESM.

Wait until the OK statu<.iidicator on the controller transitions from
Green to Solid Red =0 G ET before you remove the ESM.

e You can use the 1756-ESMNSE module with only a 1756-L73 (8 MB)

or smaller preniory-sized controller.

o Use t'ie 1756-ESMNSE module if your application requires that the
instali:d ESM deplete its residual stored energy to 40 pJ or less before
trandporting it into or out of your application.

o Once it is installed, you cannot remove the 1756-ESMNRM or
1756-ESMNRMXT module from a 1756-L7x or 1756-L7xXT

controller.

e The Armor™ controller energy storage modules (ESM) cannot be
removed or replaced.
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Complete these steps to remove an ESM module from the controller.

1. Remove the key from the mode switch.

IMPORTANT  The next step depends on which of the following conditions applies to your
application.

« Ifyou are removing the ESM from a powered 1756-L7x controller, go to

step 2.
« Ifyou are removing the ESM from a 1756-L7x controller that is not
powered, because the chassis power is turned off or the controller has

been removed from a powered chassis, do not im nediately remove
the ESM.

Wait until the OK status indicator on the contrsiiez transitions from Green to
Solid Red to OFF before you remove the ESW.

After the OK status indicator transitions to Off, go to step 2.

2. Use your thumb to press down or'the “lack release and pull the ESM
away from the controller.
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Notes:
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Install the 1756-L6x Controller

Topic Page

Before You Begin 33

1756-L6x Controller Parts 33

1756-L6x Controller Installation 34
CompactFlash Card Installation and Removal 34 \
Battery Connection and Replacement 38 -
Insert the Controller into the Chassis 10 o
Remove the Controller from the Chassis 12

A\

ATTENTION: This equipment is not resistant to suniight or other sources of UV radiation.

Table 8 - Environment and Enclosure

A\

ATTENTION:

This equipment is intendd fo. use in a Pollution Degree 2 industrial environment, in overvoltage Category Il applications
(as defined in IEC 60664-1 . at ultitudes up to 2000 m (6562 ft) without derating.

This equipment is not intended for use in residential environments and may not provide adequate protection to radio
communicatior scrvicas in such environments.

This equi;=nent .- supplied as open-type equipment. It must be mounted within an enclosure that is suitably designed for those
specificanvi.unmental conditions that will be present and appropriately designed to prevent personal injury resulting from
accesslivility to live parts. The enclosure must have suitable flame-retardant properties to prevent or minimize the spread of flame,
complying with a flame spread rating of 5VA or be approved for the application if nonmetallic. The interior of the enclosure must be
accessible only by the use of a tool. Subsequent sections of this publication may contain additional information regarding specific
enclosure type ratings that are required to comply with certain product safety certifications.

In addition to this publication, see the following:

+ Industrial Automation Wiring and Grounding Guidelines, Rockwell Automation publication 1770-4.1, for additional installation
requirements

NEMA Standard 250 and IEC 60529, as applicable, for explanations of the degrees of protection provided by enclosure
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Table 9 - North American Hazardous Location Approval

The following information applies when operating this equipment in
hazardous locations.

Informations sur l'utilisation de cet équipement en environnements
dangereux.

Products marked "CL1, DIV 2, GP A, B, C, D" are suitable for use in Class | Division 2
Groups A, B, C, D, Hazardous Locations and nonhazardous locations only. Each product is
supplied with markings on the rating nameplate indicating the hazardous location
temperature code. When combining products within a system, the most adverse
temperature code (lowest "T" number) may be used to help determine the overall
temperature code of the system. Combinations of equipment in your system are subject
to investigation by the local Authority Having Jurisdiction at the time of installation.

Les produits marqués "CL 1, DIV 2, GP A, B, C, D" ne conviennent qu'a une utilisation en
environnements de Classe | Division 2 Groupes A, B, C, D dangereux et non dangereux.
Chaque produit est livré avec des marquages sur sa plaque d'identification qui
indiquent le code de température pour les environnements dangereux. Lorsque
plusieurs produits sont combinés dans un systéme, le code de température le plus
défavorable (code de température le plus faible) peut étre utilisé pour déterminer le
code de température global du systeme. Les combinaisons d'équipements dans le
systéme sont sujettes a inspection par les autorités locales qualifiées au moment de
I'installation.

WARNING: EXPLOSION HAZARD

« Do not disconnect equipment unless power has been removed or
the area is known to be nonhazardous.

- Do not disconnect connections to this equipment unless power
has been removed or the area is known to be nonhazardous.
Secure any external connections that mate to this equipment by
using screws, sliding latches, threaded connectors, or other
means provided with this product.

« Substitution of components may impair suitability for Class I,
Division 2.

« Ifthis product contains batteries, they must only be changed in
an area known to be nonhazardous.

WARNING: RISQUE D'EXPLOSICN

- Couper le courant ou s'assurer que I'envii ‘nnement est classé
non dangereux avant de débranchal 1'équ rement.

- Couper le courant ou s'assurer £t {'erivironnement est classé
non dangereux avant de débr.ncher les connecteurs. Fixer tous
les connecteurs externes eliés a et équipement a I'aide de vis,
loquets coulissants, connectar.s filetés ou autres moyens fournis
avec ce produit.

« Lasubstitution ‘e composants peut rendre cet équipement
inadapté a< e uuiization en environnement de Classe |,
Division 2.

« Sassurc que I'environnement est classé non dangereux avant
¢ hanaer les piles.

Table 10 - European Hazardous Location Approval

The following applies when the product bears the Ex Marking.

This equipment is intended for use in potentially explosive atmospheres as defined by Exiupean Union Directive 94/9/EC and has been found to comply with the Essential Health
and Safety Requirements relating to the design and construction of Category 3 equinmcnt in .ended for use in Zone 2 potentially explosive atmospheres, given in Annex Il to this

Directive.

Compliance with the Essential Health and Safety Requirements has been assu:* d by cumpliance with EN 60079-15 and EN 60079-0.

ATTENTION: This equipment s iiat resistant to sunlight or other sources of UV radiation.

WARNING:

« Thizequ >nent shall be mounted in an ATEX certified enclosure with a minimum ingress protection rating of at least IP54
(asdefined in IEC60529) and used in an environment of not more than Pollution Degree 2 (as defined in IEC 60664-1) when
applied in Zone 2 environments. The enclosure must utilize a tool removable cover or door.

« This equipment shall be used within its specified ratings defined by Rockwell Automation.
- This equipment must be used only with ATEX certified Rockwell Automation backplanes.

« Secure any external connections that mate to this equipment by using screws, sliding latches, threaded connectors, or other

means provided with this product.

« Do not disconnect equipment unless power has been removed or the area is known to be nonhazardous.
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Before You Begin

1756-L6x Controller Parts

See 1756-IN00S5 to install a ControlLogix® chassis and power supply before
you install your controller and power supply.

These sections describe parts that are included with the 1756-L6x controllers
and available accessory parts:

e One of the following batteries is included with your controller:
— For series A controllers, catalog number 1756-BA1
— For series B controllers, catalog number 1756-BA2

o Key, catalog number 1747-KY

Figure 2 - Parts Included with the 1756-L6x Controller

1756-BA1 or 1750-0A2

&

174/-KY Key

Partz Mot included with the 1756-L6x Controller

You can choose to use the parts included with the controller and these parts
specific to your application.

If your application requires Then use this component
RS-232 connection to the controller 1756-CP3 serial cable
Nonvolatile memory 1784-CF128 CompactFlash card
Expanded battery life for extended memory retention 1756-BATM battery module("

(1) The 1756-BATM can be used with series A controllers, but it cannot be used with series B controllers. Series B controllers use
battery power differently than previous controllers and therefore battery considerations for this series controller vary. For more

information to determine what battery to use, see the ControlLogix Controllers Selection Guide, publication 1756-SG001.
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1756-L6x Controller
Installation

CompactFlash Card
Installation and Removal

34

These sections explain how to install a 1756-L6x controller. To install the
1756-L6x controller, complete the tasks summarized in this table.

v Task Page
CompactFlash Card Installation and Removal 34
Battery Connection and Replacement 38
Insert the Controller into the Chassis 40
Remove the Controller from the Chassis 42

The installation and removal of a CompactFlash card depend. on the
controller.

WARNING: When you insert or remove the CornnactFlash card while power
is on, an electrical arc can occur. This cor:id cause an explosion in hazardous
location installations.

Be sure that power is removed 2’ the a.ea is nonhazardous before proceeding.

e Ifyou are using a series A controller, reference these sections:

- Install a Compact. 'ash Card in a Series A Controller on page 35.

- Remove a CoisipictFlash Card from a Series A Controller on

page 35

e Ifyovai=usinga series B controller, reference these sections:

- Iustall a CompactFlash Card in a Series B Controller on page 36.

- Remove a CompactFlash Card from a Series B Controller on

page 37.
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Install a CompactFlash Card in a Series A Controller

Complete these steps to install a CompactFlash card in a series A controller.

1. Lay the controller on its side with the front facing to the left.
2. Raise the locking clip.

3. Insert the CompactFlash card iri'» the slot at the bottom of the
controller.

4. Pull the clip forward apd.aawnward until it snaps into place over the
card.

Remove a CompactFlash Cardf:om a Series A Controller

Complete these sreps to remove a CompactFlash card from a series A
controller.

1. Lay the controller in its side with the mode switch facing left.
2. Raise the locking clip.
3. Gently pull the card out of the slot.
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Install a CompactFlash Card in a Series B Controller

Complete these steps to install a CompactFlash card in a series B controller.

[y
oo
EE
[
1
77| 3
| N
) ;;0 1
/
4 “\

1. Open the door ef tiie controller and push the CompactFlash latch to the
left.

2. Inserrtiie CompactFlash card with the Allen-Bradley® logo pointing left.

3. Releasc the latch and secure it over the CompactFlash card.
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Remove a CompactFlash Card from a Series B Controller

Complete these steps to remove a CompactFlash card from a series B
controller.

1.. Veri’y that the OK indicator is solid green and open the door of the

controller.
2. Push and hold the CompactFlash latch to the left.
3. Push the ¢ject button and remove the card.

4. Release the latch.
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Battery Connection
and Replacement

38

)4

This product contains a hermetically-sealed lithium battery that may need to be
replaced during the life of the product.

At the end of its life, the battery contained in this product should be collected
separately from any unsorted municipal waste.

The collection and recycling of batteries helps protect the environment and
contributes to the conservation of natural resources as valuable materials are
recovered.

A

WARNING: When you connect or disconnect the batterv ai electrical arc can
occur. This could cause an explosion in hazardous locaticn'installations. Be
sure that power is removed or the area is nonhazerdous before proceeding.

For safety information on the handling of lithium Fatteries, including handling

and disposal of leaking batteries, see Gridelinas for Handling Lithium Batteries,
publication AG-5.4.

IMPORTANT  To prevent program 'ass, replace a 1756-BA1 or 1756-BA2 battery according

to the follc ingachdule even if the BAT status indicator is Off.

If the *<my erature 2.54 cm (1in.) Replace the battery within
belety the chassis is

=28, 435°C(-13...+95 °F) No replacement required
36...40°C(96.8...104 °F) 3 years
41...45°C(105.8...113 °F) 2years
46...50°C(114.8...122 °F) 16 months
51...55°C(123.8...131 °F) 11 months
56...70°C(132.8...158 °F) 8 months

A

ATTENTION: Store batteries in a cool, dry environment. We recommend
25°C (77 °F) with 40. . .60% relative humidity. You can store batteries for up
to 30 days between -45. . .+85 °C (-49...4185 °F), such as during
transportation. To avoid leakage or other hazards, do not store batteries
above 60 °C (140 °F) for more than 30 days.

Connection of the battery varies depending on your controller series:

e Ifyou are using a series A controller, see page 39.

e Ifyou are using a series B controller, see page 40.
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Install the Battery on a Series A Controller
Complete these steps to install a 1756-BA1 battery on a series A controller.
For information to install a 1756-BATM battery module or replace a

1756-BATM assembly, see the ControlLogix Battery Module Installation
Instructions, publication 1756-IN576.

ATTENTION: For a series A controller, connect only a 1756-BA1 battery or a
A 1756-BATM battery module. The use of other batteries can damage the

controller.

‘
e S

Wire Terminal Location Connected Wire
Top No connection
Middle . Black lead (-)
Bottom Red lead (+)

[

». Connect the battery connector to the port to the right of the battery
slot.

2. Snap the battery into the battery slot.
3. Wrrite the date on the battery label.

4. Attach the label to the inside of the controller door.
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Install the Battery on a Series B Controller

Complete these steps to install the battery on a series B controller.

ATTENTION: For a series B controller, connect only a 1756-BA2 battery.
The use of other batteries can damage the controller.

1. Plug the bactery connector into the battery port (+ Red, - Black).

2. Insert.the Lattery, with the arrow pointing up, into the battery slot.
3. Write the date on the battery label.
4 “Artach the label to the inside of the controller door.
Insert the Controller When installing a ControlLogix controller, you can do the following:
into the Chassis e Place the controller in any slot.

e Use multiple controllers in the same chassis.

You can install a ControlLogix controller while chassis power is on and the
system is operating.

is on, an electrical arc can occur. This could cause an explosion in hazardous
location installations. Be sure that power is removed or the area is
nonhazardous before proceeding.

2 WARNING: When you insert or remove the module while backplane power

Repeated electrical arcing causes excessive wear to contacts on both the
controller and its mating connector on the chassis. Worn contacts may create
electrical resistance that can affect controller operation.
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Table 11 - Prevent Electrostatic Discharge

2 ATTENTION: This equipment i sensitive to electrostatic discharge, which

can cause internal damage and affect normal operation. Follow these
guidelines when you handle this equipment:

«Touch a grounded object to discharge potential static.

- Wear an approved grounding wriststrap.

« Do not touch connectors or pins on component boards.

+ Do not touch circuit components inside the equipment.

- Use a static-safe workstation, if available.

«  Store the equipment in appropriate static-safe pacl:aqit 1 when not in use.

ATTENTION: If this equipment is usedin‘a manner not specified by the
manufacturer, the protection provi »d by-ihe equipment can be impaired.

Complete these steps to insert thecor. woller into the chassis.

1. Insert the key into = céntroller.
Turn the key to the PROG position.

Align the cizcuit board with the top and bottom guides in the chassis.

L

Slide tke niodule into the chassis.

5. Verify that the controller is flush with the power supply or other
installed modules.

6. Verify that the top and bottom latches are engaged.

After you have inserted the controller into the chassis, review the state of the
controller information in Troubleshoot the Module on page 183.
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You can remove a controller while chassis power is on and the system is
emove the Controller ller while chassis p d the sy
from the Chassis operating. The devices that are owned by the controller go to their configured

fault state if you remove the controller.

is on, an electrical arc can occur. This could cause an explosion in hazardous
location installations. Be sure that power is removed or the area is
nonhazardous before proceeding.

2 WARNING: When you insert or remove the module while backplane power

Repeated electrical arcing causes excessive wear to contacts on both the
controller and its mating connector in the chassis. Worn contacts may create
electrical resistance that can affect controller operation.

Complete these steps to remove the controller from thechassis.

1. Press the locking tabs on the top and bottom ¢£<he controller.

2. Slide the controller out of the chassis.
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Topic Page

Make Connections 43 |
Connect to the 1756-L7x Controller 44 )
Connect to the 1756-L6x Controller 47 NI
Upgrade Controller Firmware s

Set the Communication Path 60

Go Online with the Controller 761

Download to the Controller 61

Upload from the Controller N 63

Choose the Controller Operation Mode N 65

Use the Mode Switch to Change the Onerat o Made 65

Use Logix Designer to Change the Onera..mode 67

Load or Store to the Memory Card "¢ 68

Use ControlLogix Energy Swrage Modules (ESMs) 73

Estimate the ESM Siippurt of the WallClockTime 75

Maintain the B *e_ry (Gny 1756-L6x Controllers) 75

Hefore you can begin using your controller, you must make a connection to the

controller.

1756-L7x Connection Options

Connection options with the 1756-L7x include the following:

o Connect by using a USB cable as described in Connect to the

1756-L7x Controller on page 44.

e Install and configure a communication module in the chassis with the
controller as described in the installation instructions for the

communication module.

For information on Double Data Rate (DDR) backplane communication
usage, see Double Data Rate (DDR) Backplane Communication on page 92.
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1756-L6x Connection Options

Connection options with the 1756-L6x include the following:

o Connect by using a serial cable as described in Connect to the
1756-L6x Controller on page 47.

e Install and configure a communication module in the chassis with the
controller as described in the installation instructions for the
communication module.

TIP  When upgrading your 1756-L6x controller firmwzie, e cecommend that
you use a network connection other than the <eria' cable. Serial connections
are much slower than other communicaticn cennections.

Connect to the The controller has a USB port that uses’a Ty e B receptacle. The port is USB
1756-L7x Controller 2.0 compatible and runs at 12 Mbp

To use the USB port of the coiie=!lr, you must have RSLinx’ software,
version 2.56 or later, instar. 1 ¢ayour workstation. Use a USB cable to connect
your workstation to the'USh port. With this connection, you can upgrade
firmware and download programs to the controller directly from your

workstation.
ATTENTION: The USB port is intended only for temporary local
| programming purposes and not intended for permanent connection.

AX The USB cable is not to exceed 3.0 m (9.84 ft) and must not contain hubs.

WARNING: Do not use the USB port in hazardous locations.

>
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Figure 3 - USB Connection

Configure the USB Driver

To configure RSLinx softwareen wsc a USB port, you must first configure a

USB driver.

To configure a USB driver; perform this procedure.

1. Conneet your controller and workstation by usinga USB cable.

The Fcund New Hardware Wizard dialog box appears.

fRyund New Hardware Wizard

Welcome to the Found New
Hardware Wizard
windows will zearch for curent and updated softwane by

looking on your computer, on the hardware installation CD, or on
the YWindows | pdate Web site [with pour permizsion).

£ I

Can'windows connect to Windows Update to search for
software?

 Yes, this time only
' Yesz, now and every ime | connect a device
7 Mo, not this time

Click Mest to continue.

< Back | [ | Cancel I

2. Click any of the Windows Update connection options and click Next.

TIP  If the software for the USB driver is not found and the installation is

canceled, verify that you have installed RSLinx Classic software, version 2.57

or later.
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3. Click Install the software automatically (Recommended) and
click Next. The software is installed.

Found New Hardware Wizard

Please wait while the wizard installs the software... .

% Rockwell Automation USE CIF

L -
raushcip sy

To CAWINDOW Shapstem325DRIYERS
|

|_‘—Eack I Mgt > Carice]

4. Click Finish to configure ysur 6B driver.

5. From the Communicatiens pull-down menu, choose RSWho.

\ 2. .4 -

inx Clarsi. a3 ay - [R5Who - 1]

a5 Fi'iiEJi't View [ﬁmmunicatinns] ;tatinn
= & s|§|_| RSWho N

.: v Autobrowse Fis Configure Drivers...

The USB port driver appears.

RSLinx Classic Gat - [RSWho - 1 !I
% inx Classic eway - [l o- 1] Ny Ty

as File Edit View Communications Station DDE/OPC  Se
=] &| 5|8 Blie| ¥|
v Autobrowse Refresh | (i

W] Workstation, NAUSMAYCT4SVY1
3,5'3 Linx Gateways, Ethernet
2% AB_ETHIP-1, Ethernet

Virtual Chassis Driver >E|- AB_VBP-1, 1789-A17/A Virtual Chassis

: @ 00, Workstation, RSLinx Server

i ﬂ 11, 1756-L73 LOGIX5573, 1756-L73/A LOGI¥5573

USB Driver W 2 1JSE

ﬂ 11, 1756-L73 LOGIX5573, 1756-L73/A LOGI¥5573

Hat Browsing

Your controller appears under two drivers, a virtual chassis and the USB port.
You can use either driver to browse to your controller.
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Connect to the
1756-L6x Controller

The 1756-L6x ControlLogix” controller uses a serial port for workstation
connections.

to this module or the serial device on the other end of the cable, an electrical
arc can occur. This could cause an explosion in hazardous location
installations.

Be sure that power is removed or the area is nonhazardous before proceeding.

2 WARNING: If you connect or disconnect the serial cable with power applied

To connect a workstation to the serial port, you can make your own serial cable
or use one of these cables:

e 1756-CP3 serial cable

o 1747-CP3 cable from the SLC™ product family (it v6u use this cable, it
can be difficult to close the controller door)

N\

) To Controller

Follow these guicelines if you make your own serial cable:
e Limitthe irngth to 15.2 m (50 ft).
e Wirc the connectors as shown.

o . Attath the shield to the connectors.

To Workstation To Controller
—— 1CD 1CD I
2RDX 2 RDX
3TXD 3TXD
4DTR 4DTR
COMMON COMMON
—— 6DSR 6DSR  ——
7RTS 7RTS
8CTS 8CTS
9 9
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Plug the controller end of the serial cable into the RS-232 port on the front of

the controller.

compAC

Configure the Serial D' ive:

Use RSLinx software to eenfigure the RS-232 DF1 device driver for serial

communication.
To configus: thedriver, perform this procedure.

1.%0a KSLinx software, from the Communications menu, choose

Conlfigure Drivers.

1 -'Q‘ RSLinx Classic Gateway

- File Edit View | Communications Station DDE/AOPC

'ﬂﬂ S|@|  Pewho

Caonfigure Shortcuts

Configure Client Applications...
Configure CIP Options.
Configure Gateway..
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2. From the Available Driver Types pull-down menu, choose the
RS-232 DF1 device driver.

Catoueorer -

—Awailable Driver Types:

Cloze

d

=] A New... |

| Help

Ethernet devices
Ethertat/IP Driver
1784-PETH[D)/PCME. for DH+/DH-485 devices Status

DF1 Poling Master Driver Configure....
1784-PCICIS] for ControlM et devices
CF1 Slave Driver

DH435 UIC devices Startup,
Wirtual Backplane [SoftLogixb8xx, USE)
DeviceMet Drivers [1770-KFD SDMPT drivers] iy
SLC 500 [DH485] Emulator driver
SmartGuard USE Driver

Femate Devices via Link Gateway Stop

0

Delete

ddadi

3. Click Add New.
The Add New RSLinx Drive: dialog box appears.

Add New RSLinx Classic Dgiver ({_# o = S x|
Choose a name for the new driv.
(15 characters maximurm! \

4 Cancel |
[#8_DF1-1

4. Typc the driver name and click OK.
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5. Specity the serial port settings.

a. From the Comm Port pull-down menu, choose the serial port on the
workstation to which the cable is connected.

b. From the Device pull-down menu, choose Logix 5550/
CompactLogix.

c. Click Auto-Configure.

‘ Device hame:  AB_DOF1-1 ‘

Comm Fart: ICOM1 vl Dievice:

Baud Rate: [19200 ~ Stafion Number:  [in " ST

(Decimal)
Farity: |MNone - Error Checkin, - |E ZC -
Stop Bits I'I i Pritocal:  |Full Duplex -

Auto-Configure ‘

[~ Use Wr sem Dialer Corfigure Dialer |

oK, | Cancel | Delete | Help

6. If the auro -orfiguration is successful, click OK.

If the aute-configuration is not successful, verify that the correct Comm
Port wus selected.

Click Close.

Upgrade Controller Firmw.re You can choose to upgrade controller firmware by using one of these tools:

o ControlFLASH"™ software that is packaged with the Studio 5000°
environment

e AutoFlash feature of the Logix Designer application

To upgrade your controller firmware, complete the tasks that are listed in this

table.
v Task Page
Determine Required Controller Firmware 51
Obtain Controller Firmware 52
Use ControlFLASH Software to Upgrade Firmware 52
Use AutoFlash to Upgrade Firmware 57
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Determine Required Controller Firmware

IMPORTANT  The controller must be in Remote Program or Program mode and all major
recoverable faults must be cleared to accept upgrades.

Use Table 12 to determine what firmware revision is required for your
controller.

Table 12 - Firmware Required for Controllers

Controller Series Use this firmware revision
1756-L61 A 12.x or later
B 13.40 or later N
1756-L62 A 12x0rlater \_
B 13.40 or later ~7
1756-163 A o If m*_uﬂa CompactFlash card, 10.x or later
« < using.a CompactFlash card, 11.x or later
B 13.40 or later
1756-L63XT B _‘_I3.40 or later
1756-Le4 B [ 6 orater
1756-L65 B 17 orlater
1756-L71 ¥ M 20 or later
1756172 A 19 orlater
1756-L72EROM A 19 or later
1756-L73 7 A 19 or later
1756-L73XT A 19 or later
175(-i..'" ?_l:hOM A 19 or later
\ 7:2 ~l74 A 19 or later
1756-L75 A 19 orlater
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Obtain Controller Firmware

Controller firmware is packaged with the Studio 5000 environment. In
addition, controller firmware is also available for download from the Rockwell

Automation Technical Support website at http://
www.rockwellautomation.com/support/.

Use ControlFLASH Software to Upgrade Firmware

To upgrade your controller firmware with ControlFLASH sc ftware, complete
these steps.

IMPORTANT  Ifthe SD card is locked and the Load Imag optuii of the store project is set
to On Power Up, the controller firmware is not updated as a result of these
steps. The previously stored firmwiire and project are loaded instead.

1. Verify that the network connezticn is made and the network driver has
been configured in RSLinx so. ware.

2. Start ControlFLASH soi:wate and click Next to begin the upgrade
process.

DriveTools 3

fii Flash F'r'u:u;r#ning Tools

Fullsh ot & r & ControlFLasHA=ID
L tus pplications 2 REACME. TAT

3. Select the catalog number of your controller and click Next.

1756-L7x Controllers 1756-L6x Controllers

Enter the catalog number of the target device:
Enterthe cate 2g numoer of the target device:

LEZSLE 1756155 =
— 1756-L61
el i 1756.L615
5 LT | = 1756062
||}% Lot
1 756-L7 1756-L 64
175675 1756-L65

1756-L81E
1756-L82E
1756-L83E
1756-L84E
1756-L85E
1756-MOZAE i
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4. Expand the network driver to locate your controller.

1756-L7x Controller with USB Network Driver

Autobrowse Refresh @ Mat Browsing

—@ Workstation, NAUSMAYCT45
+-§5 Linx Gateways, Ethernet
+-,5E,5 AB_ETHIP-1, Ethernet Backplane
189 AB_VBP-1,1789-A17/A Vir | 1756-A10..,
254 USE

=M W11, 1756-L73 LOGLXS:

-3 Backplane, 1756-A

1756-L6x Controller with Ethernet Network Driver

== workstation
-,_r?a Linx Gateways, Ethernet
&5 AB_ETH-1, Ethernet
-2 AB_ETHIP-1, Ethernet
= f 10.88.92.93, 1750 2NB . 4, 1756-ENBT/A
E-E3 Backplane, 2756 2004
& B 00, A755-CUBID, 1756-CHE(D 5,045 Build 010
- a1, ¥/55-ENBT/A
#- Bl L 1756-EWEE]A, 1756-EWER/A
(8703, 1756 module, 1756-L61/E LOGIXGS6]
Lo BT D4, 1756 module, 1756-CFMIA Rev, 2.4
[+~ 05, 1756-DME, 1756-DNE DeviceMet Scanner
- | 06, 1756-DHRIOE, 1756-DHRICE
- 07, 1756-0B160)4, 1756-0B160)8 DCOUT DIAG

5. ~Select the controller and click Next.
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6. Select the desired firmware revision and click Next.

1756-L7x Controller Upgrade

Catalog Mumber: 1756-L73
Serial Number:  0067D1CE
Curmrert Revision: 29.011

Cﬂﬂ!rﬂl Select the new revision for this update:
LAS*-.; Revision F A
(2001 [ ]|
29011

[7] Show all revisions

e oty Lo

-

1756-L6x Contreiier Upgrade

Catalor Muoer: 1756-L63
Sers(Muwoer, 00133796
Curret, Revizion: 15.56.5

— Slect the news revision for this update:

Hevisi...l Resztrict... |
16.5.48

Show All

Festrictians,.

— Current Falder:
c:hprogram filezhcontrolflazh

Lk
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TIP  Ifyouare using a 1756-L7x controller and experience a Script File Error after
selecting the firmware revision number (see the following example), there
is likely an anomaly with your firmware files.

ControlFLASH | x|
] Script File Error: The scriptfile associated with the selected update revision is corrupt

.
Press F1 for more information

To recover, perform the following:

«  Go to http://www.rockwellautomation.com/suppc :t/ and download
the firmware revision you are trying to upgrac, Rey. 'ace the firmware
revision that you have previously installed with that posted on the
Technical Support website.

- Ifthe replacement firmware revision does not resolve the anomaly,
contact Rockwell Automation Techrical Support.

7. Click Finish.

L. 'SER: The tanget module is about to be
upde 2d with new firmware. During the update
th2 module will be unable to perform its nomal
Zantrol function. Please make sure that all
processes affected by this equipment have been
suspended and that all safety critical functions
affected. To abort this fimware update, press
Cancel now. To begin the update now, press
Finigh.

Catalog Number:  1756-L73
Serial Number:  0067D1CE

Cumert Revision: 29.011
New Revision:  30.011

[ <Back | Finiﬁ'_‘[ Cancel | | Hep
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8. When a confirmation dialog box appears, click Yes.

ControlFLASH - X

| & Areyou sure you want to begin
" updating the target device?

[ ey ) R ]

Before the firmware update begins, this dialog box app »ars. Take the

required action for your application. In this example, .tk » upgrade
continues when you click OK.

o —

o Attention! If the Secure Digital card s lockd ad set to load on
_!_\ power-up, this update may be overwi =n by firmware on the 5D card.
Refer to the "Before You Begin® si:ction o the release notes before
updating. Do you wish to cartine 7

[ ok || conce |

A progress dialog “ex indicates the progress of the firmware upgrade.
The 1756-L7x controllers show progress in updates and blocks. The
1756-L6xconcrollers show progress only in blocks.

WARNING: Let the firmware update to fully complete before cycling power
" ;A or otherwise interrupting the upgrade.

TIP  If the ControlFLASH upgrade of the controller is interrupted, the controllers
revert to boot firmware, that is firmware revision 1.xxx.
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When the upgrade is complete, the Update Status dialog box indicates
that the upgrade is complete.

9. Click OK.

Catalog Humber: 1786-L73 oK.
Serial Mumber:  0067D1CE
Current Revigion: 30,011

Mew Revigion: 30,011

Status:

10. Close ControlFLASH software.

ama

Use AutoFlash to Upgrade Firmwaie

To upgrade your controller firmv/are with the AutoFlash feature, complete
these steps.

-~ —

IMPORTANT  Ifthe SDariis locked and the Load Image option of the stored project is set
t5:0r'Power Up, the controller firmware is not updated as a result of these
scans, The previously stored firmware and project are loaded instead.

1. Verify the following:
.. The network connection is made.
o The network driver has been configured in RSLinx Classic software.
e The controller is in Remote Program or Program mode and all major

recoverable faults are cleared.

2. Use the Logix Designer application to create a controller project.

3. On the Path bar, click Who Active.

- SN

1 Path: | <nones

4
] i -\ Favorites £ Add-On A Safety A Alarms £ Bit £ Timer/C

w ||
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4. Select your controller and click Update Firmware.

1756-L7x Controller with USB Driver

Autobrawse Fiefresh

== Workstation, NAUSMAYCT4SVYL Go Online
3?,5 Linx Gateways, Ethernet
=-&5 AB_ETHIP-1, Ethernet Upload. ..

&- ﬂ 192168116, 1756-EMN2TR, 1756-EN2TR/C 217021900

J Download
= Backplane, 1756-A10/A or B

ﬂ 00, 1756-L73 LOGIX5573, 1756-L73/4 LOGIX5573 Update Firmware...
ﬂ 01, 1756-EN2TR, 1756-EN2TR/C 217021900
i 02, 1756-IF61/A, 1756-IF6L A AMALAN
i 03, 1756-0B16D/A, 1756-0B16D/A DCOUT DIAG

r—
I
m

o

(- AB_VBP-1, 1783-A17/A Virtual Chassis

4| mn | *

Path: AB_ETHIP-1\152. 1568, 1. 16'\Backplane'd Set Project Path

Path in Project: <none >

Clear Project Path

1756-L6x Controller with Et*.eret Driver

= workstation
----ft. Lirt Gateways, Ethernet
= |-ms-AB_ETH-1, Ethernet
&5 AB_ETHIP-1, Ethernet
|_=_|ﬂ 10.88.92.93, 1756-ENBT/&, 1756-ENET/A
=3 Backplane, 1756-410/4
; 00, 1756-CNE/D, 1756-CNE/D 5,045 Build 010
01, 1756-ENBT/A
02, 1756-EWEB/A, 1756-EWEB/A
03, 1756 module, 1756-L61/8 LOGIXGS61
04, 1756 module, 1756-CFM[A Rev, 2.4
05, 1756-DME, 1756-DNE DeviceMet Scanner
06, 1756-DHRIOME, 1756-DHRICYE
07, 1756-0B16004, 1756-0B160/4 DCOUT DIAG

09, 1756-L63 LOGIXEEE3, 1756-LA631A LOGIXE563
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5. Select the firmware revision to upgrade to and click Update.

r
j Choose Firmware Revisi_ u
Name: <None
Type 1756-L73 ControlLogie® 5570 Cortroller
Serial Number:  DD67DICE
Revision 251

Comm. Path AB_ETHIP-1%152.168 1.16\Backplane0

Look for Firmware Update Files In:
C:\Program Files (x86)\CortrolFLASH ] [ Browse..

Revision Update Type  File

30.11.27  Upgrade M7B6-L73_30.011.dmic
2511.34 M756-173_29.011.dmic

Installed Fimware Update File Directory:
C:\Program Files <86)\ControlFLASH

. '8

[ tpoatdy | [ Canca | [ iep

r=

6. On the Update Firmware dialog box, -lick Yes.

' - Na— h'
Update Firmware - @

Updating the m=dule. firiware from 23.11 to 30.11.27

A+ DANGER: = coruoller is the Coordinated System Time master.
Servo mves in cchronized controllers in this chassis, or other
chas(is 1.ng SynchLlink, will be tumed off.

A+ All eomnianications to this controller will be lost including this
wikstation and any communications bridged through this controller. [

L »dating the firmware may affect the size and performance of
projects downloaded to this controller. For details, see the release
notes for the controller.

Proceed with the fimmware update?

Attention! If the Secure Digital card is locked and set to load on
power-up, this update may be overwritten by firmware on the 5D card,
Refer to the "Before You Begin® section of the release notes before
updating. Do you wish to continue?

[ okp || concel |

A progress dialog box indicates the progress of the firmware upgrade.
The 1756-L7x controllers show progress in updates and blocks. The
1756-L6x controllers show progress only in blocks.
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WARNING: Let the firmware update to fully complete before cycling power
or otherwise interrupting the upgrade.

TIP  If the ControlFLASH upgrade of the controller is interrupted, the controllers

revert to boot firmware, that is firmware revision 1.xxx.

When the upgrade is complete, the Update Status dialog box indicates
that the upgrade is complete.

Set the Communication Path To go online with the controller, you must specify a Comiiiunication path in the

Logix Designer application. You specify the communication path after you
create a controller program.

Complete these steps to specify the cor nunication path after you have created

your program.

1. Click Who Active.

l

N %n Active
3

L U = = T N S O i (1)
< ¥ [% Favorites 4 Add-On A Gafety A Alarms £ Bit A TimenG

S0

2. Expand the communication path and select the controller.

Pt

Autobrowse Refresh
Bg‘ Workstation, NAUSMAYCT45VY1
',!,EE Linx Gateways, Ethernet
=25 AB_ETHIP-1, Ethernet
- 192168116, 1756-EN2TR, 1756-EN2TR/C 217021900
-3 Backplane, 1756-A10/A or B
=0, W00, 1756-173 LOGIXS573, 1756-L73/A LOGIXS573
ﬂ 01, 1756-EM2TR, 1756- ZTRJ'C 217021900
i 02, 1756-1F6L/A, 1756-1F6L/A AAAAAA
o i 03, 1756-0B160/A, 1756-0B16D/A DCOUT DIAG
L[] 05,1756-OFGVI/A, 1756-OFEVI/A XXOOKKX
- AB_VEP-1,1789-A17/A Virtual Chassis

Go Online
Upload...

Download

Update Firmware...

Help

4 T

Close

Clear Project Path

Path: AB_ETHIP-1192. 158. 1. 16\Backplane\0
Path in Project: <none >

Set Project Path

3. Click Set Project Path.

60
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Go Online with the Controller Use one of these methods to go online with the controller:

Download to the Controller

e After setting the communication path, click Go Online in the
Who Active dialog box.

,

Autobrowse Fiefresh

-1 Workstation, NAUSMAYCTASVYL
-,5‘2,5 Linx Gateways, Ethernet
2% AB_ETHIP-1, Ethernet
- f] 192.168.1.16, 1756-EN2TR, 1756-EN2TR/C 217021900
[-E3 Backplane, 1756-A10/A or B
.9
-f 01,1756-EN2TR, 1756-EN2TR/C 217021900
B 02 1756-IF61/A, 1756-IF6L/A AAAAAA
[l 03,1756-0B16D/A, 1756-0B16D/A DCOUT DIAG
1

05, 1756-0OF6VI/A, 1756-OFGVL/A )OO0
-3 AB_VBP-1, 1789-A17/A Virtual Chassis

4| Ml

Path: AB_ETHIP-11192.168. 1. 16'\Backplane0
Path in Project: AB_ETHIP-11192. 168. 1. 16\BackplaneD

e From the Controll«= St>¢ug menu, choose Go Online.

Offline 5. T RUN

Mo Forces Go Online | |
No Edits Upload... "%
Eedidancy Download

i

When you download a project to the controller, it moves the project from the
Logix Designer application onto the controller. You can download a project in

two ways:

o Use the Who Active Dialog Box to Download on page 62

e Use the Controller Status Menu to Download on page 63
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Use the Who Active Dialog Box to Download

You can use the features of the Who Active dialog box to download to your
controller after you have set the communication path. Complete these steps to
download to the controller.

1. After setting the communication path, click Download in the
Who Active dialog box.

Frocreee

Autobrowse Fefresh

Bgl Workstation, MAUSMAYCT45VY1 | Go Onlim j

= Linx Gateways, Ethernet -
AB_ETHIP-1, Ethemnet ~eatet

=N ﬂ 192.168.1.16, 1756-EN2TR, 1756-EMN2TR/C 217021900
(-3 Backplane, 1756-A10/A or B

: 00, 1756-L73 LOGIX5573, 1756-L73/A LOGIX5573

01, 1756-EM2TR, 1756-EN2TR/C 217021900
02, 1756-FG1/A, 1756-IF6L/A AAAAAA

03, 1756-0B16D/A, 1756-0B16D/%> DCO T DIL 5 Help
05, 1756-OF6VI/A, 1756-0F6VI/A X0

B3 AB_VBP-1, 1789-A17/A Virtual Chassis

4 i 3

Path: AB_FTHIP-11192.168.1. 16\Bz pland \0 Set Project Path

Path in Project: AB_ETHIP-11192, 168,116 uckp.oe\0
Clear Project Path

2. Read the warnings on the Download dialog box and click Download.

SRR

a Download offiine project ‘ControlLogix_5570_application’ to the

A

| | o controller.
! Connected Controller:
Name: ControlLogix_5570_application
Type: 1756-L73fA ControlLogix® 5570 Controller
Path: AB_ETHIP-11192. 168. 1. 16'Backplane0 |
Serial Number:  0067D1CB
Security: Mo Protection |

_!3 DAMNGER: Unexpected hazardous motion of machinery may occur. [

Some devices maintain independent configuration settings that are
not loaded to the device during the download of the controller.

Verify these devices (drives, network devices, 3rd party products)
hawe been properly loaded before placing the controller into run
mode.

Failure to load proper configuration could result in misaligned data
and unexpected equipment operation.

Help ] JI
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Upload from the Controller

Use the Controller Status Menu to Download

After you set a communication path in the Logix Designer application, you can
use the Controller Status menu to download to the controller. To download,
from the Controller Status menu, choose Download.

Figure 4 - Download Via the Controller Status Menu

Offline 0. © RUN

Mo Forces _go Online

Mo Edits Upload...

Bedundanzy | Download [} |

TIP  After the download completes on a 1756-17x centioller, the project name is
indicated on the scrolling status display.

When you upload a project to the contisller, it copies the project from the
controller to the Logix Designer anp. =ation. To upload a project, use one of
these methods:

o Use the Who Activ »Diilos Box to Upload, page 63
o Use the ControllériStacus Menu to Upload, page 64

Use the Whc Active Dialog Box to Upload

You can use the features of the Who Active dialog box to upload from your
con‘rolicr after you have set the communication path. Complete these steps to
tpload from the controller.

1. After setting the communication path, click Upload in the Who Active
dialog box.

Autobrowse Refrezh
B--- Workstation, NAUSMAY CT45VY1 0 Online
w5 Linx Gateways, Ethernet

-2 AB_ETHIP-1, Ethernet

(=5 ﬂ 192168116, 1756-EM2TR, 1756-EN2TR/C 217021300

-3 Backplane, 1756-A10/A or B
=W W00, 1756-L73 LOGIX5573, 1756-173/A LOGIXS573

. ﬂ 01,1756-EM2TR, 1756-EM2TR/C 217021900

(e e

- B 02, 1756-TF6L/A, 1756-TF61/A AAAAAA
|| 03.1756-0B16D/A, 1756-0B16D/A DCOUT DIAG
. [| 05,1756-OF6VI/A, 1756-OF6VI/A XXKKK

[+-€3 AB_VBP-1,1789-A17/A Virtual Chassis

< | i +

Path: AB_ETHIP-11152. 168. 1. 16\Backplane '\
Path in Project: AB_ETHIP-1\132. 168. 1. 16\Backplane D

Set Project Path

Clear Project Path
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2. Click Upload after verifying the project that you are uploading in the
Connected to Upload dialog box.

-
Connected To Upload . ! b ' . ' y ’ I&

Options |Genela\ | Date/Time I Major Faulte | Minor Faults I Project I Hedundancyl Morwvalatile Mamoryl

Condition: You can go online without uploading. {Go Online is recommended, unless
SV instructions have made changes to the cortroller, and you want to
update the open project with those changes.)

Connected Controller:
Controller Name:  ControlLogix_5570_application
Controller Type:  1756-L73/A ControlLogix® 5570 Controller
Comm Path AB_ETHIP-14152.168.1.16%\Backplans\0
Serial Number:  0067D1CE
Security: No Protection
Offline Project:
Controller Name: ControlLogic_5570_application
Controller Type:  1756-L73 ControlLogix® 5570 Controller
File: ..esktop’L73_application*ControlLogic_5570_application ACD
Seral Number:  0067D1CE
Securty: Mo Protection

E&%f Upoad

[sdle)File.. | [ Camcel | [ Heb

Use the Controller Scitis Menu to Upload

After you haveset=.communication path in the project, you can use the
Controller Stavze menu to upload from the controller. To upload, from the
Controller Stxtus menu, choose Upload.

Figure 5.- Upload Via the Controller Status Menu

Qhiine 0.  RUN

ﬁo Forces _QD Crline

No Edits [ Upload... |
Bedunczmnzy Qownluadlf\s‘

e ——
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Choose the Controller Use Table 13 as a reference when determining your controller Operation mode.
Operation Mode Table 13 - Controller Operation Modes and Meanings
If you want to Select one of these modes
Run Remote Program

Run Test | Program

Turn outputs to the state commanded by the X X

logic of the project

Turn outputs to their configured state for X X X

Program mode

Execute (scan) tasks X X X

Change the mode of the controller via Logix X X X

Designer application

Download a project X X rX X

1

Schedule a ControlNet network X X

While online, edit the project X X X X
+_ ——

Send messages X X

Send and receive data in response to a message | ¥ X X X X

from another controller

Produce and consume tags [ x X X X X

Use the Mode Switch 45 Change the Operation Mode

Use the mode'switch to change the operation mode. The controller mode
switch prot des @ mechanical means to enhance controller and control system
security. You must physically move the mode switch on the controller to
changtits operating mode from RUN, to REM, or to PROG. When the mode
swiech on the controller is set to RUN mode, features like online editing,
vrogram downloads, and firmware upgrades are prohibited. See Table 13 for a
complete list of prohibited features.

The physical mode switch can complement other authorization and
authentication methods that similarly control user-access to the controller,
such as the following:

e Logix CPU Security tool

o FactoryTalk® Security service

IMPORTANT  During runtime, we recommend that you place the controller mode switch in
RUN mode and remove the key (if applicable) from the switch. This can help
discourage unauthorized access to the controller or potential tampering
with the program of the controller, configuration, or device firmware. Place
the mode switch in REM or PROG mode during controller commissioning and
maintenance and whenever temporary access is necessary to change the
program, configuration, or firmware of the product.
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The mode switch on the front of the controller can be used to change the
controller to one of these modes:

« Run (RUN)
¢ Remote (REM)
e Program (PROG)

1756-L7x

Logix557x

N N . .
RUN FORCE SD 0K

Mode Switch ﬂL

1756-Léx

Logix556x

RINCO CJwo

FORCEC [ 232

BATCJ | JOK

RUN REM PROG

l

RS

Mode Switch
Position

Available Controller Modes

ATTENTION:

A

RUN

Run mode—The 2itreller is actively controlling
the process/mach’iie. rrojects cannot be edited in
the Logix Designer application when in Run mode.

Run mode is used only when all conditions are
safe.

REM

Rem)te Mun mode—This mode is identical to
Rin medaexcept you can edit the project online.

Ren.ote Program mode—This mode is identical
* Program mode.

You are able to modify a project file online in
Remote Run mode.

Be sure to control outputs with care to avoid
injury to personnel and damage to equipment.

Remote Test mode—The controller mode during
which code is executing. 1/0 is not controlled, and
limited editing operations are available.

Output modules are commanded to their Program
mode state (on, off, or hold).

Note: The mode of the controller can be changed
from within the Logix Designer application.

Outputs are commanded to their Program
mode state, which can cause a dangerous
situation.

PROG

Program mode—The controller mode during
which programming language is not executing. 1/0
is not controlled, and limited editing operations are
available.

Output modules are commanded to their Program
mode state (On, Off, or Hold).

In this position, controller modes cannot be
changed through the Logix Designer application.

Do not use Program mode as an emergency
stop (E-stop). Program mode is not a safety
device.

Outputs are commanded to their Program
mode state, which can cause a dangerous
situation.
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Use Logix Designer to Change the Operation Mode

Dependent on the mode of the controller you specify by using the mode
switch, you can change the Operation mode of the controller in the Logix
Designer application.

After you are online with the controller and the controller mode switch is set to
Remote (REM or the center position), you can use the Controller Status menu
in the upper-left corner of the application window to specify these operation
modes:

e Remote Program
o Remote Run

o Remote Test

Figure 6 - Operation Mode

Rem Prog 0. ™ Program Mode

Mo Forces _go Cffline '
Mo Edits Upload...

Fedundancy: Downlosd

Srogudmidode

|_ ~ Bl “dode [:

Tast Mode

T'F. vor this example, the controller mode switch is set to Remote mode. If your
controller mode switch is set to Run or Program modes, the menu options
change.
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Load or Store to the The memory card that is compatible with your ControlLogix controller is used
Mem ory Card to load or store the contents of user memory for the controller.

Store to the Memory Card

After you are online with the controller and have changed the controller to
Program or Remote Program mode, complete these steps to store a project to
the memory card.

1. Open the Controller Properties dialog box and click the
Nonvolatile Memory tab.

2. Click Load/Store.

@ Controller Properties - ControlLogix_5570_application = —EI!—
| General | Major Fauls I Minar Faults | Date 1ine : Advanced | SFC Execution |
| Project I Redundancy | Nonvolatile Meme: | Ca acity | Security | Alarm Log

Image in Nonwolatile Memary ]
" — . Load / Seare:
Mame: ControlLogix_5570_application
Type: 1756-L72 ControlLogec® 557 “antroller
Revision ann
Load Image User Intisted
Load Mode: Program (Remote Onb
Image Note: -
Stared: 4/2603717 §:33:18 PM
[} bt Automatic: Fimware Update

TIP  IfLoad/Store is dimmed (unavailable), verify the following:

«You have specified the correct communication path and are online with
the controller in Program mode.

+ The memory card is installed.

- With the 1756-L7x controllers, if the SD card is locked, Store is dimmed
(unavailable) and the locked status is indicated in the bottom-left
corner of the Nonvolatile memory/Load Store dialog box. See step 4.

If the memory card is not installed, a message in the lower-left corner of the
Nonvolatile Memory tab indicates the missing card as shown here.

L) Manvalatile memary nat present.
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3. Change the Load Image, Load Mode, and Automatic Firmware Update

properties according to your application requirements.

The following table describes the Load Image options that you can

choose for the project.

IMPORTANT

If the SD card is locked and the Load Image option of the project is

set to On Power Up, the controller firmware is not updated as a
result of a firmware upgrade. The previously stored firmware and

project are loaded instead.

If you want the image (project) to load when

Ther chaose

Power to the controller is applied or cycled

0.,_90\/,_er Up

The controller has lost the project and power has been cycled or
applied

i Corrupt Memory

Initiated via the Logix Designer application

User Initiated

The following table describe: “he 1-0ad Mode options that you can

choose for the project.

If you want the control. *o yo*o this mode after
loading

Then choose

Program

Program (remote only)

Run

Run (remote only)

Thebllowing table describes the Automatic Firmware Update options
that you can choose for the project. The Automatic Firmware Update
property is also referred to as the Firmware Supervisor feature.

If you want to

Then choose

Enable automatic firmware updates so 1/0 devices in the
configuration tree of the controller that are configured to use
Exact Match Keying are updated as required

Enable and Store Files to Image(”

Disable automatic firmware updates and remove any /0
firmware files that are stored with the image

Disable and Delete Files from Image

Disable automatic firmware updates when there are no firmware
files are stored with the image

Disable

(1) The devices that are used with this option must support the revision of firmware being updated to.
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4. Click Store.

Automatic Fimware
Update: Disabled

Stored: 4/26/2017 4:3%:18 PM

r ¥ - - e M
MNonvolatile Memory Load / Store. R —————————— @
Image in Monvolatile Memory Controller
Name: ControlLogix_5570_application Name: ControlLogbc_5570_application
Type 1756-L73 CortrolLogx® 5570 Cortroller Type: 1756-L73/A ControlLogix® 5570 Cortroller
Revision: 301 Revision: nn
Load Image: User Initiated Load Image User Inttiated -
Load Mode: Program (Remete Only) Load Mode: Program (Remote Oniy)
Image Note: - Image Mote: JL

.Dlgtggz\c Fimware Disable N —

5. Ifa confirmation dialog box app® ars, click Yes.

The project is saved to the memory card as indicated by the controller

status indicators.

With these controller:

' These indications show the store status

1756-L6x

While the store is in progress, the following occurs:

« OKindicator on the controller is solid red

« Adialog box in the Logix Designer application indicates that the store is
in progress

When the store is complete, the following occurs:

« OKindicator on the controller is momentarily red, then solid green

756-L7x

While the store is in progress, the following occurs:

« OKindicator is flashing green

« SDindicator is flashing green

« SAVEis shown on the status display

- Adialog box in the Logix Designer application indicates that the store is
in progress

When the store is complete, the following occurs:

- OKindicator on the controller is momentarily red, then solid green

+ SDindicator on the controller is Off

IMPORTANT  Allow the store to complete without interruption. If you interrupt
the store, data corruption or loss can occur.

Rockwell Automation Publication 1756-UMO001P-EN-P - May 2017



Start Using the Controller ~ Chapter 3

Load from the Memory Card

After you have set the communication path, are online with the controller, and
have changed the controller to Program mode, complete these steps to load a
project to the controller from the memory card.

1. Open the Controller Properties and click the Nonvolatile Memory tab.

2. Click Load/Store.

.5 ‘Controller Properties - ControlLogix_5570_application =
| General | Major Fausts | MinorFauts |  Date/Time I Advanced SFC Execution |
| Praject I Redundzncy | Nonvolatile Memary | Capacity | Secuﬂ | Ham Log

Image in Nonvolatile Memory Lod—’ ;l\
MName: ControlLogix_E570_application s j%"'—
Type: 1756-L73 Control Logec® 5570 Controller v
Revision N
Load Image User Intiated
Load Mode: Program (Remote Only)
Image Note:
Stared: £/26/2017 43518 PM
[ Inhibit Automatic Fimware Ui

TIP  !Tioad/Store is dimmed (unavailable), verify the following:

You have specified the correct communication path and are online with
the controller.

« The memory card is installed.

If the memory card is not installed, a message in the lower-left corner of the
Nonvolatile Memory tab indicates the missing card as shown here.

i1} Monvolatile memary nat present.

3. Verify that the image in nonvolatile memory (that is, the project on the
memory card) is the project that you want to load.

TIP  If no project is stored on the memory card, a message in the lower-left
corner of the Nonvolatile Memory tab indicates that an image (or project) is
not available as shown here.

[ Inkiibit Autamatic Firmware Update

1) Mo image in the nomalatile memaory.

TIP  Forinformation to change the project that is available to load from
nonvolatile memory, see the Logix5000™ Controllers Nonvolatile Memory
Programming Manual, publication 1756-PM017.
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4. Click Load.

r = - = A
ot Mo —— iy
Image in Nonvolatile Memary Controller
Name: CortrolLogbe_5570_application Name: CortrolLogie_5570_application
Type: 1756-L73 ControlLogix® 5570 Controller Type: 1756-L73/A ControlLogix® 5570 Controller
Revision: 3011 Revision: 301
Load Image: User Initiated Load Image User Initiated -
Load Mode: Program (Remote Oniy) Load Mode: Program {Remote Orly)
Image Note - Image Note: L
Automatic Fimware Automatic Firmware [ -
Update: Disabled Update: Disable b
Stored: 4/26/2017 4:52:55 FM e |

5. Ifa confirmation dialog box appears, c.ick Yes.

The project is loaded to the ¢ atroller as indicated by the controller
status indicators.

With these controllers | ase Indications show the store status

1756-L6x | ihile the load is in progress, the following occurs:

« OKindicator on the controller is flashing green

« Adialog box in the Logix Designer application indicates that the store is
in progress

When the load is complete, the following occurs:

« OKindicator on the controller is momentarily red, then solid green

1756-L7x While the load is in progress, the following occurs:

« OKindicator is solid red

« SDindicator is flashing green

« LOAD is shown on the status display

« UPDT can be shown on the status display if the firmware is also updating
with the load

- Adialog box in the Logix Designer application indicates that the store is
in progress

When the load is complete, the following occurs:

«OKindicator on the controller is momentarily red, then solid green

- SDindicator on the controller is Off

IMPORTANT  Allow the load to complete without interruption. If you interrupt
the load, data corruption or loss can occur.
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Other Memory Card Tasks

Other tasks that you can complete by using the memory cards of the controller
include the following:

o Change the image that is loaded from the card
e Check for a load that was completed

e Clear an image from the memory card

e Store an empty image

o Change load parameters

e Read/write application data to the card

For more information to complete any of these tasks, see the Logix5000

Controllers Memory Card Programming Manual, pub'icasion 1756-PMO017.

Use COntro"_ogix Energy You can use the ControlLogix ESMs to ex< it one of the following tasks:

Storage Modules (ESMS) e Provide power to 1756-L7x < atroilers to save the program to the on-
board nonvolatile storage (NVS) memory of the controller after power
is removed from the chagsis or the controller is removed from a powered
chassis.

IMPORT/ANT  When you are using an ESM to save the program to on-board NVS
memory, you are not saving the program to the SD card installed in
the controller.

a " Clear the program from the on-board NVS memory of the 1756-L7x
controller. For more information, see Clear the Program from On-board

NVS Memory.

This table describes the energy storage modules (ESM).

(at. No. Description

1756-ESMCAP Capacitor-based ESM
The 1756-L7x controllers come with this ESM installed.

1756-ESMNSE (apacitor-based ESM without WallClockTime back-up power

Use this ESM if your application requires that the installed ESM deplete its residual stored
energy to 4014 or less before transporting it into or out of your application. Additionally,
you can use this ESM with only a 1756-L73 (8 MB) or smaller memory-sized controller.

1756-ESMNRM Secure capacitor-based ESM (non-removable)

This ESM provides your application an enhanced degree of security by blocking physical
access to the USB connector and the SD card.
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Save the Program to On-board NVS Memory
Follow these steps to save the program to NVS memory when the controller
loses power.
1. Remove power from the controller.
You can remove power in one of two ways:
o Turn power off to the chassis while the controller is installed in the
chassis.
e Remove the controller from a powered chassis.
Immediately after the controller is no longer powered, t1e program
starts saving while the OK status indicator is green (this green is a
dimmer green than normal operation), then turts red after program save
is complete. Once the ESM stops operating, it turns off.
This graphic shows the OK status indicator on the controller.
Logix557x
2. Leave the ESM on the controller until the OK status indicator is Off.
Ciaar the Program from On-board NVS Memory
If your application lets you, follow these steps to clear the program from the on-
board NVS memory of the 1756-L7x controller.
1. Remove the ESM from the controller.
2. Remove power from the controller.
You can remove power in one of the following two ways:
o Turn power off to the chassis while the controller is installed in the
chassis.
e Remove the controller from a powered chassis.
3. Reinstall the ESM into the controller.
4. Restore power to the controller in one of these two ways:
o Ifthe controller is installed in the chassis, turn power back onto the
chassis.
e Ifthe controller is not installed into the chassis, reinstall the
controller into the chassis and turn power back onto the chassis.
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Estimate the ESM Support
of the WallClockTime

Maintain the Battery
(Only 1756-L6x Controllers)

The ESM provides support for the maintenance of the WallClockTime of the
controller when power is not applied. Use this table to estimate the hold-up
time of the ESM based on the temperature of the controller and installed ESM.

Hold-up Time (in days)

Temperature 1756-ESMCAP 1756-ESMNRM 1756-ESMNSE
20°C(68 °F) 12 12 0
40°C(104 °F) 10 10 0
60 °C (140 °F) 7 7 0

IMPORTANT  Any action that causes the 1756-L7x controller tedeset (.iard or soft),

without an ESM installed, results in the contrciler’ wal clock time of the
controller being reset to the factory defau’t of 11701/1998.

To check the status of the ESM, see Genetal Sratiis Messages on page 186.

This section explains how to mohiter and maintain the lithium batteries that

the ControlLogix controllersisizpport.

Table 14 - 1756-L6x Controllris anu lompatible Batteries

(at. No. Sriries Compatible Battery

1756-L61 \ 1756-BA1

1756-L62 or

1756-L63 1756-BATA
or
1756-BATM

1756161 B 1756-BA2

1750-162

1756-L63

1756-L64

1756-L65

1756-L63XT B

For further information, see the Additional Resources section in the preface.
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Check the Battery Status

When the battery is approximately 95% discharged, these low-battery
warnings are indicated:

o The BAT is solid red.
e A minor fault (type 10, code 10) is logged.

IMPORTANT  To prevent possible battery leakage, even if the BAT status indicator is off,
replace a battery according to this schedule.

If the temperature 2.54 cm (1in.) Replace the ba ery within
below the chassis is

-25...35°C(-13...95°F) No repl:u.{n:e:]uired
36...40°C (96.8. .. 104 °F) 3years
41...45°C(105.8...113 °F) 2years
46...50°C(114.8...122 °F) 16 months
51...55°C(123.8...131°F) 11 months
5...70°C(1328...158 ) 8 months

1756-BA1 or 1756-B42A Battery Life

To estimate how 1ang a 1756-BA1 or 1756-BATA battery can support
controller mernory on 1756-Lé6x;, series A controllers, perform this procedure.
1.. Determine the temperature 2.54 cm (1 in.) below the chassis.

2. Determine the weekly percentage of time that the controller is turned
on.

EXAMPLE Ifa controller is Off at one of these times:
8 hr/day during a 5-day work week
All day Saturday and Sunday
Then the controller is off 52% of the time:
Total hours per week =7 x 24 =168 hrs

Total off hours per week = (5 days x 8 hr/day) + Saturday +
Sunday = 88 hrs

Percentage off time = 88/168 = 52%
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3. Determine the estimated worst-case battery life before and after the
BAT status indicator turns on.

4. For each year of battery life, decrease the time before the BAT status
indicator turns on by the percentage that is shown in the table.

Do not decrease the time after the BAT status indicator turns on.

IMPORTANT

If the BAT status indicator turns on when you apply power to the

controller, the remaining battery life can be less than Table 15
indicates. Some of the battery life can be used up while the
controller is off and unable to turn on the BAT:status indicator.

Table 15 - Worst-case Estimates of 1756-BA1 Battery Life

Temperature | Battery Life Before BAT Status Indicator Turns On | R attery Life After BAT
Status Indicator Turns On
Power Off 100% | Power Off 50% | Yearly Decreas | and Power is Off
60°C(140°F) | 22 days 43 days B0 | 6hrs
25°C(77°°F) 21 days 42 days | 7% 28hrs
0°C(32°F) | 14days 28days : 17% 2.5 days
Table 16 - Worst-case Estimate. € 1,56 BATA Battery Life
Temperature | Battery Life B \f',RAT Status Indicator Turns On Battery Life After BAT
3 Status Indicator Turns On
Power Mf 150% | Power 0ff 50% | Yearly and Power is Off
Decrease
60°C(140°F) [-9¢days 204 days 1% 104 days
25°C(77°F) 16 days 268 days 5% 157 days
0°C(32R 105 days 222 days 6% 113 days

1756-BATM Battery Module and Battery Life

Use the 1756-BATM battery module with any 1756-L6x/A controller. The

battery module is highly recommended for higher-memory controllers.

IMPORTANT

module is highly recommended.

If your project is not stored in nonvolatile memory, the use of the battery

When the 1756-BATA battery within the 1756-BATM module is
approximately 50% discharged, these low-battery warnings are indicated:

o The BAT is solid red.
e A minor fault (type 10, code 10) is logged.
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Estimate 1756-BA2 Battery Life

The 1756-BA2 batteries are for use in 1756-L6x/B controllers. Use Table 17 to
estimate how much time can elapse before the battery becomes low.

Table 17 - Worst-case Estimates of 1756-BA2 Life according to Temperatures and Power Cycles

Temperature 2.54 cm (1in.) Below Power Cycles Battery Life Before the BAT Status Indicator Turns Red
the Chassis, max Project Size
1MB 2MB 4MB 8MB 16 MB
-25...35°C(-13...95°F) 3 per day 3 years 3 years 26 months 20 month 10 months
2 per day or less 3 years 3years 3 years 31 morths 16 months
41...45°C(105.8...113°F) 3 per day 2 years 2 years 2 years 20 .“*;“\;.;_ 10 months
2 per day or less 2 years 2 years 2 years |_2 years 16 months
46...50°C(105.8...113°F) 3 per day or less 16 months 16 months 16 months 16 months 10 months
51...55°C(123.8...131°F) 3 per day or less 11 months 11 months 1%nontis 11 months 10 months
56...70°C(132.8...158 °F) 3 per day or less 8 months 8 months {mont, . 8 months 8 months
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Estimate 1756-BA2 Battery Life After Warnings

Uset
indic
there

his table to estimate the battery life after the low-battery warnings are
ated. Use these times even if the controller does not have power because
is a small power-drain on the battery.

IMPORTANT  When you power up the controller, see if there is a low-battery warning. If
you get a low-battery warning for the first time, you have less battery life
than this table shows. While powered down, the controller still drains the
battery but it cannot give the low-battery warning.

Temperature 2.54 cm (1in.) | Power Cycles Battery Life After the BAT Status Indicator Turns Red (worst case
Below the Chassis, max Project Size NN
1MB 2MB 4MB TaiB 16 MB
0...20°C(32...68°F) 3 per day 26 weeks 18 weeks 12 weels 9 weeks 5 weeks
1 per day 26 weeks 26 weeks 26 eks 22 weeks 13 weeks
1 per month 26 weeks 26 weeks 26 weeks 26 weeks 26 weeks
21...40°C(69.8...104 °F) 3 per day 18 weeks 14 weeks _ho weeks 8 weeks 5 weeks
1 per day 24 weeks 21 vrc;"s— 18 weeks 16 weeks 11 weeks
1 per month 26 weeks J__ ert'_nS 26 weeks 26 weeks 26 weeks
41...45°C(105.8...113°F) 3 per day 12 weeks | 10 weeks 7 weeks 6 weeks 4 weeks
1 per day 15 weels B 14 weeks 12 weeks 11 weeks 8 weeks
1 per month " 17 weeks 17 weeks 17 weeks 16 weeks
46...50°C(105.8...113 °F) 3 per day _1Uveeks 8 weeks 6 weeks 6 weeks 3 weeks
1 per day 12 weeks 11 weeks 10 weeks 9 weeks 7 weeks
1 permontti . 12 weeks 12 weeks 12 weeks 12 weeks 12 weeks
51...55°C(123.8...131°F) 3per 0; \ 7 weeks 6 weeks 5 weeks 4 weeks 3 weeks
_pe?L;y 8 weeks 8 weeks 7 weeks 7 weeks 5 weeks
E per month 8 weeks 8 weeks 8 weeks 8 weeks 8 weeks
56...60°C(132.8...140 °F)_ 3 per day 5 weeks 5 weeks 4 weeks 4 weeks 2 weeks
1 per day 6 weeks 6 weeks 5 weeks 5 weeks 4 weeks
1 per month 6 weeks 6 weeks 6 weeks 6 weeks 6 weeks

EXAMPLE  Under these conditions, the battery lasts at least 20 months before the BAT
status indicator turns red:

«  The maximum temperature 2.54 cm (11in.) below the

chassis =45 °C (113 °F).

+ You cycle power to the controller three times per day.

«The controller contains an 8 MB project.
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Battery Storage and Disposal

Follow these general rules to store your batteries:
A « Store batteries in a cool, dry environment. We recommend
25°C(77 °F) with 40. . .60% relative humidity.

« You can store batteries for up to 30 days in temperatures from
-45...85°C(-49...185 °F), such as during transportation.

- Toavoid leakage or other hazards, do not store batteries above
60 °C (140 °F) for more than 30 days.

This product contains a sealed lithium battes:: that needs o be replaced
during the life of the product.

At the end of its life, the battery containedin this product should be
E collected separately from any viisorte municipal waste.

The collection and recycling . “hatteries helps protect the environment

and contributes to the C. nservation of natural resources as valuable

materials are recove, .
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ControlLogix System and Controllers

Topic Page
ControlLogix System 81
Design a ControlLogix System 84
ControlLogix Controller Features 85

The ControlLogix” system is chassis-based nd provides the option to
configure a control system that uses seq rential, process, motion, drive control,

and communication and I/O capab.. «ies.

Configuration Options

This section descrives some of the many system configuration options that are

available with SanerolLogix controllers.

Standalone Cor.:roller and 1/0

Otieoi'the simplest ControlLogix configurations is a standalone controller

witit [/O assembled in one chassis.

Figure 7 - Standalone Controller and 1/05

A Liien-Bradiey
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Multiple Controllers in One Chassis

For some applications, multiple controllers can be used in one ControlLogix
chassis. For example, for better performance, multiple controllers can be used
in motion applications.

Figure 8 - Multiple Controllers in One Chassis

A8 Alen-Bradiey

roctaryralk ®Server

- Ethernet %
z =
2 =
NERRR
Stratix 8000™ Switch
‘‘‘‘‘‘‘‘ J
pE
[ |
Kinetix® 6500 Drive o (W Kinetix 6500 Drive

Kinetix 6500 Drive
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Multiple Devices Connected Via Multiple Networks

For some applications, various devices can be connected to the ControlLogix
chassis via multiple communication networks. For example, a system can be
connected to the following:

e Distributed I/O via an Ethernet network
e A PowerFlex® drive connected via a DeviceNet network

o Flowmeters that are connected via a HART connection

Figure 9 - Multiple Devices Connected Via Multiple Networks

Endress + Hauser Flowmeters

DeviceNet

19N|011U0)

PowerFlex Drive

IEINELNE|

FLEX™1/0 i

Ethernct Device-level
Rii.g Network

POINTI/0™
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Design a COntro"_ogix System When you design a ControlLogix system, there are several system components

to consider for your application. Some of these components include the
following:

o I/O devices

e Motion control and drive requirements
e Communication modules

e Controllers

e Chassis

e Power supplies

e Studio 5S000° environment

For more information to design and select components fcr your ControlLogix
system, see the ControlLogix Selection Guide, publicasior, 1756-SG001.

See the Additional Resources section in the preface for more information if
you are designing your ControlLogix Sysrem ‘or ny of the following
applications:

e Motion with Integrated Mstic» on the EtherNet/IP network

e Motion with the use of a cooidinate system

e Motion with sercosor analog motion

e Enhanced reduna. ¢y

e Standard reduirdincy

o SIL2

e SILI favlt-tolerant I/O with Studio 5000 subroutines

o S17.2 fault-tolerant I/O with Studio 5000 Add-On Instructions
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ControlLogix Controller

Features

The ControlLogix controllers are part of the Logix5000™ family of controllers

that are offered by Rockwell Automation. The sections that follow describe the
differentiating features of the ControlLogix controllers.

System, Communication, and Programming Features

Table 18 lists the system, communication, and programming features available
with ControlLogix controllers.

Table 18 - ControlLogix Controller Features

Feature

1756-L61, 1756-L62, 1756-L63, 1756-
L64,1756-L65

1756-171,1756-L72, 1756-L73, 1756-
L74,1756-L75

1756-L72EROM, ' 756-L73EROM

Controller tasks

+ 32tasks
+ 100 programs/task
« Event tasks: all event triggers

+ 32tasks
+ 1000 programs/task
« Event tasks: all event triggers

Communication ports

1 port - RS-232 serial

1 port - USB, 2.0 full-speed, Type B

Communication options

« EtherNet/IP

- ControlNet

+ DeviceNet

- Data Highway Plus™
+ Remote /0

« SynchLink

« Third-party process and device networks

-
EtherNet/IP

Serial port communication

« ASCI

« DF1 full/half-duplex
+ DF1radio modem
+ DH-485

+ Modbus via logic

N/A

Controller connections supported, max

250 _: 500

Network connections, per network
module

128 ControlNet (1756-CN2/B)

100 ControlNet (1756-CN2/A)

« 40 ControlNet (1756<CNK;

- 256 EtherNet/IP: 12 7P \1756-EN2x)
« 128 EtherNet/IP,64.7CF (1756-ENBT)

256 EtherNet/IP; 128 TCP (1756-EN2x)

Controller redundancy

Full supnort . «ceptor motion applications

Integrated motion

+ Integ E wiotion on the EtherNet/IP network

« <ercos nterface
Anz'ag options:
- Encoderinput
— LDTinput
— SSlinput

Programming languages

+ Relay ladder

+ Structured text

- Function block

« Sequential function chart (SFC)
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Memory Options

The ControlLogix controller is available in different combinations of user
memory. Use Table 19 to determine which controller meets your memory

requirements.

Table 19 - ControlLogix Controller Memory Options

Controller Memory for Data and Logic 1/0 Back-up Memory
1756-L61 2MB 478KB CompactFlash card™
1756-L62 4MB

1756-L63, 1756-L63XT | 8 MB

1756-L64 16 MB

1756-L65 32MB

1756-L71 2MB 0.98MB (1106/8) | SDcard

1756-L72 4MB

1756-L73, 1756-L73XT | 8 MB <

1756-L74 16 MB ]

1756-L75 32MB W

1756-L72EROM 4MB \J

1756-L73EROM SMB

(1) These nonvolatile memory cards a e Sptianal and do not come with the controller.

IMPORTANT.  the 1756-L7x controllers ship with an SD card installed. We recommend that
you leave the SD card installed, so if a fault occurs, diagnostic data is
automatically written to the card and Rockwell Automation can use the data
to troubleshoot the anomaly.

IMPORTANT  We recommend that you use the SD cards available from

Rockwell Automation (catalog numbers 1784-SD1 or 1784-SD2).

While other SD cards can be used with the controller, Rockwell Automation
has not tested the use of those cards with the controller. If you use an SD
card other than those cards that are available from Rockwell Automation,
you can experience data corruption or loss.

Also, SD cards that are not provided by Rockwell Automation can have
different industrial, environmental, and certification ratings as those cards
that are available from Rockwell Automation and can have difficulty with
survival in the same industrial environments as the industrially rated
versions available from Rockwell Automation.
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Electronic Keying

Electronic Keying reduces the possibility that you use the wrong device in a
control system. It compares the device that is defined in your project to the
installed device. If keying fails, a fault occurs. These attributes are compared.

Attribute Description

Vendor The device manufacturer.

Device Type The general type of the product, for example, digital I/0 module.

Product Code The specific type of the product. The Product Code maps to a catalog number.
Major Revision A number that represents the functional capabilities of a device:

Minor Revision A number that represents behavior changes in the device,

The following Electronic Keying options are availalile.

Keying Option Description

Compatible Module Lets the installed device accept the . of the device that is defined in the project when
the installed device can emula*< the de.ined device. With Compatible Module, you can
typically replace a device«vith ai. ther device that has the following characteristics:
« Same catalog numbei
«Same or higher Mdjor Revision
+ Minor Revisioraz 1e!taus:
— Ifth” Majcvisevision is the same, the Minor Revision must be the same or higher.
— Ifthe’ or kevision is higher, the Minor Revision can be any number.

Disable Keying Indicatusina’ the keying attributes are not considered when attempting to communicate
with 2'device. With Disable Keying, communication can occur with a device other than
e type specified in the project.

AT7ENTION: Be extremely cautious when using Disable Keying; if used incorrectly, this
option can lead to personal injury or death, property damage, or economic loss.

We strongly recommend that you do not use Disable Keying.

Ifyou use Disable Keying, you must take full responsibility for understanding whether the
device being used can fulfill the functional requirements of the application.

Exiict Mawch Indicates that all keying attributes must match to establish communication. If any
attribute does not match precisely, communication with the device does not occur.

Carefully consider the implications of each keying option when selecting one.

IMPORTANT  Changing Electronic Keying parameters online interrupts connections to the device
and any devices that are connected through the device. Connections from other
controllers can also be broken.

If an 1/0 connection to a device is interrupted, the result can be a loss of data.

More Information

For more detailed information on Electronic Keying, see Electronic Keying in
the Logix5000 Control Systems Application Technique, publication
LOGIX-AT001.
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Notes:
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Networks Available

Communication Networks

Topic

Page

Networks Available

89

EtherNet/IP Network Communication

an

ControlNet Network Communication

R

DeviceNet Network Communication

Data Highway Plus (DH+) Network Communication

9%
99

Universal Remote 1/0 (RI0) Communication

101

Foundation Fieldbus Communication

102

HART Communication

104

Several communication networks are available for use with ControlLogix"

systems. Table 20 d=scribes typical network applications that are used with

ControlLo¢1x syecems and lists the networks available to support such

applications.

Tabl=20 = Applications and Supported Networks

Rop:ication Type Supported Networks
integrated Motion EtherNet/IP
Integrated Motion on the EtherNet/IP network for time synchronization EtherNet/IP

Control of distributed 1/0

« ControlNet

« DeviceNet

« EtherNet/IP

- Foundation Fieldbus
« HART

« Universal remote |/0

Produce/consume data between controllers

« ControlNet
- EtherNet/IP

Messaging to and from other devices, including access to the controller via
the Studio 5000 Logix Designer” application

- ControlNet

« DeviceNet (only to devices)
« Data Highway Plus™ (DH+)
« DH-485

- FEtherNet/IP

« Serial

For more information about network design for your system, see the Ethernet
Design Considerations Reference Manual, publication ENET-RM002.
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EtherNet/IP Network The EtherNet/IP network offers a full suite of control, configuration, and data

o g collection services by layering the Common Industrial Protocol (CIP) over the
Communication standard internet protocols, such as TCP/IP and UDP. This combination of
well-accepted standards provides the capability that is required to support
information data exchange and control applications.

The EtherNet/IP network uses commercially available Ethernet components
and physical media, providing you with a cost-effective plant-floor solution.

Figure 10 - EtherNet/IP Network Example
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For more information about using EtherNet/IP modules, see the EtherNet/IP
Modules in Logix5000™ Control Systems User Manual, publication
ENET-UMOO0I.
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ControlLogix EtherNet/IP Module Features

The ControlLogix EtherNet/IP communication modules provide these
features:

e Support for messaging, produced/consumed tags, HMI, and
distributed I/O

e The ability to encapsulate messages within the standard TCP/UDP/IP

protocol
¢ A common application layer with ControlNet and DeviceNet networks
o Network connections via an RJ45 cable
e Support half/full duplex 10 MB or 100 MB operation

e Support standard switches

ControlLogix EtherNet/IP Communicaticn Madules

For EtherNet/IP network communicarion ina ControlLogix system, you have
a number of modules to choose froi. " Tacle 21 lists their primary features.

Table 21 - EtherNet/IP Communicatien i.'ad iles and Capabilities

Module Is used to

1756-ENBT « Con:eCt oontrollers to 1/0 modules (requires an adapter for distributed 1/0).

+ Comamuiicate with other EtherNet/IP devices (messages).

= Serve as a pathway to share data between Logix5000 controllers (produce/consume).
« Uridge EtherNet/IP nodes to route messages to devices on other networks.

1756-EN2T I+ Perform the same functions as a 1756-ENBT module, with twice the capacity for more
demanding applications.

« Provide a temporary configuration connection via the USB port.

« Configure IP addresses quickly by using rotary switches.

« Supports as many as 8 CIP Motion axes

1/54-EN2F «  Perform the same functions as a 1756-EN2T module.
« Connect fiber media by an LC fiber connector on the module.
1756-EN2TR «  Perform the same functions as a 1756-EN2T module.

« Support communication on a ring topology for a Device Level Ring (DLR) single-fault
tolerant ring network.

1756-EN2TRXT + Perform the same functions as a 1756-EN2T module.

« Support communication on a ring topology for a Device Level Ring (DLR) single-fault
tolerant ring network.

- Operate in extreme environments with -25...+70 °C(-13...+158 °F) temperatures.

1756-EN3TR « Perform the same functions as the 1756-EN2TR module.
« Extended Integrated Motion on EtherNet/IP network.
« Support of up to 128 motion axes.

1756-EN2TSC « Perform the same functions as a 1756-ENBT module, with twice the capacity for more
demanding applications.

« Provide a temporary configuration connection via the USB port.

« (Configure IP addresses quickly by using rotary switches.

1756-EN2TXT - Perform the same functions as a 1756-EN2T module.
« Operate in extreme environments with -25...+70 °C(-13...+158 °F) temperatures.

1756-EWEB Provide customizable web pages for external access to controller information.

Provide remote access via an internet browser to tags in a local ControlLogix controller.
Communicate with other EtherNet/IP devices (messages).

Bridge EtherNet/IP nodes to route messages to devices on other networks.

Support Ethernet devices that are not EtherNet/IP-based with a socket interface.
This module does not provide support for 1/0 or produced/consumed tags.
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Software for EtherNet/IP Networks

Table 22 lists software that is used with the EtherNet/IP networks and
modules

Table 22 - Software for Use with EtherNet/IP Networks

Software Is used to Required or
Optional
Logix Designer application « Configure ControlLogix projects. Required

« Define EtherNet/IP communication.

RSLinx® Classic or RSLinx Enterprise

Configure communication devices. Required
« Provide diagnostics.
« Establish communication between devices

BOOTP/DHCP Utility Assign IP addresses to devices on an Ethe (Nedl? network. | Optional
RSNetWorx™ for EtherNet/IP™ - Configure EtherNet/IP devices by 'P .ﬁ ire_sses and/or
host names.

«  Provide bandwidth stats.

Connections Over an EtherNet, .° Network

You indirectly determine +he hunber of connections the controller uses by
configuring the controller tv -ommunicate with other devices in the system.
Connections are allocations of resources that provide more reliable
communication berwcen devices as compared to unconnected messages.

All EtherNet/IP connections are unscheduled. The requested packet interval
(RPI) for I/ D control or the program, such as a MSG instruction triggers an
unschéduled connection. Unscheduled messaging lets you send and receive

datiwhen needed.

Double Data Rate (DDR) Backplane Communication

DDR communication can be achieved with the 1756-L7x controller. The
following communication modules support DDR when used with the
1756-L7x controller. Minimum series are indicated as follows:

e 1756-EN2T/C

e 1756-EN2TR/B

e 1756-EN2TF/B

o 1756-EN2TXT/C
e 1756-EN3TR/A

e 1756-RM/B

e 1756-RM2/A

DDR communication is achieved most efficiently when all modules in the
communication path are DDR modules, or, in other words, as one
conversation (connection) only between DDR modules.
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ControlNet Network
Communication

DDR communication is achievable in a chassis with a mix of DDR and non-
DDR modules. The DDR communication occurs between the modules that
support it. If non-DDR modules are also in the chassis, communication
between those modules is at the non-DDR rate.

For example, you can have a chassis with two 1756-L7x controllers in slots 0
and 1 communicating with each other by using DDR, and two 1756-L6x
controllers in slots 2 and 3 communicating by using non-DDR.

When multicast communication is used within a chassis to multiple modules,
the transmission rate is limited to the slowest module—or at the non-DDR
rate.

For example, if a 1756-L7x controller is producing a tag+sa1756-L7x
controller and a 1756-L6x controller on the same malticast connection, it
must use the non-DDR rate.

The ControlNet network is a real-time “ontrol network that provides high-
speed transport of time-critical I/() a' diinterlocking data and messaging data.
This includes the upload and dovinlad of program and configuration data on
one physical-media link. The Hughly efficient data transfer capability of the
ControlNet network signific ntly enhances I/O performance and peer-to-peer
communication in any s7stzm or application.

The ControlNar network is highly deterministic and repeatable and is
unaffected when devices are connected or disconnected from the network.
This quality vesults in dependable, synchronized, and coordinated real-time
perforinanse.

Tha ControlNet network often functions as the following:

e A substitute/replacement for the remote I/O (RIO) network because
the ControlNet network adeptly handles large numbers of I/O points

o A backbone for multiple distributed DeviceNet networks

e A peer interlocking network
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Figure 11 - ControlNet Network Overview
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In this example, these aztions occur via the ControlNet network:
e The controllers produce and consume tags.
e The contrcllers initiate MSG instructions that do the following:
— Seaaand receive data.
- Coufigure devices.
» "The workstation is used to do the following:
— Configure the ControlNet devices and the ControlNet network.

- Download and upload projects from the controllers.

For more information about using ControlNet modules, see ControlNet

Modules in Logix5000 Control Systems User Manual, publication
CNET-UMO01.

ControlLogix ControlNet Module Features

The ControlNet communication modules provide these features:

e Support for messaging, produced/consumed tags, and distributed I/O

e Use a common application layer with DeviceNet and EtherNet/IP
networks

e Requires no routing tables

o Support the use of coax and fiber repeaters for isolation and increased
distance

e Support redundant media (only 1756-CNBR, 1756-CN2R, and
1756-CN2RXT modules)
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ControlLogix ControlNet Modules

Table 23 lists the available ControlLogix ControlNet modules and their
primary features.

Table 23 - ControlNet Modules and Capabilities

Module Is used to

1756-CNB «Control 1/0 modules.

- Communicate with other ControlNet devices (messages).

« Share data with other Logix5000 controllers (produce/consume).

- Bridge ControlNet links to route messages to devices on other networks.

1756-CNBR « Perform the same functions as a 1756-CNB module.
« Support redundant ControlNet media.

1756-CN2 « Perform the same functions as a 1756-CNB module.
« Provide twice the capacity for more demanding 2pplicatiods.

1756-CN2R « Perform the same functions as a 1756-CN2 module.
« Support redundant ControlNet media.

1756-CN2RXT « Perform same functions as a 1756< ""2R inodule.
- Operate in extreme environmetics wit. 25...+70 °C(-13...4158 °F) temperatures.

Software for ControlNet teworks

Table 24 lists software thatis used with the ControlNet networks and
modules.

Table 24 - Soft'va.e fr Use with ControlNet Networks

Software Is used to Required or
Optional

Lésix Designer application Configure ControlLogix projects. Required

« Define ControlNet communication.

2SNetWorx™ for ControlNet™ « Configure ControlNet devices.
+ Schedule a network.

RSLinx Classic or Enterprise « Configure communication devices.
« Provide diagnostics.
« Establish communication between devices.
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Connections Over a ControlNet Network

You indirectly determine the number of connections the controller uses by
configuring the controller to communicate with other devices in the system.
Connections are allocations of resources that provide communication between
devices as compared to unconnected messages.

Table 25 - ControlNet Connections

Connection Definition
Scheduled A scheduled connection is unique to ControlNet communication. A scheduled connection
(unique toa lets you send and receive data repeatedly at a predetermined inte val, which is the

ControlNet network) | requested packet interval (RPI). For example, a connection toan I/ module s a scheduled
connection because you repeatedly receive data from the meituie a. a specified interval.
Other scheduled connections include connections to thec!'owirg:

« Communication devices

« Produced/consumed tags

On a ControlNet network, you must use RSNetWorx tor"controlNet software to enable all
scheduled connections and establish a network upate time (NUT). A scheduled
connection reserves network bandvidth <necif cally to handle the connection.

Unscheduled An unscheduled connection is a nessag. -ransfer between devices that the requested
packet interval (RPI) or the.oragi. ™, such as a MSG instruction, triggers. Unscheduled
messaging allows you to sz, 'and receive data when you must:

Unscheduled connectic ns use tiie remainder of network bandwidth after scheduled
connections are allzcafe

ControlNet Module Connectons

The 1756-CNB (ind.1756-CNBR communication modules support 64 CIP
connections overa ControlNet network. However, for optimal performance,
configure a2 naxiinum of 48 connections for each module.

The 1736-CN2, 1756-CN2R, and 1756-CN2RXT communication modules
support 128 connections over a ControlNet network, all of which can be
contigured without risk of performance degradation.

The DeviceNet network uses the Common Industrial Protocol (CIP) to
provide the control, configuration, and data collection capabilities for
industrial devices. The DeviceNet network uses the proven Controller Area
Network (CAN) technology, which lowers installation costs and decreases
installation time and costly downtime.

A DeviceNet network provides access to the intelligence present in your
devices by letting you connect devices directly to plant-floor controllers
without having to hard-wire each device into an I/O module.

With a ControlLogix system, DeviceNet communication requires the use of a
1756-DNB DeviceNet communication module.
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Figure 12 - ControlLogix DeviceNet Network Overview
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In this example, the ControlLegtscontroller is connected to the DeviceNet
network and devices via ti » 1732-EN2DNR linking device.

For more information acout using DeviceNet modules and devices, see
DeviceNet Moduics in Logix5000 Control Systems User Manual, publication
DNET-UMO00

Cont:o!Lougix DeviceNet Module Features

The DeviceNet communication module provides these features:
e Supports messaging to devices (not controller to controller)

e Shares a common application layer with ControlNet and EtherNet/IP
networks

o Offers diagnostics for improved data collection and fault detection

e Requires less wiring than standard, hard-wired systems
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ControlLogix DeviceNet Bridge Module and Linking Devices

Table 26 lists the available ControlLogix DeviceNet bridge and linking devices
that can be used with the DeviceNet network.

Table 26 - DeviceNet Communication Modules and Capabilities

Module/Device Is used to
1756-DNB « Control 1/0 modules.

« Communicate with other DeviceNet devices (via messages).
1788-EN2DNR Link an EtherNet/IP network to a DeviceNet network.
1788-CN2DN Link a ControlNet network to a DeviceNet network.

Software for DeviceNet Networks
Table 27 lists software that is used with tlie Devi’eNet networks and modules.

Table 27 - Software for Use with DeviceNet *etw. ~ks

Software Is used to Required or
Optional
Logix Designer application « « figure ControlLogix projects. Required

| +> Denne DeviceNet communication.

RSNetWorx™ for DeviceNet™ « (onfigure DeviceNet devices.
« Define the scan list for those devices.

RSLinx Classic or En‘erprize « Configure communication devices.
« Provide diagnostics.
+ Establish communication between devices.

Cannections Over DeviceNet Networks

The ControlLogix controller requires two connections for each 1756-DNB
module. One connection is for module status and configuration. The other
connection is a rack-optimized connection for the device data.

ControlLogix DeviceNet Module Memory

The 1756-DNB module has fixed sections of memory for the input and output
data of the DeviceNet devices on the network. Each device on your network
requires some input or output memory of the scanner. Some devices send and
receive data, so they need input and output memory. The 1756-DNB module
supports up to add the following:

e 124 DINT: of input data
e 123 DINTS: of output data

Rockwell Automation Publication 1756-UMO001P-EN-P - May 2017



Communication Networks ~ Chapter 5

Data Highway Plus (DH+)
Network Communication

For DH+™ network communication, you have two module options for use in
the ControlLogix chassis. Table 28 lists the DH+ modules and capabilities.

Table 28 - DH+ Modules and Capabilities

RIO Module Is used to

1756-DHRIO « Function as a remote I/0 (RIO) scanner.

« Support 32 logical rack connections or 16 block transfer connections per channel.
« Establish connections between controllers and 1/0 adapters.

« Distribute control so that each controller has its own 1/0.

1756-DHRIOXT + Function as a remote I/0 (RIO) scanner.

« Support 32 logical rack connections or 16 block transfer connections per channel.
« Establish connections between controllers and 1/0 adapters.

« Distribute control so that each controller has its own 1/0.

« Operate in extreme environments with -25...70 °C(-13...158  F) temperatures.

For DH+ network communication, use a 1756-DHRIO «r1756-DHRIOXT
module in the ControlLogix chassis to exchange in‘ormation between these
controllers:

e PLC and SLC™ controllers
o ControlLogix controllers and PI.C o1 SLC controllers

¢ ControlLogix controllers

The DH+ network also provides tie following:
e Data exchange betwc n controllers
e Plant-wide data sar’ng

o Cellular ley<i data sharing

You can corne¢t« maximum of 32 stations to one DH+ link:
e Channel A supports 57.6 Kbps, 115.2 Kbps, and 230.4 Kbps.
s Channel B supports 57.6 Kbps and 115.2 Kbps.
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DH+ Network

Figure 13 - ControlLogix DH+ Network Communication Example
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Communicate Over 2Dh  Network

For the controller to communicate to a workstation or other device over a

SLC500

DH+ network, ts¢“kSLinx Classic software to do the following:

e Spec¢‘yaunique link ID for each ControlLogix backplane and
additional network in the communication path.

v Configure the routing table for the 1756-DHRIO or 1756-DHRIOXT

module.

The 1756-DHRIO or 1756-DHRIOXT module can route a message through
up to four communication networks and three chassis. This limit applies only
to the routing of a message and not to the total number of networks or chassis

in a system.

For more information to configure and use a DH+ network via the

1756-DHRIO or 1756-DHRIOXT module, see the Data Highway Plus-

Remote I/O Communication Interface Module User Manual, publication

1756-UMS514.
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Universal Remote 1/0 (RI0)
Communication

For universal remote I/O communication, you have two module options for
use in the ControlLogix chassis. Table 29 lists the RIO modules and
capabilities.

Table 29 - RI0 Modules and Capabilities

RIO Module Is used to

1756-RI0 - Function as an RIO scanner and adapter.
« Support connections to 32 racks in any combination of rack size or block transfers.
Update data to the ControlLogix controller by using scheduled connections.

1756-DHRIO « Function as an RIO scanner.

« Support 32 logical rack connections or 16 block transfer connections per channel.
Establish connections between controllers and 1/0 adapters.
Distribute control so that each controller has its own /0.

1756-DHRIOXT Function as an RIO scanner.
« Support 32 logical rack connections or 16 block transfer.connections per channel.
« Establish connections between controllers and I/0 acapteis.

Distribute control so that each controller has its cwn /0.

« Operate in extreme environments with -25...70 °.(-/(3...158 °F) temperatures.

When a channel on the 1756-DHRIO or 75&DHRIOXT module is
configured for remote I/O, the module acts «s a scanner for a universal remote
I/O network. The controller comn’ ‘nicates to the module to send and receive
the I/O data on the universal reniote 1, O network.

The 1756-RIO module ca. actas a scanner or adapter on a remote I/O
network. The 1756-RIO mouule transfers digital, block transfer, analog, and
specialty data without.mcssage instructions.

Figure 14 - Contreiinyiv.Universal Remote I/0 Communication Example
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Communicate over a Universal Remote I/0 Network

For the controller to control I/O over a universal remote I/O network, you
must complete these tasks.

1. Configure the remote I/O adapter.

2. Lay out the remote I/O network cable.
3. Connect the remote I/O network cable.
4

. Configure the scanner channel.

For more information to configure a remote I/O network witi the 1756-RIO,

1756-DHRIO, or 1756-DHRIOXT modules, see these publications:

o Data Highway Plus-Remote I/O Communicaticn Interface Module
User Manual, publication 1756-UM514

¢ ControlLogix Remote I/O Commui. -ation Module User Manual,

publication 1756-UM534
As you design your remote I/Q.tiatv ork, remember the following:

o All devices that ar=.co. mected to a remote I/O network must
communicate by sisig the same communication rate. These rates are
available forreinote I/O:

- 576 YI‘PS
- 115:2 Kbps
- 230.4 Kbps

¢ You must assign unique partial and full racks to each channel used in
Remote I/O Scanner mode.

Both channels of a 1756-DHRIO or 1756-DHRIOXT module cannot
scan the same partial or full rack address. Both module channels can
communicate to 00...37 octal or 40...77 octal, but each channel can
communicate only with one address at a time in whichever of these two
ranges it falls.

Foundation Fieldbus is an open interoperable fieldbus that is designed for
process control instrumentation. The fieldbus devices that are described in
Table 30 can be connected to the ControlLogix controller via another network
as shown in the following example.
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Table 30 - Fieldbus Devices and Capabilities

Fieldbus Device Is used to
1788-EN2FFR « Bridge an EtherNet/IP network to Foundation Fieldbus.
« (Connect via a low-speed serial (H1) and high-speed Ethernet (HSE) network
connections.

+ Access devices directly via an OPC server.

1788-CN2FFR «(onnect via low-speed serial (H1) connections.
« Bridge a ControlNet network to a Foundation Fieldbus.
« Support redundant ControlNet media.

Foundation Fieldbus distributes and executes control in the a ‘vice. The
Foundation Fieldbus linking device does the following:

e Bridges from an EtherNet/IP network to an HI connection

o Accepts HSE or EtherNet/IP messages and converts them to the H1
protocol

Figure 15 - Foundation Fieldbus Example
« (ontrolLogix .
« 1756-ENBT

RSFieldbus™ Software

a D 24V DC
1788-EN2FFR Linking Device ii --------- - Eowelr
5 - upply
T
i
!
Power
Conditioner

Field Device 7 Field Device
.l

For more information about using the Foundation Fieldbus devices available
from Rockwell Automation, see these publications:

e EtherNet/IP and ControlNet to FOUNDATION Fieldbus Linking
Device User Manual, publication 1788-UM057

¢ FOUNDATION Fieldbus Design Considerations Reference Manual,
publication PROCES-RM005
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HART (Highway Addressable Remote Transducer) is an open protocol that is
designed for process control instrumentation.

Device

Is used to

1756 analog HART 1/0 modules:

Act as HART master to allow communication with HART field devices.

- Interface directly with field devices (through built-in HART modems), which

eliminates the need for external hardware and more wiring.

« Provide access to more field device data, including voltage and current

measurements.

- Directly connect asset management software to HART devices.
« Support differential wiring for environments where improved noise

immunity is needed (input modules).

ProSoft interface
MVI56-HART

«Acquire data or control application with slow update requirements, such as a

tank farm.

« Does not require external hardware to access HART si nal.

Does not provide a direct connection to asset manaae rent software.

The HART protocol combines digital signals with analGg signals to ready the
digital signal for the Process Variable (PV). The HART protocol also provides
diagnostic data from the transmitter.

Figure 16 - HART Protocol Example
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Fer micre information about using the HART I/O modules, see the
ControlLogix HART Analog I/O Modules User Manual, publication

1756-UMS533.

For more information about the ProSoft HART interface, see the
ProSoft Technologies website at http://www.prosoft-technology.com.
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Serial Communication on 1756-L6x Controllers

Topic Page
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The 1756-1 5x ControlLogix controllers have a built-in RS-232 port that can
be used in various serial-based applications. The potential serial
commiunication applications include the following:

s DF1 modes (including broadcast message support)
¢ DFI1 radio modem

e ASCII device communication

Figure 17 - ControlLogix DF1 Device Communication Example
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Communication with
Serial Devices

Table 31 - Serial Port Modes, Protocols, and Uses

ControlLogix Chassis Serial Communication Options

You can use the serial port of the ControlLogix controller or use ProSoft
modules in the ControlLogix to achieve serial communication. Options
specific to the ControlLogix controller serial port are described in this chapter.

For more information about ProSoft modules that can be used to establish
serial communication, see the ProSoft Technology website or go to

http://www.prosoft-technology.com and browse available products.

When configuring the controller for serial communicationsyo 1 first specify a
Serial Port mode (System or User), then a protocol.

Figure 18 - Serial Port Mode in the Controller Properties

'rs-' Controller Properties - Serial_exp

Advanced | SFC Execution | File ' 1 wdundancy I
General Serial Fort | System Protocol | Us. ., Protocal | bdaj

kode: Sygtem -

Table 31 describes the serial communication protocols for use with each mode.

Mode Protocol Is used to Page
System DF1 Master Control polling and message . ~nsmission between the master and slave nodes. 106
DF1 Point to Point - Communicate between ':e controller and one other DF1-protocol-compatible device. 107
« Program the cuntiiior via the serial port.
DF1 Radio Modem + Communicatien with SLC500™ and MicroLogix™ 1500 controllers. 107
« Th 5 pratace! supports master/slave and store/forward configurations.
DF1 Slave ( nfigu e the controller as a slave station in a master/slave serial communication network. 110
DH-485 Coi_munication with other DH-485 devices via a multi-master and token-passing network that enables 10
rrogramming and peer-to-peer messaging.
User ASClI + Communicate with ASCIl devices. m
« Use ASCllinstructions to read and write data from and to an ASCII device.

DF1 Master Protocol

The master/slave network includes one controller that is configured as the
master node and up to 254 slave nodes. Link slave nodes by using modems or
line drivers.

A master/slave network can have node numbers from 0...254. Each node must
have a unique node address. Also, at least two nodes, one master and one slave,
must exist to define your link as a network.
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DF1 Point to Point Protocol

DF1 Radio Modem Protocol

The DF1 Point to Point protocol is used when connecting from the controller
to one DF1 device. DF1 Point to Point protocol is the default System mode
protocol. Default parameters are listed in Table 32.

Table 32 - Default DF1 Point to Point Parameters

Parameter Value

Baud Rate 19,200

Data Bits 8

Parity None

Stop Bits 1

Control Line No Handshake
RTS send Delay 0

RTS Off Delay 0

Your ControlLogix controller includes a d. ver that lets it communicate over
the DF1 Radio Modem protocol. The ?)F1 radio modem driver implements a
protocol, optimized for use with rau.» modem networks, that is a hybrid
between DF1 full-duplex protochl and DF1 half-duplex protocol, and
therefore is not compatible with these protocols.

IMPORTANT  The DF? iccio modem driver is used only among devices that support and
are configured for the DF1 Radio Modem protocol.

taartionally, there are some radio modem network configurations that do
not work with the DF1 radio modem driver. In these configurations, continue
to use DF1 half-duplex protocol.

-

figure 19 - DF1 Radio Modem Network Example

EtherNet/IP Network

RS-232

Modem

Modem B3

Modem
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Like DF1 full-duplex protocol, the DF1 radio modem lets any node initiate to
any other node at any time (that is, if the radio modem network supports full-
duplex data-port buffering and radio-transmission collision avoidance). Like
DF1 half-duplex protocol, a node ignores any packets received that have a
destination address other than its own, except for broadcast packets and
passthru packets.

Unlike DF1 full-duplex or DF1 half-duplex protocols, the DF1 radio modem
protocol excludes ACKs, NAKs, ENQs, or poll packets. The CRC checksum

verifies Data integrity.

DF1 Radio Modem Advantages

The primary advantage of using the DF1 radio modem:protocol for radio
modem networks is in transmission efficiency. Each read/write transaction
(command and reply) requires only one transmission by the initiator (to send
the command) and one transmission by thi -esponder (to return the reply).
This efficiency minimizes the number € times the radios must key-up to
transmit, which maximizes radio lifc '\nd minimizes radio power consumption.

In contrast, DF1 half-dup'ex protocol requires five transmissions for the DF1
master to complete a read/v. ite transaction with a DF1 slave—three by the
master and two by the s'ave.

The DF1 radio n:odé¢m driver can be used in a pseudo master/slave mode with
any radio medem}, as long as the designated master node is the only node that
initiates MG instructions, and as long as only one MSG instruction is
triggerad ara time.

Fet.nitodern serial radio modems that support full-duplex data port buffering
anid radio transmission collision avoidance, the DF1 radio modem driver can
be used to configure a masterless peer-to-peer radio network, where any node
can initiate communication to any other node at any time, as long as the nodes
are within radio range so that they receive transmissions from each other.

DF1 Radio Modem Limitations

These considerations must be made if you can implement the new DF1 radio
modem driver in your radio modem network:

e Ifthe devices on the network are ControlLogix controllers, you must
configure them with the DF1 radio modem driver via
RSLogix 5000° software, version 17.01.02 or later or Logix Designer
application, version 21.00.00 or later. If not, then make sure that the
nodes can support the DF1 radio modem protocol.
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e Ifeach node receives the radio transmissions of each other node, being
within radio transmission/ reception range and on a common receiving
frequency (via a Simplex radio mode or via one, common, full-duplex
repeater) the radio modems must handle full-duplex data port buffering
and radio transmission collision avoidance.

If so, you can take full advantage of the peer-to-peer message initiation
capability in each node (for example, the ladder logic in any node can
trigger a MSG instruction to any other node at any time).

If not all modems can handle full-duplex data port buffering and radio
transmission collision avoidance, you can use the DFl.radio modem
driver. Use the DF1 radio modem driver only if you lin it MSG
instruction initiation to one master node who transiniss co each other
node.

e Ifnotall nodes receive the radio transmission ot each other node, you
can use the DF1 radio modem driver. Use the DF1 radio modem driver
only if you limit MSG instruction ii. “iation to the node connected to
the master radio modem who tra smits to each other radio modem in
the network.

¢ You can take advansagc ot the ControlLogix controller channel-to-
channel passthru to | agram the other nodes via RSLinx" Classic and
Logix Designer applications that run on a personal computer that is
connected to aiocal ControlLogix controller via DH-485, DH+, or
Ethernet n-twork.

DF1 Rodic Modem Protocol Parameters

UscTable 33 as a reference when setting the parameters for the use of the DF1
tadio Modem Protocol.

Table 33 - DF1 Radio Protocol Parameters

Parameter Descrip tion
Station Address Svec. s thenode address of the controller on the serial network. Select a number 1...254 decimal, inclusive.
| optimize network performance, assign node addresses in sequential order. Initiators, such as personal computers, are assigned the lowest
aauress numbers to minimize the time that is required to initialize the network.
Error Detection Click one of the radio buttons to specify the error detection scheme that is used for all messages.

« BCC- the processor sends and accepts messages that end with a BCC byte.
+ (RC- the processor sends and accepts messages with a 2 byte CRC.

Enable Store and Forward

Check 'Enable Store and Forward’ if you want to enable the store and forward functionality. When enabled, the destination address of any
received message is compared to the Store and Forward tag table. If there is a match, the message is then forwarded (rebroadcasted) out the port.

From the Store and Forward Tag pull-down menu, choose an integer (INT[16]) tag.
Each bitis a station address. If this controller reads a message that is destined for a station that has its bit set in this table, it forwards the message.
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DF1 Slave Protocol

DH-485 Protocol

With the DF1 slave protocol, a controller uses DF1 half-duplex protocol. One
node is designated as the master and it controls who has access to the link. The
other nodes are slave stations and must wait for permission from the master
before transmitting.

Make these considerations when using the DF1 Slave protocol:

e If multiple slave stations are used on the network, link slave stations by
using modems or line drivers to the master.

e Ifyou are using one slave station on the network, you do not need a
modem to connect the slave station to the master.

¢ Control parameters can be configured without handsl 1king.

e 2...255 nodes can be connected to one link.

The controller can send and receive messages to and trom other controllers on
a DH-485 network. The DH-485 connestiol supports remote programming
and monitoring via the Logix Designer app ~ation. However, excessive traffic
over a DH-485 connection can adversc. - affect overall controller performance
and lead to timeouts and decreased p ~formance of the configuration.

You can also use a 1756-12H425 module to connect the ControlLogix chassis
to a DH-485 network with . ultiple controllers. For more information, see the
ControlLogix DH-485 Zommunication Module User Manual, publication
1756-UM532.

IMPORT/, NT Use Logix5000™ controllers on DH-485 networks only when you want to add
controllers to an existing DH-485 network.

For new applications with Logix5000 controllers, we recommend that you
use networks in the NetLinx open architecture.

-

The DH-485 protocol uses RS-485 half-duplex as its physical interface.
RS-485 is a definition of electrical characteristics, not a protocol. You can
configure the RS-232 port of the ControlLogix controller to act as a DH-485
interface.

To connect the controller to the DH-485 network, you must use these
components:

e A 1761-NET-AIC converter (two controllers can be connected to one
converter)

e AnRS-232 cable (catalog number 1756-CP3 or 1747-CP3) for cach

controller to connect to the converter
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Figure 20 - DH-485 Network Communication Overview
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IMPORTANT A DH-485 network consists of multiple cable segments. Limit the total
length of the segments to 1219 m (4000 ft).

ASCII Protocol

When you configure the serial port for User mode and the ASCII protocol,
you can use it to do the following:

e Read ASCII characters from a weigh scale module or barcode reader.

¢ Send and receive messages from an ASCII-triggered device, such as a
MessageView™ terminal.
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After you configure the controller for use with the ASCII protocol, program
the controller by using the ASCII instructions. Reference the Logix5000
Controllers General Instruction Reference Manual, publication 1756-RM003
for information about the ASCII instructions.

COnfigure the 1756-L6x Complete these steps to configure your 1756-L6éx controller for serial
Controller for Serial communication after creating a controller project in the Logix Designer

Communication

application.

1. Open the Controller Properties and click the Serial Pc 't tab.

N\

¥4 Controller Properties - Serial_exp

Achranced I SFC Execution | File ,  edundancy |
General Serial Fort | System Protocol | User Protocal | k)
hode: ISystem :j

Baud Rate: User "

2. From the Mode pull-dowriner. s, choose the mode that corresponds to
your intended protocols

Use this table as a re1. »=nce.

For this protocol Choose this mode

DF1 Master System

DF1 Pdint «a Print
DF1 Rau.o Modem
DF1 Slave

" DH-485

Ascll User
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3. Specify the remaining properties in the Serial Port tab according to your

communication preferences.

fs‘ Controller Properties - Serial_exp

Achsanced | SFC Execution | File

| Fedundancy | Morwvalatile Memony
Minor Faults |

General Serial Port | System Protocal | User Protocal | hajor Faults

kMode: m -

Baud Rate: m

Data Bits: IB 'l
-
-

Parity: |N0ne l
Stap Bits: |1 l

Cantrol Line: IND Handshake LI

[ | Caontinusus Carrier

RTS Send Delay: 20 ms)

|n
RTS Off Delay: |D {x20 ms)
|n

DCD YWait Delay: x1 sec)

4. Ifyou are using the System m< de protocols, click the System Protocol

tab and specify the protochl parameters.

Show Offline Yalues

a. From the Protosal puil-down, choose the protocol that you need.

Advanced I SFC =xe _ution | File I Fedundancy I

General | Serial Part = sstem Protocal | User Protocol | Major Faults | Minor Faults | DiatefTime

Protocaol DF1 Point to Point -
. DF1 Master
Station « Hdres 3 DF1 Paint to Point
DF1 Radio Mode
MNAK “=ceive Limit: DF1 Slave

DH435

EN Transmit Limit

ACK Timeout: 50 (%20 rs)
Embedded Fesponses lm

MNonvolatile Memony

Etrar Detection
~ CRC

’7 @ BCC

[+ Enable Duplicate Detaction

b. Specify the parameters for the protocol.

bdemory

5. Ifyou are using the User mode protocol (ASCII), click the User
Protocol tab and specify the ASCII parameters.

Achvanced I SFC Execution I File | Redundancy |

General | Setial Port | Systerm Protocol User Fratocal | Major Faults

Protocal:

ReadMtite Buffer Size: lm {Bytes)
Termingtion Character 1; ki )
Append Character 1: ' 2
[~ XON/=OFF

[~ Echo Mode

Delete hode
(® Ignore

¢ CRT
" Printer
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Broadcast Messages Over
a Serial Port

114

After you have configured the controller for ASCII protocol
communication, reference the Logix5000 Controllers General
Instruction Reference Manual, publication 1756-RM003, for the
available ASCII instructions.

You can broadcast messages over a serial port connection from a master
controller to its slave controllers by using several communication protocols.
These protocols include the following:

e DF1 Master
¢ DF1 Radio Modem
e DFI1 Slave

Use the ‘message’ tag to broadcast over a serial port/Becuise messages are sent
to receiving controllers, only the ‘write’ type messages can be used for
broadcasting.

The broadcast feature can be configure: by using ladder logic or structured
text. The broadcast feature can alsc'« = set by modifying the path value of a
message tag in the tag editor.

To configure and program « = controller to broadcast messages via the serial
port, complete these procedures:

o Configure Corftroller Serial Port Properties on page 115

e DProgramrche Message Instruction on page 116

For these prcredure examples, ladder logic programming is used.
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Configure Controller Serial Port Properties

First, set the System Protocol by following these steps.
1. In the Controller Organizer, right-click the controller and choose
Properties.

2. In the Controller Properties dialog box, from the System Protocol tab,
choose the settings for the controller and click OK.

_ O]
DatedTime I Advanced | SFC Execution I File | Maonvolatile Mermary I Femary
General | Serial Part System Protocal | |Izer Pratacol I Major Fe Its I tinor Faults

Erar Detection—— — —
& BCC oL Al

[¥ Enable D splicai. S etection

Pratacol:

Station &ddress: IU—

Tranzmit Retries: |3—

ACK Timeout B
Reply Meszage Wai: |5— [x20 mz]
Palling tode: IMessage Bazed [slave con mats meszages) j
Mazter Transmt: Imstationpr..' T_I

Harmal Fall Hiode Tag: I:__A Hormal Poll Group Size: ID—
Eriarty Poll Mode Tag: E _‘ 2

Active Station Tag: I_ ) & ﬁ

0K I Cancel Apply Help
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Use this table when specifying settings for the protocols listed.

Field DF-1 Master Protocol DF-1 Slave Protocol DF-1 Radio Modem Protocol
Station Address Controller station address number Controller station address number Controller station address number
Transmit Retries 3 3 N/A

ACK Timeout 50 N/A N/A

Slave Poll Timeout N/A 3000 N/A

Reply Message Wait 5 N/A N/A

Polling Mode Message: polls the slave by using the N/A N/A

Message instruction
Slave: initiates messages for slave-to-slave

broadcast
Standard: schedules polling for the slave
EOT Suppression N/A Disable N/A
Error Detection BCC BCC BCC
Duplicate Detection Enabled Enabled N
Enable Store and Forward N/A N/A Chuuse enable if you want to use the store and
srward tag.
The last bit of the INT[16] Enable Store and
Forward array must be ‘enabled. For example, say
that you create an INT[16] tag named
EnableSandF. Then EnableSandF[15].15 must be
set to 1 for broadcast to work on radio modem.
Program the Message Instruction
Add and cCfigure the Message instruction according to the protocol you are
using. For more information to specify the configuration details, see the
Logix5400 Controllers General Instruction Reference Manual, publication
1756.KMO003.
IMPORTANT  When using structured text, broadcast over a serial port is set by typing
MSG(aMsg) and right-clicking an MSG to display the Message Configuration
dialog box.
Modbus Suppo.‘t To use ControlLogix controllers with the Modbus protocol, establish a serial

port connection and execute a ladder-logic routine.

Two controller projects specific to the Modbus network are available as sample
programs within the Logix Designer application:

o ModbusMaster.ACD
¢ ModbusSlave. ACD

For information about using these sample programs, see the Using Logix5000
Controllers as Masters or Slaves on Modbus Application Solution, publication

CIG-AP129.
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Manage Controller Communication

Topic Page
Connection Overview 17
Produce and Consume (Interlock) Data 18 \\
Send and Receive Messages 1 \J
Calculate Connection Use 121_
Connection Overview A Logix5000™ system uses a conne¢ ‘on v establish a communication link

between two devices. The types ¢t connections include the following:

Controller-to-local 1/ modules or local communication modules
Controller-to-remote /O or remote communication modules
Controller-to-reriiate I/0 (rack-optimized) modules

Produced <nd consumed tags

Messag=s

Cont.oller access via the Studio 5000 Logix Designer® application

Cortroller access via RSLinx® Classic or RSLinx Enterprise applications
for HMI or other applications
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Produce and Consume ControlLogix" controllers let you produce (transmit) and consume (receive)
(Int erlo Ck) Data system-shared tags.
Figure 21 - lllustration of Produced and Consumed Tags
Controller_1 Controller_2
Produced Tag p |Consumed Tag
Controller_3

g [ConsumedTag

('.ontro'ler_tr_I

L g |Consumed iag
[

The system-shared tags are explain¢?'in Table 34.

Table 34 - Produced and Consumed 7av: Lofinitions

Tag Definition

Produced tag A tag thata cancroller makes available for use by other controllers. Multiple
cortollérs can simultaneously consume (receive) the data. A produced tag sends its
da.a to'ane or more consumed tags (consumers) without using logic.

—

Consumed tag.( | “A-£ag that receives the data of a produced tag. The data type of the consumed tag
must match the data type (including any array dimensions) of the produced tag. The
RPI of the consumed tag determines the period at which the data updates.

Fortwo controllers to share produced or consumed tags, the controllers must
tie attached to the same network. You cannot bridge produced and consumed
tags over two networks.

Produced and consumed tags use connections of the controller and the
communication modules being used. For a ControlNet network, produced and
consumed tags use scheduled connections.

Connection Requirements of a Produced or Consumed Tag

Produced and consumed tags each require connections. As you increase the
number of controllers that can consume a produced tag, you reduce the
number of connections the controller has available for other operations, like
communication and I/O.

IMPORTANT  If a consumed-tag connection fails, the other tags being consumed from
that remote controller stop receiving new data.
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Each produced or consumed tag uses the number of connections that are listed
in Table 35. Adding status information to a produced/consumed tag does not
affect the number of connections used.

Table 35 - Produced and Consumed Tag Connections

This Type of Tag Uses This Many Connections Of This Module
Produced tag number_of_configuredconsumers + 1 Controller
Consumed tag 1

Produced or consumed tag 1 Communication

EXAMPLE  (alculations of connections for produced or corztined tags:

« A ControlLogix controller producing 4 tags v+ controller uses
8 connections.

Each tag uses 2 connections (1 consumer +1=2).
2 connections per tag x 4 tans = connections.

« Consuming 4 tags ©4m a :ontroller uses 4 connections
(1 connection pzitag ..+ tags = 4 connections).

The number of available cc nections limits the number of tags that can be
produced or consumed ¥ the controller uses its connections for I/O and
communication devices, 110 connections are left for produced and consumed
tags.

Table 36 - Coi. volLogix Modules and Available Connections

Modu'e Type Cat. No. Available Connections
C_b*‘h‘ﬂt._ \ 1756-L7x 500

1756-L6x 250
* EtherNet/IP . 1756-EN2F 256

+ 1756-EN2T

« 1756-EN2TXT
« 1756-EN2TR

« 1756-ENBT 128
- 1756-EWEB

ControlNet « 1756-CN2 128
« 1756-CN2R
« 1756-CN2RXT

« 1756-C(NB 64
- 1756-CNBR

For more information about produced/consumed tags, see the Logix5000
Controllers Produced and Consumed Tags Programming Manual, publication

1756-PMO11.
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Send and Receive Messages

120

Messages transfer data to other devices, such as other controllers or operator
interfaces. The MSG instruction is a ladder logic output instruction that
asynchronously reads or writes a block of data to or from another module over
the backplane or a network. The size of the instruction depends on the data
types and message command that you program.

Messages use connection resources to send or receive data. Messages can leave
the connection open (cache) or closed when the message is done transmitting.

Each message uses one connection out of the controller, regardless of how
many devices are in the message path. To conserve connections, configure one
message to read from or write to multiple devices.

Table 37 - Message Types

Message Type Communication Connected ’iesscas Message Can Be
Method Cached
(IP data table read or write N/A Corfigurabls Yes
PLC-2°, PLC-3°, PLC-5°, or SLC™ | CIP "o No
(all types) .
CIP with Source ID No No
DH+ Yes Yes
CIP generic N/A Optional M Yes?
Block-transfer read or write N/,,_ > Yes Yes

(1) You can connect CIP generic messc 975. Fowever, for most applications we recommend that you leave CIP generic messages
unconnected.
(2) Consider caching only if (ne target module requires a connection.

For more inorization about using messages, see these publications:
e Logix5000 Controllers Messages, publication 1756-PM012
s Lngix5000 Controllers General Instructions, publication 1756-RM003

Determine Whether to Cache Message Connections

When you configure a MSG instruction, you can choose whether to cache the
connection. Use Table 38 to determine options for caching connections.

Table 38 - Options for Caching Connections

If the message executes Then

Repeatedly (ache the connection.

This keeps the connection open and optimizes execution time. Opening a
connection each time the message executes increases execution time.

Infrequently Do not cache the connection.

This closes the connection upon completion of the message, which frees up
that connection for other uses.

TIP  Cached connections transfer data faster than uncached connections.
The controller supports only 32 cached messages.
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Calculate Connection Use The total connection requirements of a ControlLogix system include local and

remote connections.

Local Connections

Local connections refer to connections used to communicate between modules
that are housed in the same ControlLogix chassis (that is, the local modules).
Use Table 39 to calculate the number of local connections that are based on the

configuration of your local chassis.

Table 39 - Local Chassis Connections

Local Connection To

Device Quantity

Connections per R

Device

.otal Connections

Local I/0 module (a direct connection)

1

1756-M16SE, 1756-MO8SE, or 1756-M02AE servo module

3

« 1756-CN2, 1756-CN2R, 1756-CN2RXT ControlNet communication module
«1756-CNB, 1756-CNBR ControlNet communication module

0

« 1756-EN2F, 1756-EN2T, 1756-EN2TXT, or 1756-EN2TR EtherNet/IP communication module
«1756-ENBT EtherNet/IP communication module

1756-EWEB EtherNet/IP web server module

1756-DNB DeviceNet communication module

1756-RI0 remote 1/0 communication module (Connection count depends on module configuration
and can be as many as 10 per module.)

1756-DHRIO DH-+/universal remote I/0 communication module
Each adapter that is associated with the module

1756-DHRIOXT DH-+/universal remote I/0 communication module
Each adapter that is associated with the module

1756-DH485 DH-485 communication module

Total
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Remote Connections

Use remote connections when the communication module is in a chassis that is

remote from the controller. The number of connections a communication

module supports determines how many remote connections the controller can
access through that module.

Table 40 - Remote Connections

Remote Connection Type Device Quantity Connections per Total Connections
Device
Remote ControlNet communication module
1/0 configured as direct connection (none) 0
1/0 configured as rack-optimized connection 1
Remote 1/0 module over a ControlNet network (direct connection) 1
Remote EtherNet/IP communication module
1/0 configured as direct connection (none) 0

1/0 configured as rack-optimized connection

Remote I/0 module over a EtherNet/IP network (direct connection)

Remote device over a DeviceNet network
(accounted for in rack-optimized connection for local 1756-DNB)

DeviceNet module in a remote chassis

Other remote communication adapter

Produced tag
Each consumer

Consumed tag

Message (see Table 37 for message types)
Connected
Unconnected

Block-transfer message

Total
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RediSTATION™

Series 9000™

Connections Example

In this example system, the 1756 ControlLogix controller does the following:
o Controls local digital I/O modules in the same chassis
e Controls remote I/O devices on a DeviceNet network

e Sends and receives messages to and from a CompactLogix™ controller on
an EtherNet/IP network

e Produces one tag that the 1794 FlexLogix™ controller consumes

e Is programmed via the Logix Designer application

« 1769-ADN
+ Compactl/0™

Fs

iﬁtE;!!

e

DeviceNet

f;‘ﬁlE 1|

+1769-L35E CompactLogix
+ 1769-SDN

EtherNet/IP Network

Table 41 - Connections Ex~~iple “=iculation

FlexLogix
1788-DNBO

T . ControlLogix
« 1756-ENBT
- 1756-DNB

The ControlLogix controller in this example uses these connections.

Connection Type

Device Quantity

Connections per
Device

Total Connections

Controller to local /0 modules

1

Controller to 1756-ENBT module

N o

Controller to 1756-DNB module

0
2

Controller to Logix Designer application

—_

—_

Message to CompactLogix controller

Produced tag
Consumed by FlexLogix controller

Total
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Notes:
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Selecting ControlLogix

1/0 Modules

Local I/0 Modules

1/0 Modules

Topic

Page

Selecting ControlLogix I/0 Modules

Local I/0 Modules

Remote I/0 Modules

Distributed 1/0

Reconfigure an I/0 Module

Add to the 1/0 Configuration While Online

Determine When Data Is Updated

Rockwell Automation offers  everal ControlLogix® I/O modules for use in
ControlLogix systems. v/ken you select your I/O modules, remember the

following:

e A widle variety of digital, analog, and specialty I/O modules are available
from Rockwell Automation. Some features of these I/O modules

include the following:

— Field-side diagnostics

- Electronic fusing

- Individually isolated inputs/outputs

o Removable terminal blocks (RTBs) or 1492 wiring systems are required

for use with I/O modules.

e 1492 PanelConnect™ modules and cables can be used to connect input

modules to sensors.

For more information about ControlLogix I/O module features,
specifications, and wiring options, see the ControlLogix System Selection

Guide, publication 1756-SG001.

The ControlLogix chassis that you choose affects how many local I/ O modules
you can use. Several ControlLogix chassis sizes are available to suit your

configuration requirements. You can fill the slots of your chassis with any

combination of controllers, communication modules, and I/O modules.
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Table 42 lists the available ControlLogix and ControlLogix-XT™ chassis and
the number of slots available with each.

Table 42 - ControlLogix and ControlLogix-XT Chassis and Slots

Chassis Slots
1756-A4 4
1756-A4LXT

1756-A5XT 5
1756-A7 7
1756-A7LXT

1756-A7XT

1756-A10 10
1756-A10XT

1756-A13 13
1756-A17 17

If you have empty slots in your chas s, us» the 1756-N2 or 1756-N2XT
slot-filler module.

Add Local I/0 to the /%3 Configuration

If you are adding 'oci1 I/O, add the I/O module to the backplane with the

controller. To'2da an I/O module to the local chassis, complete these steps.

1. Rigbt-click the backplane and choose New Module.

== 10 Configuration |||
Er -1

w,—
L0 [4]1756-L73 SeriL0. New Module:, \4'45

Discover Modules...

2 Paste Ctrl+V

2. Select the I/O module that you want to add and click OK.

Catalog | Module Discovery | Favries|

Enter Search Text for Modkle Type. Clear Filters Hide Filters 2

Module Type Category Fiters Module Type Vendor Fitters =
Analag Allen-Bradley ‘E
Communication Advanced Micro Controls Inc. (AMCI)
Controller Hardy Instrumets, Inc
Digital - Molex Incomorated =
< m r a m ] »
Catalog Number Description Wendor Category il
124x Single or Dual Resolver Interface Advanced Micro...  Specialty ‘
Configurable Flow Meter
1756CN2 1756 CortrolMet Bridge Alen-Bradley Communication
1756-CN2R 1756 ControlNet Bridge Allen-Bradley Communication
1756CNB 1756 CortrolMet Bridge Alen-Bradley Communication |
. R . |~ e
1410f 141 Module Types Found
[] Close on Create Create ] [ Close ] [ Help ]
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Remote I/0 Modules

3. Specify the configuration properties according to the module and
network configuration you are using.

See the Additional Resources section in the preface for more
information if you are designing your ControlLogix System for any of
the following modules:

e Analogl/O

o Configurable flowmeter
e Digital I/O

e HART analogI/O

o High-speed analogI/O
e High-speed counter

o Low-speed counter

e Programmable limit switch

Remote I/O refers to I/O that is not in tie Ic 2al chassis and is connected to the
controller via a communication net'~ork.

The ControlLogix controller suppaits the use of remote I/O via these
networks:

e FEtherNet/IP
e ControlNet
e DeviceNeat

e Univirsalzemote I/O

For more iliformation about the network configurations that can be used to
conneet remote I/0, see Communication Networks on page 89.

Tigare 22 - ControlLogix Controller and Remote I/0 Example

ControlLogix Controller Chassis

oo o

ControlLogix Remote 1/0

ControlNet Network
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Add Remote I/0 to the I/0 Configuration

If you are adding remote I/O, add the I/O modules to the backplane of the
remote communication module that is connected to the controller. To add a
remote I/O to the I/O Configuration folder in the Logix Designer application,
complete these steps.

1. Add a communication module to the backplane that contains the
controller.

£-E51/0 Configuration

EF 11756 Backplane, 1756-Af2
{0 [0]1756-173 Serial_e I
) ﬂ [1]1756-1832/B Inpy Dizcover Modules...
...... 8l [211756-0B16D Qut

2 Paste Ctrl+¥
Catalog | Module Discovery | Favartes |
1756CH2 ClearFilt Hide Fillers_#
Module Type Category Fitters Module Type Viendor Filters i
Analog £ 7 Alen-Bradley B
Communication l |¥]  Advanced Micro Controls Inc. (AMCI)
Controller Hardy Instruments, Inc
Digital - Molex Incorporated -
< n ~ O < | n ] v
Catalog Number « iption Vendor Category
1756-CN2 17! olNet Bridge Allen-Bradley Communication
1756-CN2R 1756 ControlNet Bidge Allen-Bradley Communication
“ m ] r
2 0914 Modul. Types Found
L eonCreate Creste | [ Close | [ Help |

r.

Specify the communication module properties according to your
network configuration.

For more information about the communication module and network
properties, see the Additional Resources section in the preface.

3. Right-click the communication network and choose New Module.

BS 1/0 Configuration

E| 91756 Backplane, 1756-A10
ﬁl [011756-L73 I0_controller_1
B [1]1756-1B32/8 Inputs_32_4
.. f] [211756-0B16D Outputs_16_A
- B [3]1796-CN2/C ControlMet_A

[f]  MewModule.

Jus Size |99 Discover Meodules...
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4. Add the remote communication module that you are using.

Catalog | Module Discovery | Favortes|

1756-CN2

Clear Filters

Hide Filters 2

El

Module Type Category Fiters

Molex Incorporated

E

Module Type Vendor Fitters
Alen-Bradley
Advanced Micro Controls Inc. (AMCI)
Hardy Instruments, Inc.

m ]

1756CN2ZR 1756 ControlNet Bridge

Communication
Communication

Aler-Bradley
Alen-Bradiey

< m

2 of 141 Module Types Found

Add to Favorites

Close on Create

5. Specify the chassis and connection
configuration.

(oo | (G [ ]

properties according to your network

6. Right-click the backplane of .5 ncwly added communication module

and choose New Module.

=-&vo Configuration
(-89 1756 Backplane, 1756-.
ffa [011756-L73 15 wantre 2r 1
f [1]11756-1B32 Pinpits 32_4
fl [2]1756-0P26D Uutputs_16_A
- B [317536-CN2/C ControlNet A
E| = Cont olMet
D L 1756-CN2/C ControlMet_A
= fJ 21756-CN2/C ControlNet_remote._
B 11756 Backplane, 1756-A17

-~

& New Module... {
D

iscover Medules...

7. Select the I/O module that you want to add and click OK.

Catalog | Module Discovery | Faveres |
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Enter Search Text for Modute Type.. Clear Filters Hide Filters %
Module Type Category Filters i Module Type Vendor Fiters it
Anzlog B Allen-Bradley B
Communication [¥] Advanced Micro Controls Inc. (AMCI}
Controller Hardy Instruments, Inc:
Digital - Molex Incorporated -
m v < m J
Catalog Number Description Vendor Category i
124¢ Single or Dual Resolver Interface Advanced Micro...  Specialty (
1756-CFM Configurable Flow Meter Allen-Bradley Specialty
1756-CN2 1756 CortrolNet Bridge Alen-Bradley Communication
1756-CN2R 1756 ControlNet Bridge Allen-Bradley Communication
1756-CNB 1756 CortrolNet Bidge Alen-Bradley Communication
4 e S T
I 141 of 141 Medule Types Found Add to Favorites
Close on Create

[ Create | [ Close | [ Help |
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8. Specify the Module Properties according to your module and
application.

See the Additional Resources section in the preface for more
information about the module configuration properties for any of the
following modules:

e Analogl/O

o Configurable flowmeter
e Digital I/O

e HART analogI/O

o High-speed analogI/O

e High-speed counter
o Low-speed counter

e Programmable limit switch

9. Add any other I/O modules that you are using in the remote chassis.

-3 170 Configuration N
E|- 1756 Backplane, 1756-A10
: ﬁl [071756-L73 10 _controller_]
f [111756-1B32/B Inputs_32_4
o [ [211756-0B160 Outputs_16_A
& § [3]1756-CN2/C Comtanli=t /4
£ ControlN
Bl 11756- 2/C ControlMet_A
- fl 23456 CM./C ControlMet_remote_
=X 3050 Backplane, 1756-A17
- [011756-CN2/C Conts| | New Module... E\
..... fl [1]1756-CFM/A Flow Dizcover Modules...
i B [2]1756-1B32/B Input

2 Paste Ctrl+V

10. Complete steps 1...9 until your remote I/O network and I/O modules
aiz configured.
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Distributed | /O Distributed I/O refers to I/O that is remote from the controller and is not
designed for use with a specific controller. Examples of distributed I/O that can
be used with Logix5000™ controllers include the following:

e 1794 FLEX™1/O modules

e 1734 POINT I/O™ modules

e 1797 FLEX Ex™I/O modules

e 1738 ArmorPOINT*I/O modules

e 1732 ArmorBlock® I/O modules

e 1753 GuardPLC™ Safety I/O modules

e 1790 CompactBlock™ LDX I/O modules

e 1791 CompactBlock Guard Safety I/O modules
e 1791 CompactBlock I/O modules

e 1732DS ArmorBlock Guard Safety I/O modules
o 1792 ArmorBlock MaXum™ I/O modules

Distributed I/O is connected to the Contic Logix controller via a
communication network. The Control. ogix controller supports the use of
distributed I/O via these networks:

e FEtherNet/IP
e ControlNet

o DeviceNet

Figure 23 - ControlLoyix System with Distributed I/0 Example

ControlLogis Convoller Chassis

EtherNet/IP

FLERI/O
W v g .
©@ 0O

ControlNet
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Add Distributed I/0 to the 1/0 Configuration

If you are adding distributed I/O, add the I/O modules to the communication
adapter of the I/O. To add distributed I/O to the I/O Configuration folder for

the ControlLogix controller, complete these steps.

1. Add a communication module to the backplane that contains the
controller.

BB /0 Configuration
- [1756 Backplane, 1756-A10
-f0 [0]1756-L73 10_contr

ﬂ New Module... [
-8 [1]1756-1B32/B Inputs Discover Medules...

.. B [2]11756-0B16D Outpu =

Dot Sl il

Catalog | Module Discovery | Favorites | N
Enter Search Text for Mool Tipe. Clear Filters Hige Filters 2
Meodule Type Category Fiters i Modcie Type Vendor Fitters -
Anzlog B 7 Allen-. =dley. B
Communication “aanceu wiicro Cortrols Inc. (AMCI)
Controller ¥ F. nstuments. Inc
Digital Molex Incomporated -
<] i 1 4 | i D
Catalog Number Description Vendor Category -
124¢ Single or Dual R solver I erface Advanced Micro... Speciatty
1756-CFM Corffigurah’s ' = Allen-Bradley Specialty
1756CN2 6 Cof w Bijdge Allen-Bradley Communication
1756CNZR " Cortre 8=t Lridge Alen-Bradley Communication
1756CNB 1750 strolNet Bridge Allen-Bradiey Communication
< - S T— S
i 141 of 141 Medule Types 7 ound Add to Favorites
i
: [ Close an Cr ste [ Creste | [ Close | [ Help |
e — -
= —

2. Specti; the communication module properties according to your
network configuration.

For more information about the communication module and network
properties, see the Additional Resources section in the preface.

3. Right-click the communication network and choose New Module.

810 C anfiguration
5- 1756 Backplane, 1756-A10
ﬁl [011756-L73 10 _controller_1
f [111756-1B32/B Inputs_32_A
; # [211756-0B16D Outputs_16_A
- [311756-CM2/C ControlMet_A

s
[ New Module...
Jus Size 99 Discover Medules...
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4. Add the communication adapter for the distributed I/O platform that

you are using.

Catalog | Module Discovery | Favorites

1794

Clear Filters

Hide Fillers #

1794-ACN15
1794-ACNR15

17534 CorttrolNet Adapter
1794 CortrolNet Adapter, Redundant Media

Module Type Category Fiters Module Type Vendor Fiters
Communication Allen-Bradley
Cortroller Mettler-Toledo
Drive Parker Hannifin Corporation
HMI Reliance Blectric
Other
Catalog Number Description Vendor Category

Allen-Bradley
Allen-Bradley

Cogmunication
Co nunication

4 mn

. WAV

r

2 of 119 Module Types Found

Add to Favorites

Close on Create

e ———————————————

(o] [ome) (]

S. Specify the module and connectien | operties according to your

network configuration.

6. Right-click the bus of the siewly added communication adapter and

choose New Module.

-9 1/0 Configuration

E|- 1756 Backplane 1755-A10
ﬁl [011756-L73 1o o ntroller 1
f [1]1756-1232/B Inputs_32_A
f) [21756-08B16D Outputs_16_A
- F71 47564CN2/C ControlNet_A

LE‘L--E?E ZontrolMet

- f] 11756-CN2/C ControlNet_remote._

@9 21794-ACNI5/D ControlMNet_adapt

ﬂNew"'

Discover Modules...

7. Select the I/O module that you want to add

Catalog | Module Discovery | Favortes |

and click OK.

Enter Search Text for Modute Tipe.

Clear Filters

Hide Fillers %

Allen-Bradiey

Module Type Category Fiters
Analog
Digital
Other
Specialty

Module Type Vendor Fiters
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Catalog Number Description Vendor Category -
17944A16 16 Poirt 120V AC Input Allen-Bradley Digital
1794-1A2 8 Point 120V AC Input Allen-Bradley Digital
1794-1A81 8 Point 120V AC Isolsted Input Alen-Bradley Digital
17941B10X0B6 10 Input/6 Output 24V DC, Sink/Source AMlen-Bradley Digital
17941816 16 Poirtt 24V DC Input, Sink Allen-Bradley Digital 5
< S e e .
W | 710171 Module Types Found
i
Close on Create

[ Create | [ Clase | [ Hep |
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8. Specity the Module Properties according to your module and
application.

For more information about the module configuration properties, see
the user manual for the I/O module you are adding.

9. Add any other I/O modules that you are using in this bus.

10. Complete steps 1...9 until your remote I/O network and distributed I/
O modules are configured.

Reconfigure an I/0 Module Ifan I/O module supports reconfiguration, you can reconfigt ‘e the module via
the following:

e The Module Properties dialog box in the I/O Contiguration folder

e A MSG instruction in program logic

IMPORTANT  Use care when changing the texfiguz2tion of an I/0 module. You can
inadvertently cause the I/0.‘nodu.< to operate incorrectly.

Use a MSG instruction of type Module Reconfigure to send new configuration
information to an I/O medulz. During the reconfiguration, consider the
following:

¢ Input modules cesitinue to send input data to the controller

e Output me<uies continue to control their output devices
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Reconfigure an 1/0 Module Via the Module Properties

To reconfigure an I/O module by using the module properties, right-click the
module in the I/O Configuration tree and choose Properties. Then, edit the
properties that you must change and click Apply.

=25 ControlMet |
& f] 11756-CM2/C ControlNet_remote_B

| 5.E31756 Backplane, 1756-A17

- f] [0]1756-CM2/C ControlNet_remote_B
8 [1]1756-CFM/A Flowmeter

(2] 1756-1B32/B Inputs

: - MNew Meodule...
dule Defined Tags

ControlNet_remote_B:21 Discover Modules...
ControlNet_remote B:2:.C

& Cut Ctrl+ X

Offiine Copy Ctrl+C

L 2 Paste Ctrle W
Delete oo

Cross Reference

,7_:

7| Module Properties Report: ControlNet_remote 2.2 (Ls. 832/ 31)

General |Connection Module Info | Corfigu atio . |:Acplane

Type: 1756-B32/B 32 Poin. "W-31.W I C Input

Vendor: Allen-Bradley

Parent: ControlMet_remo’ 2_P

Name: Inputs_32_B Slot: 2 %

Description: i

Comm Format |§< dptimization v|

Revision: E 1 % Electronic Keying: | Compatible Keying -

|
!
::Status: Cffline l OK I [ Cancel ] | Apply | [ Help
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Reconfigure an I/0 Module Via a Message Instruction

To reconfigure an I/O module via a message instruction, use this procedure.

1. Set the required member of the configuration tag of the module to the
new value.

2. Send a Module Reconfigure message to the module.

EXAMPLE Reconfigure an 1/0 module

When reconfigure[5] is on, the MOV instruction sets the high alarm to 60 for the local module in slot 4. Th¢ Module Reconfigure
message then sends the new alarm value to the module. The ONS instruction does not allow the rung to s« ad multiple
messages to the module while the reconfigure[5] is on.

reconfigureld]  reconfigure(B] A
1 E [ONS ] tove
Source g0

Deszt acal:4:C.ChOConfig. HalarmLimit

o0
change_Halam.EN > M5G
! Type | Mocule Reconfigure —E
M zzwage-Zontral changs_Halam [2] —~DMN>—
—ER>—

For more informatios about using Message instructions, see the Logix5000
Controllers General instruction Reference Manual, publication 1756-RM003.

Add to the I/0 COnfiguration With RSLogix 5000 software, version 15.02.00 or later, and Logix Designer
While Online appiication, version 21.00.00 or later, you can add I/O and other devices to the

cantroller configuration while you are online and in Run mode.
The modules and devices you can add while online depends on the version of
the software you are using. Later versions have more modules and devices that

can be added while online.

You can add these modules and devices to the local or remote chassis via the
unscheduled portion of a ControlNet network or via an EtherNet/IP network.
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Modules and Devices That Can Be Added While Online

These modules and devices can be added to the ControlLogix controller I/O
configuration while online as of RSLogix 5000 software, version 19.01.00 or
later and Logix Designer application, version 21.00.00 or later.

e 1756 controllers

e 1756 ControlNet modules

e 1756 DeviceNet bridges

o 1756 EtherNet/IP modules

e 1756 1/0 and specialty modules
e 1756-DHRIO

e 1756-DHRIOXT

IMPORTANT  These ControlLogix modules cannot be added while online:

Motion modules (1756-M32AE,.17:6-HYD02, 1756-M02AS,
1756-MO3SE, 1756-M0®@5E, . "56-MO8SEG, 1756-M16SE)

1756-RI0
1756-SYNCH
1756-55ANXN

Online Additior:s - ControlNet Considerations

ControlN¢: considerations that must be made depend upon the ControlLogix
ControlNet modules you are using.

1256=CNB and 1756-CNBR Modules

When you add I/O to the ControlNet network via the 1756-CNB or

1756-CNBR modules while online, these considerations must be made:

e Digital I/O modules can be added as rack-optimized connections if the
parent module is configured with rack-optimized connections.

TIP  While you can add a new digital /0 module to an existing rack-optimized
connection, you cannot add rack-optimized connections while online.

e Digital I/O modules can also be added as direct connections.
¢ Analog I/O modules can be added only as direct connections.

e Disable the Change of State (COS) feature on digital input modules

because it can cause inputs to be sent more quickly than the RPI.
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If you plan to add large amounts of I/O to the ControlNet network,
dedicate one ControlNet network for I/O. For the dedicated
ControlNet network, verify that there is little or none of the following:

— HMI traffic
— MSG traffic

- Programming workstations

Requested Packet Intervals (RPIs) faster than 25 ms for unscheduled
modules can overload the 1756-CNB or 1756-CNBR communication
module. To avoid the overload, make these considerations:

— Usea NUT of 10 ms or more.
- Keep the SMAX and UMAX values as small as j ossible.

If the module has a Real Time Sample (RTS). disable it or set it to a rate
that is greater than the RPL

You can add I/O modules untii yuu reach these limits:

— 75% of CPU utilizatior.of the 1756-CNB or 1756-CNBR

communication modulsd

— Plan for a CPXJ:usc increase of 1...4% of the 1756-CNB or
1756-CNBR 1::edule for each I/O module you add, depending on
the RPL

— 48 chnirections on the 1756-CNB or 1756-CNBR communication
nhdule
— Less than 400,000 unscheduled bytes per second are displayed in

RSNetWorx™ for ControlNet™ software after the network has been
scheduled.

1756-CN2, 1756-CN2R, 1756-CN2RXT Modules

The use of 1756-CN2/B, 1756-CN2R/B, and 1756-CN2RXT modules
provides increased capacity for adding I/O while online compared to
1756-CNB or 1756-CNBR modules. With this increased capacity, you can
easily add I/O and increase ControlNet connections that are used with less
impact on the overall system.

Table 43 demonstrates the performance factors of the 1756-CN2/B,
1756-CN2R/B, and 1756-CN2RXT modules when adding I/O online.
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Table 43 - 1756-CN2, 1756-CN2R, and 1756-CN2RXT Performance Example("

No. of Direct RPI=2ms RPI=4ms RPI=10ms RPI =20 ms RPI1 =50 ms RP1=100 ms
2:;:&%:,/3,,5 PU%®@ | Avg, PU%®@ | Avg, PU%®@ | Avg, PU%®@ | Avg, PU%®@ | Avg, PU%®@ | Avg,
Added Online API®) API®) API®) API®) API®) API®)
0 150% | N/A 150% | N/A 150% | N/A 150% | N/A 150% | N/A 150% | N/A

1 480% | 2.0 370% | 40 250% | 10.0 230% | 20.0 190% | 500 170% | 100.0
2 7.00% |20 500% | 40 330% [ 10.0 270% | 200 210% | 50.0 190% | 100.0
3 9.00% |20 6.10% |40 3.80% | 10.0 3.00% | 20.0 220% | 50.0 200% | 100.0
4 11.20% |22 740% | 40 440% | 100 3.40% | 20.0 240% | 50.0 210% | 100.0
5 1150% |33 870% |40 500% | 10.0 370% | 20.0 260 | 500 | 2% | 1000
6 1280% |33 970% | 40 550% 100 | 400% | 200 | 270% | 500~ 1230% | 1000
7 13.80% |34 10.80% | 40 590% | 10.0 430% | 200 290% (] 00— | 230% | 1000
8 15.10% | 3.4 11.90% | 40 6.40% | 10.0 450% | 200 300% | 500 250% | 100.0
9 15.00% |33 13.20% | 40 7.00% | 10.0 480% | 200 320% | 50.0 260% | 100.0
10 1560% |36 13.20% | 40 750% | 10.0 520% | 20.0 0% | 500 270% | 100.0
1 16.40% |38 13.50% | 40 820% | 10.0 5.50% 0 350% | 50.0 270% | 100.0
12 17.00% |38 1400% | 40 880% | 10.0 5.80% |5.o 370% | 50.0 280% | 100.0
13 17.80% |37 1460% | 40 930% 100 o 510% 1] 200 3.80% | 50.0 290% | 100.0
14 1850% |37 15.20% | 40 990% [100 ~l6a 200 400% | 500 290% | 100.0
15 19.40% |39 1580% | 40 1050% | 100 N 1|_6.70% 20,0 410% | 500 3.00% | 100.0

(1) Example assumes that adequate unscheduled bandwidth is available.
(2)  Approximate use of the central-processing unit (CPU) of the module in percent.
(3) The average Actual Packet Interval with 2000 samples (shown in ms).

Becausc of che increased performance that is provided by the 1756-CN2,
1756-EN2R, and 1756-CN2RXT modules, many of the considerations that
nuust be made with the 1756-CNB and 1756-CNBR modules are not
applicable. With the 1756-CN2, 1756-CN2R, and 1756-CN2RXT modules,
you can add I/O while online as long as you use reasonable RPI settings and
remain within the CPU limitations of the ControlNet module.

When adding to the I/O Configuration with 1756-CN2, 1756-CN2R, and
1756-CN2RXT modules, make these considerations:

e Digital I/O modules can be added as rack-optimized connections if the
parent module is configured with rack-optimized connections.

TIP  While you can add a new digital /0 module to an existing rack-optimized
connection, you cannot add rack-optimized connections while online.

e Digital I/O modules can also be added as direct connections.
¢ AnalogI/O modules can be added only as direct connections.

e Disable the Change of State (COS) feature on digital input modules
because it can cause inputs to be sent more quickly than the RPI.
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e Ifyou plan to add large amounts of I/O to the ControlNet network,
dedicate one ControlNet network for I/O. For the dedicated
ControlNet network, verify that there is little or none of the following:

— HMI traffic
— MSG traffic

- Programming workstations

e If the module has a Real Time Sample (RTS), disable it or set it to a rate
that is greater than the RPL

e You can add I/O modules until you reach these limits:

— 80% of CPU utilization of the 1756-CN2, 175¢-CN2R, or
1756-CN2RXT communication module

— Less than 400,000 unscheduled bytes per second are displayed in
RSNetWorx for ControlNet software after the network has been

scheduled.

Online Additions—Ether*ay!r Considerations

When you add I/O mcdities co the EtherNet/IP network, make these
considerations:

e The EtherNet/IP I/O modules that you add can be added as these

coni ction types:

-, Kack-optimized connections, including new and existing
connections

— Direct connections

¢ You can add I/O modules until you reach the limits of the
communication connections of the module.

For EtherNet/IP module limitations, see the EtherNet/IP Modules in
Logix5000 Control Systems User Manual, publication ENET-UMO001.
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Determine When Data Is

Updated

ControlLogix controllers update date asynchronously with the execution of
logic. Use this flowchart to determine when a producer, such as a controller,
input module, or bridge, sends data.

Figure 24 - Data Update Flowchart

Input or Output Data? Output p | Analog or Digital? Digital

Input Analog
Analog or Digital? Digital

Analog ¢ Remote or L -al?

Remute ™ | Local
v (0S for any point on the Module? | No
—
N - —
RTS <RPI? 0
Yes

Yes

y

Dataiis sent to the backplane at the
RTS.

Datais sent to the backplane at the RTS
and RPI.

y

Data is sent tocne backplane at the RPI and at

the chanoz-of wnelified point.

y

Data is sent to the backplane at the RPI.

-

y

y

New data can appear in input tags at any-point in.the program scan. If the
control logic reads input tag values in 1. ultip 'e locations, do not assume
that the data remains unchangec . auahcut the scan of the logic.

Data is sent to the backplane at the RPl and at
the end of each task.

« Overa ControlNet net. ork, -emote data is sent at the actual packet interval.
« Over an EtherNet/IP network, remote data is usually sent close to the RPI.
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Notes:
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Motion Control Options 143
Motion Overview 144
Obtain Axis Information 144 \.
Program Motion Control 145 -
Motion Control Options ContfrolLogix® controllers support ¢ ‘gitai, analog, and Integrated Motion
interfaces:

e Digital drive interfac s iriciude EtherNet/IP connected drives and sercos

interface connec’eq drives.

e Analog drives support £10V analog output and can interface with
varioustecdback device types including quadrature encoder, SSI, and

LVE T feedback.

» Integrated Motion on an EtherNet/IP network supports Kinetix” 350,
Kinetix 5500, Kinetix 6500, and PowerFlex® 755 drives.
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Motion Overview

Obtain Axis Information

B File Edit View

The configuration process varies, depending on your application and your
drive selection. The following are general steps to configure a motion

application.

1. Create a controller project.

2. Select the type of drive.

Drive Type

Requirements

CIP Sync

« EtherNet/IP communication module
- Digital drive with an EtherNet/IP connection

Sercos interface

Select a sercos interface module:
« 1756-M0O3SE
« 1756-MO8SE
« 1756-M16SE

Analog interface

Select an analog interface modul:
« 1756-HYD02
« 1756-MO02AE
« 1756-M02AS

3. Create axis tags as needed.

4. Configure the drive.

S. Create axes as needed.

You can obtain axis information by using these methods:

e Double-<lick the axis to open the Axis Properties dialog box.

o Usea GeeSystem Value (GSV) or Set System Value (SSV) instruction to
read o1 change the configuration at runtime.

a View the Quick View pane to see the state and faults of an axis.

s Use an axis tag for status and faults.

higure 25 - Obtain Axis Information

Search Logic Comr nicatior  Tools Window Help AEE
ER=A" =] - ARG EL B QS| s -2
Offline 0. F RUN A W Fath: [<none> -| &
No Farces [ F OK
No Edts 2 met G < H AF 4 4 »
Teimia [B] « » ™\ Favorites §AGaOn £ Aarms £ BF A TmenCounter 71
Controller O 7ani - _ - 3% e
=51 Controi, - conti 'logix_sercos_motion -
§ Controi.r Tags my_axis_x_Uninhibit_Cmd A
*.[ Controller Fault Handler 0 = T Set System Value 1
L[ Power-Up Handler Class Name s
£ Instance Name my_drive_x
- Tasks Afiribute Name  Innibitéxis
=58 MainTask Source my._drive_x
. =-£8 MainProgram . . . &
[P Parameters and Local Tags |_ Axis Properties Dialog Box
; .. Fh MainRoutine /
[ Unscheduled Programs / Phases |- my_ax8s_x_InhibitStatus  my_drive_x ServoActionStatus my_axis_x_OK
s B
=1 £ Motion Groups 1 JE 1E
=58 my_motion_group =
i LA my axis x (End)
|k my_ais 2 |
« - i »
Type AXI5_SERVO_DRIVE .
Descrption . SSV (or GSV) Instruction
Axis State Axis ]'ag
Update Period 20ms
DOrive Name: =nonex
Hode <none>
‘Axis Faull
Drive Fault
Module Faults -
Atiribute Error \ ick Vi
Amplifier Catalog | <none> Quick View Pane
Motor Catalog <none>
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Program Motion Control The controller provides a set of motion control instructions for your axes:

e The controller uses these instructions just like the rest of the Logix5000™
instructions.

e FEach motion instruction works on one or more axes.

¢ Each motion instruction needs a motion control tag. The tag uses a
MOTION_INSTRUCTION data type and stores the information

status of the instruction.

¢ You can program by using motion control instructions ‘n these
programming languages:

- Ladder Diagram (LD)
— Structured Text (ST)
- Sequential Function Chart (SFC)

Figure 26 - Motion Control Instruction

kS0
J *rdon Serva On - CEM—
. | rwiz 7 []% —DN>—
Motion ControlTag —— —.r kation cantral ? —ER—

‘nsuaciion only once. Unintended operation of the control variables can

2 ATT:NTION: Use the tag for the motion control operation of motion
happen if you reuse of the same motion control tag in other instructions.
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Example

In this example, a simple ladder diagram that homes, jogs, and moves an axis.

If Initialize_Pushbutton = on and the axis = off (My_Axis_X.ServoActionStatus = off) then the MSQ instruction turns on the axis.

Initiahze_Pushbutton My _fwis 2 ServadctionStatus

J1 F J/F
J L J7 0

Home_Puzhbutton  by_dsiz # dwisHomedStatus

S0
Motion Serea On

EM
Az by iz |:| D ==

tation Control My_fmiz__On

ERZ—

1 E J/F
L L

Jog_Pushbutton My _Awiz . ServodchionS tatus

decelerates at its maximum speed.

Jog_Pushbuttan

MAH—— ==

Mation Axis Home
Az ha gz ¥ L]
Mation Cantrol

b Azt 2 Home

If Home_Pushbutton = on and the axis hasn’t been homed (My_Axis_X.AxisHomedStatus = off) then the MAH instruction hemes the axis.

EN>—
DN =
ER>—
IP—

PLe=

If Jog_Pushbutton = on and the axis = on (My_Axis_X.ServoActionStatus = on) then the MAJ insti._“ion jogs the axis forward at 8 units/second.

——— — Al
M ation dwis o, EM—7
Az btz [ ] R DN =
b bt e by_fwiz_ Jog ER>—
Slirgctian My iz Jog Direction [P>—
e
|»5pead My Ariz_» SetlpManuallogs peed
| a0e
Speed Units itz per sec
More >>|

If Jog_Pushbutton = off then the MAS instruction st<ps tiia-2ais at 100 units/.second?. Make sure that Change Decel is Yes. Otherwise, the axis

e QS

tation Asxis Stop
Az

ki ation Caontrol
Stop Tupe
Change Decel
Decel Rate

Decel Units

MaS

bn_Buiz |:|
My_Amiz_ bAS
Jog
Yes

My_dwmiz_#_ SetUp ManuakllogD ecel

1000«
Units per zec2

{4 Lessl

CEN—
LCDNI—
CER—
CIP—

CPC—

positio. of 19 units at 1 unit/second.
|

If Me:2” Con. and = on and the axis = on (My_Axis_X.ServoActionStatus = on) then the MAM instruction moves the axis. The axis moves to the

tlove_ Command My _Awsiz =.ServobdctionStatus

Motion Axis Move EEN}—
Bz by dwiz i L] ECDND==
otion Control bu iz b owe —oER—
Move Type i o IP—

= PLo=
Position 10
Speed bu_Awiz_¥_SetUp.dutoSpeedCommand

1.0%

Speed Unitz Urits per zec

tdah

kdare >>|
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Topic Page
Elements of a Control Application 17
Tasks \\! ;48
Programs \ 151
Routines - 154
Parameters and Local Tags 155
Programming Languages 158
Add-On Instructions 159
Access the Module Object N 160
Monitoring Controller Status ’) 161
Monitoring I/0 Connections 161
System Overhead Time Slice O 165
Elements of a A control application is comprised of several elements that require planning for

Control Appli cation efficienvapplication execution. Application elements include the following:
o\ 1asks
e Programs
e Routines

e Parameters and Local Tags
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Figure 27 - Elements of a Control Program

‘ Controller Fault Handler ‘

Task 32

Task 1

Status
‘ Program 1000 Watchdog
Program 1 Program (Local
Main Routine Tags and
Parameters)

Fault Routine
Other -
Routines —

Controller (global) Tags

170 Data System-shared Data

40012

A Logix5000™ controller lets you use multiple tasks to schedule and prioritize
the “zecution of your programs based on criteria. This multitasking allocates
the processing time of the controller among the operations in your application:

The controller executes only one task at a time.
One task can interrupt the execution of another and take control.

In any given task, multiple programs can be used. However, only one
program executes at a time.
You can display tasks in the Controller or Logical Organizer views, as

necessary.
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Main Task
(continuous)

Task 2
(periodic)

. Ve ] .3% Task 2

Figure 28 - Task Within a Control Application

-] Parameters and Local Tags
.. Secendary_L

Eﬂ Task_2_Program_1

& Parameters and Local Tags

.| Taskl_Routine2

£1-25 Unscheduled Pragrams / Phases
E;; Reserve_Program

(13 Motion Groups

© L[ Ungrouped Axes

‘ Controller Fault Handler ‘
[ Task32
\
\
Task 1 —
a Configuration
’ Program 1000 Watchdog
Program 1 Program (Local
Main Routine Tags and
Parameters)
Fault Routine
Other L —
Routines I
Controller (global) Tags I/'0vata System-shared Data
Figure 29 - Tasks
Controller Organizer Logical Organizer
== Conérnllter ﬁtru_lt—_'ture_Example . EI'S Logical Model Structure_Example
-.|¢A] Controller Tags ) Maln.TaSk —— P .28 MainProgram
..... [27 Controller Fault Hardits: (continuous) &£ Logic and Tags
""" (33 Power-Up Hand!ar ; Parameters and Local Tags
[_j---@Tasks . BB MainRoutine
— L:J% MainTask -[78 Reserve_Program
=53 ME‘ 1Pro ram 428 Secondary_Program
&  rameters and Local Tags E1-E5 Logic and Tags
B MainRoutine Parameters and Local Tags
5% Secondary_Program Ea 5econdary 1

9@ Task_2 Program_1

£1-5] Logic and Tags
A Parameters and Local Tags
E:ij Taskl_Routined
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A task provides scheduling and priority information for a set of one or more
programs. Configure tasks as continuous, periodic, or event by using the Task
Properties dialog box.

Figure 30 - Configuring the Task Type

@ Task Properties - MainTask | = @
General | Corfiguration | Program / Phase Schedule I Mon'rtor|
Type:
Watchdog: Periodic
Event
[ Disable Automatic Output Processing To Reduce Task Overhead
[ Inhibit Task

Table 44 explains the types of tasks you can configure.

Table 44 - Task Types and Execution Frequency

Task Type

Task Execution

Description

Continuous

Constant

The continuous task runs in the b2ckground. Any CPU time that is not allocated to other operations (such as motion,
communication, and other tas s) is f1sed to execute the programs in the continuous task.

« The continuous task runs censiantly. When the continuous task completes a full scan, it restarts immediately.

« A project does not fequiza.2 continuous task. If used, there can be only one continuous task.

Periodic

At a setinterval, such as each
100 ms

+ Multiple times within the scan
of your other logic

A periodic task performs d function at an interval.

« Whenever the tim for the periodic task expires, the task interrupts any lower priority tasks, executes once, and returns
contrc!ta wiire the previous task left off.

« You can coniigure the time period from 0.1...2,000,000.00 ms. The default is 10 ms. It is also controller and
configtration dependent.

« “The performance of a periodic task depends on the type of Logix5000 controller and on the logic in the task.

Event

Immediately when an event occi s

_nevent task performs a function only when an event (trigger) occurs. The trigger for the event task can be the following:
« Module input data change of state

« A consumed tag trigger

+ AnEVENT instruction

«Anaxis trigger

+ A motion event trigger

150

The ControlLogix" controller supports up to 32 tasks, only one of which can
be continuous.

A task can have up to 1000 programs, starting with Logix Designer application,
version 24.00.00 and later, each with its own executable routines and program-
scoped tags. Once a task is triggered (activated), the programs that are assigned
to the task execute in the order in which they are grouped. Programs can appear
only once in the Controller Organizer and multiple tasks cannot share them.

Rockwell Automation Publication 1756-UMO001P-EN-P - May 2017



Develop Applications ~ Chapter 10

Programs

Task Priority

Each task in the controller has a priority level. The operating system uses the
priority level to determine which task to execute when multiple tasks are
triggered. A higher priority task interrupts any lower priority task. The
continuous task has the lowest priority and a periodic or event task interrupts
1t.

You can configure periodic and event tasks to execute from the lowest priority
of 15 up to the highest priority of 1. Configure the task priority by using the
Task Properties dialog box.

Figure 31 - Configure Task Priority

@ Task Properties - Task_2 |?'|§| ]
General | Configuration | Program / Phase Schedule | Monitor | I
Type: IPeriodic: v]
Period 10.000 ms
Priority: 10 | (Lower Number Yields Higher 7 rity)
Watchdog: 500.000 ms

[ Disable Automatic Cutput Processing To Reduce | Task Grethead
[ Inhibit Task

—;

The controller operating system is a preemptive multitasking system that is in
compliance with IEC 1131-3. This system provides the following:

¢ Programs to group data and logic

¢ Routines to encapsulate executable code that is written in one
programming language

Each program contains the following:
e Local Tags
o Parameters
e A main executable routine
e Other routines

e An optional fault routine
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Figure 32 - Program Within a Control Application

Controller Fault Handler

| Task32
[
[
Task 1
Configuration
T‘
Watchdog
‘ Program 1000 -~
Program 1
Program (Local
Main Routine Tags and
Parameters)
Fault Routine
Other Routines 77
Controller (global) Tags 1/0 Data System-shared Data

Figure 33 - Programs

Controller Organizer

-5 Tasks

E% MainTask

Bﬂ MainProgram

| Parameters and Local Tags
[ MainRoutine

Elea Secondary_Program

..J# Parameters and Local Tags
Eij Secondary_1

Logical Organizer

=28 MainProgram
BB Logic and Tags
...[# Parameters and Local Tags
B MainRoutine
(7% Reserve_Program
=8 Secondary_Program
£-£5 Logic and Tags
# Parameters and Local Tags
En Secondary 1
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Scheduled and Unscheduled Programs

The scheduled programs within a task execute to completion from first to last.
Programs that are not attached to any task show up as unscheduled programs.

Unscheduled programs within a task are downloaded to the controller with the
entire project. The controller verifies unscheduled programs but does not
execute them.

You must schedule a program within a task before the controller can scan the
program. To schedule an unscheduled program, use the Program/
Phase Schedule tab of the Task Properties dialog box.

Figure 34 - Scheduling an Unscheduled Program

@ Task Properties - MainTask '?' i, I
Unscheduled: Scheduled:
Secondary_Program
Move
b
~ oK Apply Help
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Routines A routine is a set of logic instructions in one programming language, such as
Ladder Diagram (ladder logic). Routines provide the executable code for the
project in a controller. A routine is similar to a program file or subroutine in a
PLC or SLC™ processor.

Each program has a main routine. The main is the first routine to execute when
the controller triggers the associated task and calls the associated program. Use
logic, such as the Jump to Subroutine (JSR) instruction, to call other routines.

You can also specify an optional program fault routine. The controller executes
this routine if it encounters an instruction-execution fault within any of the
routines in the associated program.

Figure 35 - Routines in a Control Application

‘ Controller Fault Handler ‘
| Task32 i aF
\
[
Task 1 -
Configuration
Watchdog
‘ Program 1000
Program 1 —
[“Crogram (Local
4
Main Routine Tags and
] ‘ Parameters)
Fauit Routine
| Other Routines L— —
! L
Controller (global) Tags 1/0 Data System-shared Data
Figure 36 - Routines
Controller Designer Logical Designer
=25 Tasks —EE MainPr?gram
.58 MainTask —EI Logic and Tags
_a MainProgram Parameters and Local Tags
e 9 Routine ——— - i..[ff MainRoutine
] Parameters and Local Tags
Routi P . . -3 Reserve_Program
outine » ... B MainRoutine =88 Secondary_Program
—Ea Secondary_Program 4.2 Logic and Tags
-] Parameters and Local Tags [ Parameters and Local Tags
Routine - . [ Secondary_1 Routine ——— ... [B Secondany 1
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Parameters and Local Tags With a Logix5000 controller, you use a tag (alphanumeric name) to address

data (variables). In Logix5000 controllers, there is no fixed, numeric format.
The tag name identifies the data and lets you do the following:

e Organize your data to mirror your machinery.

e Document your application as you develop it.
y pp Y p

This example shows data tags that are created within the scope of the Main
Program of the controller.

Figure 37 - Tags Example

Controller Organizer —Main Program Parameters and Local Tags

El'EI Tasks

B% MainTask

: E'ﬂ MainProgram

& MainRoutine

E'ﬂ Secondary_Program

. Parameters and Local Tags

Program Tags Window—Mai. °rogram Parameters and Local Tags

Scope: C&Maiangmm v Show: Al Tags *

MName =3|e | Usage Alias For Base Tag Data Type _'Eescription Bxdemal Access Constant Style
north_tank_mic | Local BOG 7 ¢ Read/Write B Decimal
north_tank_pr... |Local REAL A ReadWrite ] Float

Analog 1/0 Device north_tank_temp | Local HES _— ReadWrite ] Float
+|-one_shots Local DTS Read/Write ] Decimal
+|recipe Local TANK Read/ Write &)

IntegerVaIue +|recipe_number | Local DINT Read Write B Decimal

Storage Bit replace_bit Local - [sooL Read Write ] |Decimal
Counter +lunning_hours | Local Y COUNTER ReadWrite |
Timer +|running_secon... | Local TIMER Read Write ]

Digital 1/0 Device start Local BOOL Read/Wiite [ |Decimal

stop Local N BOOL Read/ Wit [ |Decimal
& \ | &

There are several guidelines for creating and configuring parameters and local
tags for optimal task and program execution. For more information, see the
Logix5000 Controllers and I/O Tag Data Programming Manual, publication
1756-PM004.

Rockwell Automation Publication 1756-UM001P-EN-P - May 2017 155


http://literature.rockwellautomation.com/idc/groups/literature/documents/pm/1756-pm004_-en-p.pdf

Chapter 10

Develop Applications

156

Extended Properties

The Extended Properties feature lets you define more information, such as
limits, engineering units, or state identifiers, for various components within
your controller project.

Component Extended Properties

Tag In the tag editor, add extended properties to a tag.

User-defined data type In the data type editor, add extended properties to data types.

Add-On Instructions In the properties that are associated with the Add-On Instruction definition, add
extended properties to Add-On Instructions.

Pass-through behavior is the ability to assign extended prapetties at a higher
level of a structure or Add-On Instruction and have thit extended property
automatically available for all members. Pass-through bzhavior is available for
descriptions, state identifiers, and engineering units.and you can configure it.
Configure pass-through behavior on the Proj:ct rab of the Controller
Properties dialog box. If you choose not.co . ow pass-through properties, only
extended properties that have been coni'oured for a given component are

displayed.

Pass-through behavior is z2at wraitable for limits. When an instance of a tag is
created, if limits are associat. ! with the data type, the instance is copied.
You must know whic!i tags have limits that are associated with them as there is
no indication jn the tag browser that extended properties are defined for a tag.
If, however, you t1y to use extended properties that have not been defined for a
tag, the editurs show a visual indication and the routine does not verify.

Accass Extended Properties in Logic

You can access limits that are defined on tags by using the .@Min and .@Max
syntax:

¢ You cannot write to extended properties values in logic.

e To use extended tag properties in an Add-On Instruction, you must pass
them in as input operands to the Add-On Instruction.

o Alias tags that have extended properties cannot access the extended
properties in logic.

¢ Limits can be configured for input and output parameters in Add-On
Instructions. However, limits cannot be defined on an InOut parameter
of an Add-On Instruction.

e Limits cannot be accessed inside Add-On Instruction logic. Limits are
only for use by HMI applications.
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If an array tag is using indirect addressing to access limits in logic, the following
conditions apply:

o Ifthe array tag has limits that are configured, the extended properties are
applied to any array element that does not explicitly have that particular
extended property configured. For example, if the array tag MyArray has
Max configured to 100, any element of the array that does not have Max
configured inherits the value of 100 when being used in logic. However,
it is not visible to you that the value inherited from MyArray is
configured in the tag properties.

e Atleast one array element must have a limit that is con igured for
indirectly referenced array logic to verify. For exampie, 1°
MyArray[x].@Max is being used in logic, at leasr-erie array element of
MyArray[] must have Max extended property<onfigured if MyArray has
not configured Max.

¢ Under the following circumstances 2 dacacype default value is used:

— Array is accessed program naticlly with indirect reference.
— Array tag does not hav( the extended property configured.
- A member of anarroy’does not have the extended property

configured.

For example, for.anarray of SINT type, when max limit is called in logic
for a member, the value 127 is used.

If an array «/ement is directly accessed, the element has to have the extended
property defiied. If not, verification fails.
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Programming Languages The ControlLogix controller supports these programming languages: online
and offline.

Table 45 - ControlLogix Controller Programming Languages

Language Is best used in programs with

Relay ladder Continuous or parallel execution of multiple operations (not sequenced)

Boolean or bit-hased operations

Complex logical operations

Message and communication processing

Machine interlocking

Operations that service or maintenance personnel :ave to interpret to
troubleshoot the machine or process

Function block diagram Continuous process and drive control

Loop control

Calculations in circuit flow.

Sequential function chart (SFC) High-level managem ~t o1 muitiple operations

Repetitive sequ<: ce of operations

Batch proces.

Motian zant ol using structured text

Stawemiachine operations
|

Structured text | Complex mathematical operations

Specialized array or table loop processing

ASClI string handling or protocol processing

For informaiion about programming in these languages, see the Logix5000
Controllers Common Procedures Programming Manual, publication
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Add-On Instructions

With RSLogix 5000° software, version 16.03.00 or later, and Logix Designer
application, version 21.00.00 or later, you can design and configure sets of
commonly used instructions to increase project consistency. Similar to the
built-in instructions that are contained in Logix5000 controllers, these
instructions you create are called Add-On Instructions. Add-On Instructions
reuse common control algorithms. With them, you can do the following:

¢ Ease maintenance by animating logic for one instance.
e Help protect intellectual property with locking instructions.

¢ Reduce documentation development time.

You can use Add-On Instructions across multiple projects. Y¢ 1 can define your
instructions, obtain them from somebody else, or copy them t om another
project.

Table 46 explains some of the capabilities and advar.ragzs of use Add-On
Instructions.

Table 46 - Add-On Instruction Capabilities

Capability Description

Save Time With Add-On Instructions, you can combine your most commonly used logic into sets of reusable instructions. You save time when you
create instructions for your projects and share them with others.Aa-On Instructions increase project consistency because commonly
used algorithms all work in the same manner, regardless.of wi o iinplements the project.

Use Standard Editors You create Add-On Instructions by using one of three pragra. ning editors:

« Relay Ladder
« Function Block Diagram
« Structured Text

Export Add-On Instructions

You can export Add-On Instructions to rtier biajects and copy and paste them from one project to another. Give each instruction a
unique name so that you don't accic'eniolly ¢ verwrite another instruction of the same name.

Use Context Views

Context views let you visualize the loy < of an instruction for instant, simplified online troubleshooting of your Add-On Instructions.
Each instruction contains a i2visior, a change history, and an auto-generated help page.

(reate Custom Help

When you create an inst:uction, you enter information for the description fields. This information becomes custom Help.

Apply Source Protection

As the creatar of 3dd-0iv Instructions, you can limit users of your instructions to read-only access, or you can bar access to the internal
logic or loca narameters that are used by the instructions. This source protection lets you stop unwanted changes to your instructions
and he Hs pre_ect your intellectual property.

Controller Organizer

= 5] Controller Controller_Add_On_In structions_Samples

i Controller Tags

[ Controller Fault Handler
- [*3 Power-Up Handler
+1-(23 Tasks

—B Meotion Groups

— Add-On Instructions

412 BSEL

+1.- (7} DeltaT

4173 InsertionSortDINT
135 InsertionSortReal

Once defined in a project, Add-On Instructions behave similarly to the built-in
instructions in Logix5000 controllers. They appear on the instruction tool bar
for easy access along with internal instructions.

Figure 38 - Add-On Instructions

Instruction Toolbar

L | H = BEEL  DueltaT :gffs" :gig.srt »
1" Favorites b Add-On 4 Alarms A Bit A Timer/Counter A
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Access the Module Object

The MODULE object provides status information about a module. To select a
particular module object, set the Object Name operand of the GSV/SSV
instruction to the module name. The specified module must be present in the
I/O Configuration section of the controller organizer and must have a device
name.

Create the Add-On Instruction

With Logix Designer application, version 24.00.00 and later, you can access a
MODULE object directly from an Add-On Instruction. Previously, you could
access the MODULE object data but not from within an Ad¢ -On Instruction.

You must create a Module Reference parameter when you define the Add-On
Instruction to access the MODULE object data. A/Medule Reference
parameter is an InOut parameter of the MODULE data type that points to the
MODULE Object of a hardware module. You czn use module reference
parameters in both Add-On Instruction lo, '~ and program logic.

Add-0On Instruction Definition - AQI_MeduleSts v1.0 e b "ﬂ Data Context: & ADI ModuieSts <defintions
| General | Parameters” | Local Tags | Scan Modes | Signature | Change History I Help | - -
> Get System ";ﬂ|L|E —

Mame Usage | Data Type Mlias For | Default lﬂ | Llsse-tarme———adulz_|
Enableln ot |BOOL - Qggiorce tame 10 tiodRei 3

‘Ul:lml:rr--BeGL\ - (111 Dest EntrySts
10_ModRef InOut  [MODULE ) tt eI

&

160

For more info metion on the Module Reference parameter, see the Logix5000
Controllert Ada-On Instructions Programming Manual, publication

1756-PMO010 and the Logix Designer application online help.

The MODULE object uses the following attributes to provide status
information:

o EntryStatus

o FaultCode

¢ Faultlnfo

o FWSupervisorStatus
o ForceStatus

e Instance

e LEDStatus

¢ Mode

e Path

The Path attribute is available with Logix Designer application, version
24.00.00 and later. This attribute provides a communication path to the
module.

For more information on the attributes available in the MODULE object, see

the Logix 5000 Controllers General Instructions Reference Manual,
publication 1756-RM003.
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Monitoring Controller Status

Monitoring 1/0 Connections

The ControlLogix controller uses Get System Value (GSV) and Set System
Value (SSV) instructions to get and set (change) controller data. The controller
stores system data in objects. There is no status file, as in the PLC-5° processor.

The GSV instruction retrieves the specified information and places it in the
destination. The SSV instruction sets the specified attribute with data from the
source. Both instructions are available from the Input/Output tab of the
Instruction toolbar.

Figure 39 - GSV and SSV Instructions for Monitoring and Setting Attributes

35
Get System alue
Class Mame
Instancetlame
Attribvaiz Waime
[es=t

R BN IR S |

T

LS
—  — Set System YWalue
Clazs Mame
Instance Mame
Attribute Mame
Source

R ]

T

When you add« CSV/SSV instruction to the program, the object classes,
object namcs, and attribute names for the instruction are shown. For the GSV
instruction, y»u can get values for the available attributes. For the SSV
instructior; only the attributes you can set are shown.

Soite object types appear repeatedly, so you have to specify the object name.
For example, there can be several tasks in your application. Each task has its
own Task object that you access by the task name.

There are several objects and attributes that you can use the GSV and SSV
instructions to monitor and set the system. For more information about GSV
instructions, SSV instructions, objects, and attributes see the Logix5000
Controllers General Instructions Reference Manual, publication

1756-RM003.

If communication with a device in the I/O configuration of the controller does
not occur in an application-specific period, the communication times out and
the controller produces warnings.

The minimum timeout period that, once expired without communication,
causes a timeout is 100 ms. The timeout period can be greater, depending on
the RPI of the application. For example, if your application uses the default
RPI = 20 ms, the timeout period is 160 ms.
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For more information on how to determine the time for your application,
search the Rockwell Automation” Knowledgebase for answer ID 38535. The

document is available at http://www.rockwellautomation.com/
knowledgebase.

When a timeout does occur, the controller produces these warnings;

e AnI/O fault status code is indicated on the status display of the
1756-L7x controller.

e TheI/O status indicator on the front of the 1756-L6x controller flashes
green.

o« A A shows over the I/O configuration folder {nd ¢ver the devices that

have timed out.

¢ A module fault code is produced, which you can access via the
following:

— The Module Properties dialog Yox
— A GSVinstruction

For more information abc = 1,2 faults, see the Major, Minor, and I/O Faults
Programming Manual, sublication 1756-PM014.
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Determine If I/0 Communication Has Timed Qut

This example can be used with the 1756-L7x or 1756-L6x controllers:

e The GSV instruction gets the status of the I/O status indicator (via the
LEDStatus attribute of the Module object) and stores it in the
IO_LED tag.

e IO_LED isa DINT tag that stores the status of the I/O status indicator
or status display on the front of the controller.

e IfIO_LED equals 2, then at least one I/O connection . as been lost and
the Fault_Alert is set.

Figure 40 - GSV Used to Identify I/0 Timeout

S el Fault_alert
—— Get Systemn YWalue Eqqual I
Class Mame hociule Source & DD
Instance Mame '-l
Aftribute Mame  LedStatus Source B 2
Dest 10_LED J
0 & L —

For more information abo. »attiibutes available with the Module object, see
the Logix5000 Controliers General Instructions Reference Manual,
publication 1756-RM505:

Determin. If 1/0 Communication to a Specific I/0 Module Has
Timed Out

I{ ccmmunication times out with a device (module) in the I/O configuration
of the controller, the controller produces a fault code and fault information for
the module. You can use GSV instructions to get fault code and information
via the FaultCode and FaultInfo attributes of the Module object.

For more information about attributes available with the Module object, sce

the Logix5000 Controllers General Instructions Reference Manual,

publication 1756-RM003.
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Interrupt the Execution of Logic and Execute the Fault Handler

Dependent on your application, you can want an I/O connection error to cause
the Controller Fault Handler to execute. To do so, set the module property that
causes a major fault to result from an I/O connection error. The major fault
causes the execution of the Controller Fault Handler.

First, develop a routine in the Controller Fault Handler that can respond to I/
O connection faults. Then, in the Module Properties dialog box of the I/O
module or parent communication module, check Major Fault On Controller If
Connection Fails While in Run Mode.

Figure 41 - 1/0 Connection Fault Causes Major Fault

1/0 Module Properties

General Connection® | kadule InfDl Configurationl Diagnosticsl Backplanel

Reguested Packet Interval (RPI): 200=Ams (0.2-760.0ms)
[ Inhibit Module

[v Major Fault On Contraller If Cannection Fails Wvhile in Run Mode

Parent Communication Module Properties

Gereral Connection® MDduIeInfDlBackplanel

l Requested Packet Interval (RPI): I ED.DE ms  (2.0-750.0 ms)

[ Inhibit Module
[+ Major Fault On Contraller f Connection Fails Yhile in Fun Made

[¥ Use Scheduled Connection awver CantrolNet

For more information about programming the Controller Fault Handler, see
the Major, Minor, and I/O Faults Programming Manual, publication
1756-PM014.
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System Overhead Time Slice

The controller communicates with other devices at a specified rate (scheduled)
or when processing time is available to service the communication.

The system overhead time slice specifies the percentage of time a controller
devotes to service communication. If you have a continuous task, the system
overhead time slice that is entered on the Advanced tab of the Controller
Properties dialog box specifies the continuous task/service communication
ratio. However, if there is no continuous task, the overhead time slice has no

effect.

Table 47 shows the ratio between the continuous task and service
communication at various system overhead time slices for RS .ogix 5000,
version 16.03.00 or later, and Logix Designer version 21.06:0C or later.

Table 47 - Ratio between Continuous Task and Service Communicition

Time Slice Continuous Task Duration | Seronmmunication Duration
10% 9ms ( |_1 ms
20% 4ms Tms
25% 3ms ' ms
33% 2ms ] Tms
50% Tms s Tms
66% ms 2ms
75% Tme 3ms
80% I'ms 4ms
90% O s 9ms

As shown in the table, if the system overhead time slice is less than or equal to
50%. th duration stays fixed at 1 ms. The same applies for 66% and higher,
exceqit there are multiple 1 ms intervals. For example, at 66% there are two 1 ms
tnrervals of consecutive time and at 90% there are nine 1 ms intervals of
consecutive time.
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Configure the System Overhead Time Slice

To configure the system overhead time slice, perform this procedure.

1. In the Controller Organizer, right-click the controller and choose

Properties.

The Controller Properties dialog box appears.

@ C ller Properties - develop_applications = @

MNonvolatile Memary I Memary I Intemet Protocol I Port Configuration | Network I Security I Alam Log

General | Major Faults | Minor Faults | Diate/Time | Advanced | SFC Evecution

| Project

Power-Up Handler: nones -

System Overhead 20 =
Time Slice: =

During unused System Overhead Time Slice
@ Run Continuous Task
() Reserve for System Tasks, eg Communications

[ Match Project to Controller

Serial Number: |0

[ Mlow Consumed Tags to Use RP) Prov/ded Uy Froducer

oK | [ Ccancel Apply

Click the Advanced tab.

b

Enter a numeric value in the System Overhead Time Slice box.

4. Use Run Continuous Task (default) or Reserve for System Tasks.

e The Run Continue Task radio button is used when there is no
communication or background tasks to process; controller

immediately returns to the continuous task.

e The Reserve for System Task radio button allocates the entire 1 ms of

the system overhead time slice whether the controller has

communication or background tasks to perform before returning
back to the continuous task. This option lets you simulate a

communication load on the controller during design and

programming before HMIs, controller to controller messaging, and

so forth, are configured.

5. Click OK.
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Sample Controller Projects

The Studio 5000 Logix Designer” application includes sample projects that
you can copy and modify to fit your application. To access the sample projects,
choose Open Sample Project in the Studio 5000” interface and navigate to
Samples > ENU > v24 > Rockwell Automation.

Figure 42 - Opening Sample Projects

Rockwell Software

Studio 5000

Create Open Explore

New Project Existing Project Hel
From Import Sample Project % ele. = Mtes
From Sample Project Abe

Recent Projects

—
& stucture_Example & controllogix_sercos_m & develop_spplications @ Controlles_Change_IF. &
@ controlles_Add_on_in & Example_3 & Example_1 o test .
B " — >}

‘® ()= L« ENU » w24 » Rockell Autom o ™ - |4 ||| Search Rockwell Automation 0
P — = WgF |
Organize = New folder =+ @l
- ~ Name : Date modified Type % II
B Desktop . PlaptP- 9/24/2014 10:36 AM  File folde| _
& Downloads [~ ? ’,.Ad_Dn_Instruchons_Samp\ESAC% 8/25/2014 9:22 AM Logix Des| 1
| Recent Places - ] 8/25/20149:22 AM Logix Des— !
2 CF_Read_Write ACD 8/25/2014 9:22 AM Logix Des “
78 Libraries ‘ | ﬁ CF_Read_Write_Example ACD 8/25/2014 .22 AM  Logix Des
= Documd s 3 @ CFM_GenericProfileExample.ACD 8/25/20149:22 AM  Logix Des
J’ Music 1 ﬁ CMET_messaging.acd 8/25/2014 %20 AM  LogixDes |
[ Pictures & CompactLogix 10_Example.acd 8/25/20149:20 AM  Logix Des
KN Videos @ ControllerLogServices. ACD 8/25/20149:23 AM  Logix Des
@ Coord_Motion_Blend_Circle_Diamond_S..  8/25/2014 9:22 AM Logix Des
3 [ |\ Computer @ Coord Motion_Drill_Cycle Infeed Blend... £/25/2014 9:22 AM  Logix Des
|‘| &2, Local Disk (C:) @ CPU_Chassis_Info_MSG.ACD 8/25/20149:20 AM  Logix Des
| 1 m ﬁ DayQOfWeek ACD 8/25/2014 9:22 AM  Logix Des
€ Metwork I Ao ©IEINAA DY AR | P T
LA m | »

Filename: Add_On Instructions Samples. ACD [LﬂglxDES\gﬂEr("ﬂid.‘"ﬁk:’-Bﬂ; ']

[ Cpen Cancel ]
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Notes:
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Using the PhaseManager Tool

Topic Page
PhaseManager Overview 169
Minimum System Requirements 17
State Model Overview m
PhaseManager Tool versus Other State Models 174 -
Equipment Phase Instructions | 174 o
PhaseManager Overview The PhaseManager™ tool lets you add equipment phases to your controller. An

equipment phase helps yor laz sur your code in sections that are easier to write,

find, follow, and change.

Table 48 - PhaseManager Ten.:z.0logy

Term | Nesc iption
Equipment phas: —T + Aswith a program, an equipment phase is run in a task and is given a set of routines and
. Larﬂ‘?l.(.e a program, an equipment phase runs by a state model and lets you do one
activity.
Slnf; w:o:el «Astate model divides the operating cycle of your equipment into a series of states. Each

state is an instance in the operation of the equipment, the actions, or conditions of the
equipment at a given time.

« The state model of an equipment phase resembles that of the S88 and PackML state
models.

State machine An equipment phase includes an embedded state machine that does the following:

« (alls the routine that is associated with an active state
«Manages the transitions between states with minimal coding
« Makes sure that the equipment goes from state to state along an allowable path

PHASE tag When you add an equipment phase, the application creates a tag for the equipment phase.
The tag uses the PHASE data type.
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[ Tasks
L ]:g_ MainTask

— & Add Water Phase

A PHASE tag gives you the status of an equipment phase.
I: Controller Name =g| & | Value € | Force Mask € | Style Data Type
|_ —|- Add_Water [-..1 [...1 FHASE
%] Controller Tags +|- Add_Water State o Decimal DINT
] g

Figure 43 - PhaseManager Overview

Add_Water. Running 0 Decimal BOOL
Add_Water Holding 0 Decimal BOOL
Add_Water Restarting 1] Decimal BOCL

An equipment phase directs one activity of your equipment.
A state model divides the activity into a series of states.

Running State Routine

4 I How to add water

— My Equipment Program

— & Mix Phase

— & Drain Phase

— & Space Parts Phase
— Ea' MainProgram

Equipment phase instruction..zont-ol the transitions between states and handle faults.
PSC POVR PCLF PRNP PATT

PCMD oL PXRQ PPD PDET

|

|_ Other code controls the actions of your equipment.

N

Water Feed Conveyor Enable Axes
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Minimum System To develop PhaseManager programs, you need the following:

Requirements .

A ControlLogix" controller at firmware revision 16 or later

A communication path to the controller

RSLogix 5000° software, version 16.03.00 or later or Logix Designer
application, version 21.00.00 or later

To enable PhaseManager support, you need the Full or Professional edition of
the software, or the software with PhaseManager software (catalog number

9324-RLDPMENE).

State Model Overview A state model defines what your equipment does under diftere it conditions,
and how the states relate to each other. Each state can ke described as an Acting
state or Waiting state.

Table 49 - States in PhaseManager Software

State

Description

Acting

Does something or several thingsfor certain time or until certain conditions are met. An
acting state runs once or repez ly.

Waiting

Shows that certain conditic ns ai'» met and the equipment is waiting for the signal to go to the
next state.

Figure 44 - PhaseManager S'a*< Transitions

Start Hold

Resetting

mgtfarting
N

Holding

Hoi

Your equipment can go from any state in the box

to the stopping or aborting state.
— - " Held

Restart

-~

Acting states are the things your

Reset
Comnlete
Reset

Stopped

Abort equipment does at a given time.

Waiting states are the condition
of your equipment when it is
between acting states.
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—p» =Transition

Command

With a state model, you define the behavior of your equipment during Acting

states.

Table 50 - Acting States in the PhaseManager State Model

State Question to Ask

Resetting How does the equipment get ready to run?

Running What does the equipment do to make product?

Holding How does the equipment temporarily stop making product without making scrap?
Restarting How does the equipment resume production after holding?

Stopping What happens during a normal shutdown?

Aborting How does the equipment shut down if a fault or failure occurs?

How Equipment Changes States

The arrows of the state model show the scazes thzough which your equipment

progresses:

e Fach arrow is called a transit:. a.

e A state model lets the equ.pmznt make only certain transitions. This
restriction standardizes riig behavior of the equipment so that other
equipment using the' . me model behaves the same way.

Figure 45 - PhaseManager Transition Commands

Done — No command. Use PSCinstruction instead.

I
Start

Resetting

Running  — r
L ‘ )

Hold

Your equipment can go from any state in the box
when it receives a stop or abort commend.

Restart

172

Reset

Reset

Stopped

Abort
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Table 51 - PhaseManager Transitions

Type of Transition

Description

Command

A command tells the equipment to do something. For example, the operator pushes the
start button to begin production and the stop button to halt production.

The PhaseManager tool uses these commands:
Reset Stop Restart
Start Hold Abort

Done

Equipment goes to a waiting state when it is finished with what it is doing. You do not give
the equipment a command. Instead, you configure your code to signal when the phase
state is finished.

Fault

Afault tells you that something out of the ordinary has happene(  You configure your code
to look for faults and act if it finds any. If you want to shut down y¢ 'r equipment as quickly
as possible when it detects a fault, configure your code to loniTar t. at fault and give the
abort command if it finds it.

Manually Change States

You can manually change an equipmer phase. To change a PhaseManager
state, perform this procedure.

1. Open the Equipment I'base Monitor.

2. Take ownership cfthe quipment phase by clicking Owners and clicking

Yes.

3. Click the ¢ommand that initiates the state you need (for example, Start

or Rese®).

4. After jou have finished manually changing the state, click Owners to
telease your ownership.

E yuipment Phazes:
Eatdy Phaze

ment Phase Monitor - My_Phase

CEX

P Dwnerls): RS Logis 5000(1)

Start

Funning

Haolding ]—{ Held ]
h

L

Resetting rting |wf——-—
A A

Stop Abort

b 2

b h 4
Complete (Stopping)—(Aboding)

Pase (Gomper)  (mores )
| |

&
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PhaseManager Tool versus
Other State Models

Equipment Phase
Instructions

174

Table 52 compares PhaseManager state models to other state models.

Table 52 - PhaseManager Tool and Other State Models

PhaseManager Tool $88 PackML

Resetting. ..Idle Idle Starting. . .Ready
Running. ..Complete Running. ..Complete Producing
Subroutines or breakpoints Pausing. . .Paused Standby

Holding. . .Held Holding. . .Held Holding. . .Held
Restarting Restarting None

Stopping. . . Stopped Stopping. . . Stopped Stoppirg.. . Stopped

Aborting. .. Aborted

Aborting. .. Aborted Aborting .. Aborted

The controller supports several equipment-phase relay ladder and structured

text instructions.

Table 53 - Instructions for Use with PhaseManacerTo :

Instruction Instruction Functior:

PSC Signal a phase that the s’ ate routine is complete and to go ahead to the next state.

PCMD Change . <ta1t av'substate of a phase.

PFL Sign&i aailure for a phase.

PCLF Clexr th;ailure code of a phase.

PXRQ | Ir tiate communication with RSBizWare™ Batch software.

PRNP U Clear the NewInputParameters bit of a phase.

PPD Configure breakpoints within the logic of a phase.

PATT \ Take ownership of a phase to one of the following:
- Stop another program or RSBizWare Batch software from commanding a phase.
« Make sure another program or RSBizWare Batch software does not own a phase.

_.‘bET Relinquish ownership of a phase.
POVR Override a command.

For more information about instructions for use with equipment phases, see
the PhaseManager User Manual, publication LOGIX-UMO001.
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ControlLogix Redundancy
Overview

Redundant Systems

Topic Page
ControlLogix Redundancy Overview 175

System Requirements 177

System Considerations 178 \\
Build a Redundant System 179 -
ControlNet Considerations in Redundant Systems 180

EtherNet/IP Considerations in Redundant Systems 180

Redundancy and Scan Time 181

Redundancy provides mere s stem availability by switching control to a
secondary controller chassis if a fault occurs in the primary controller chassis.

The redundantsyssein switches control from the primary to the secondary

when these fauiss'occur:

o «.Power loss to primary chassis

Hardware or firmware failure of any module in the primary chassis

e A major fault in the user program on the primary controller

e Loss of communication between the primary chassis and remote

ControlNet or EtherNet/IP modules

e Disconnection of an Ethernet patch cable from an EtherNet/IP
communication module or ControlNet cable connector on ControlNet
communication module in the primary chassis

e Removal or insertion of any module in the primary chassis

e A user command that causes a switchover
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Figure 46 - ControlLogix Enhanced Redundancy System
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1/0 Connected via ControlNet Network

IControlNet Scanner

Digital Output
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lAnalog Input

/0 can be connecced via an EtherNet/IP network beginning with Enhanced Redundancy System revision 19.50.
Redundancy requires no additional programming and is transparent to any
aevices connected over an EtherNet/IP or ControlNet network.

Redundancy modules that are placed in each redundant chassis maintain the
communication between the redundant chassis.

Depending on how you organize your project, outputs can experience a change
in state (bump) during a switchover:

¢ During the switchover, outputs that are controlled by the highest
priority task experience a bumpless switchover. For example, outputs do
not revert to a previous state.
e Outputs in lower priority tasks can experience a change of state.
For detailed information about ControlLogix® redundancy systems, see the

ControlLogix Enhanced Redundancy User Manual, publication 1756-
UMS35.
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System Requirements

Most redundant systems must use at least these system components. For some

applications, the ControlNet and EtherNet/IP modules are optional.

Table 54 - System Requirements

Quantity

Item

Notes

2

ControlLogix chassis

Both chassis must be the same size.

2

ControlLogix power supply

Must be the same in each chassis.

2

ControlLogix controller

Use 1756-L6x or 1756-L7x controllers.

Use the same catalog number, series, firmware revision, and
memory size controllers in each chassis.

Same slot placement.

ControlLogix ControlNet
communication module

Use 1756-CN2/B, 1756-CN2R/B, or 175 -CN2RXT modules.
ControlNet modules in the chassis must | = identical in firmware
revision, in series, slot placement” ana'mu dule type.

ControlLogix EtherNet/IP
communication modules

Use the 1756-EN2T, 1756-ENTXT, or 1756-EN2TR modules.
Must be identical in firm ware revision, slot placement, and
module type.

Redundancy module

Use 1756-RM2/0r 1756-rM2XT modules.

Redundanr mot<s in the chassis must be identical in
firmwara rev. an and slot placement.

For L3 high performance systems, RM modules must be RM/B
. “d mus.have the same series and firmware revision in the
cha. i

Tor2

Redundancy module cable
(fiber-optic)

Usethe 1756-RMCx cable.
Standard lengths are available.

Additional ControlMctode.

Place all 1/0 in remote chassis or DIN rails.

Add at least two nodes to each ControlNet network and the
redundant chassis pair.

For enhanced redundancy, you must have at least one
keeper-capable ControlNet device at a node address lower than
the node addresses of the ControlNet modules in the redundant
chassis.
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System Considerations When you are configuring a redundant ControlLogix system, these

considerations to modules in the redundant chassis must be made.

Items in Primary and Consideration
Secondary Chassis

ControlLogix controller « When configured for redundancy, the secondary controller automatically
receives and buffers data.

« Aredundant controller uses twice as much data memory and I/0 memory space
as a nonredundant controller.

« Aredundant controller has a longer scan time than a nonredundant controller.

« The ControlLogix Enhanced Redundancy User Manual, publication
1756-UM535, provides detailed information about minimizing the scan time
impact.

« You do not need a redundancy-specific version of Logix ‘esigner software, but
it must match your Enhanced Redundancy Syster: revisic 1 level.

+ Inanenhanced redundancy system, two con‘roiiars.of the same type can reside
in a controller chassis.

Communication modules « Inanenhanced redundancy system, as ma:3j'as seven communication modules
can reside in a controller chassisn any -ambination of EtherNet/IP modules
and ControlNet modules

« To connect to other networ. hridge through another ControlLogix chassis
outside the redundar* system.

« Forbest results. . = a separate network for HMI and 1/0 communication.

1/0 modules - Alll/Ois rerote fom the redundant controller chassis.

« Bnainring with Enhanced Redundancy System revision 19.50, EtherNet/IP
ne.arks i redundant systems can be used for remote I/0 or produced/
ansu. .ed data.

Redundant power supplies Th'e;56-PA75R and 1756-PB75R redundant power supplies provide reliable
chassis power.

Redundant ControlMetinedia” | Redundant media provide more reliable ControlNet communication.

Ethernet Device evel King Duel-port Ethernet modules (1756-EN2TR) can be used to connect to a ring to
provide more reliable Ethernet communication.

Fée.complete information about to design and plan modules for use in your
redundant ControlLogix chassis, see the ControlLogix Enhanced Redundancy
User Manual, publication 1756-UMS535.
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Enhanced Versus Standard Redundancy

While the enhanced and standard redundancy systems operate in a similar
manner, there are some key differences between the two platforms. Table 55
compares the enhanced and standard redundancy system features.

Table 55 - Comparison of Enhanced Redundancy to Standard Redundancy

Feature Enhanced Standard
System(1 System

Supports enhanced ControlLogix ControlNet and EtherNet/IP communication v

modules, for example, the 1756-CN2/B or 1756-EN2T modules

Supports standard ControlLogix ControlNet and EtherNet/IP communication v

modules, for example, the 1756-CNB/D or 1756-ENBT modules

Compatible with the single-slot 1756-RM redundancy modules | v v

Compatible with the double-slot 1757-SRM redundancy modules 9 v

Support for all 1756-L6x and 1756-L7x ControlLogix controllers v

Use of ControlLogix- system components, for example, the 2756 ?XT controller v

and the 1756-CN2XT module

Availability of /0 over an EtherNet/IP network, in<luai. ~ Redundant I/0 systems v

(1) Availability of some features that are suppor e ennanced redundancy is dependent on the system revision used. For more
information, see ControlLogix Enhance. “=dun<ziicy System User Manual, publication 1756-UM535.

Build a Redundant System To build a typisal vecundant system, perform this procedure.

1. Instaiia ControlLogix chassis and power supply.
2. tne primary chassis, add 1756-L6x or 1756-L7x controllers.

You cannot mix 1756-L6x and 1756-L7x controllers in the same chassis.
3. Add one or more ControlNet or EtherNet/IP communication modules.
4. Add one redundancy module.

5. Configure a secondary chassis that is identical to the primary chassis.

IMPORTANT  Components in the redundant chassis pair must be identical in module
configuration.

6. Connect the redundancy modules in the chassis.
7. Add I/O modules to ControlNet or EtherNet/IP networks.
8. Add operator interfaces to ControlNet or EtherNet/IP networks.
For detailed information to design and build an enhanced redundant system,

see the ControlLogix Enhanced Redundancy System User Manual, publication
1756-UM535.
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ControlNet Considerations
in Redundant Systems

EtherNet/IP Considerations
in Redundant Systems

180

You can have as many as seven ControlNet communication modules in a
redundant chassis.

IMPORTANT  With each ControlNet network, you must have at least two nodes external to
the redundant controller chassis to avoid timeouts on switchover.

The lowest node of each ControlNet network must be outside the redundant
controller chassis.

For information on ControlNet considerations for enhanced redundant
systems, see the ControlLogix Enhanced Redundancy System User Manual,
publication 1756-UM535.

You can have as many as seven EtherNet/IP modulcs in'the redundant chassis.

In a redundant system, you can use Ether™Net, TP for HMI communication or
inter-controller messaging. HMI can comn. nicate directly to with the
primary controller. You no longer need . SLinx" Alias Topics.

ControlLogix redundancy supports ZtherNet/IP for I/O control or to
produce and consume dat’ beginiing with Enhanced Redundancy System
revision 19.50, and can he u. 4 for the following:

e 1715 Redundanrt /0
e Remote I/D modules
e HMI conn:ctions to the primary controller

e Produring and consuming data

Foriniormation on EtherNet/IP considerations for enhanced redundant
systeins, see the ControlLogix Enhanced Redundancy System User Manual,

nublication 1756-UMS535.

IP Address Swapping

Firmware revision 13, and later, supports IP address swapping in redundant
systems. With IP address swapping, you configure the primary and secondary
EtherNet/IP modules with the same IP address. The primary EtherNet/IP
module takes the IP address; the secondary module takes that address plus one
in the last address segment.

On a switchover, the EtherNet/IP modules swap IP addresses. HMI devices
automatically continue to communicate with the new primary controller
because the IP addresses were swapped. Because of the way EtherNet/IP
modules work, during a switchover, communication between the controller
and an HMI device halts for several seconds, typically less than a minute.
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Redundancy and Scan Time

At the end of each program, the primary controller synchronizes and crossloads
fresh data to the secondary controller. This process keeps the secondary
controller up-to-date and ready to take over. It also increases the scan time
when compared to a nonredundant system.

e amount of time a crossload consumes depends on how much data the
Th toft load depends on h h data th
primary controller has to crossload:

e The primary controller synchronizes and crossloads any tag to which an
instruction wrote a value, even the same value, since the last crossload.

e Crossloading also requires a small amount of overhead -ime (1 ms per
crossload) to tell the secondary controller which pregra n the primary
controller is executing,

Redundancy firmware revision 16.53, or later, limits=iich programs precede
synchronization and data crossloading. In mary apglications, changing this can
reduce the overall impact to the task scan‘time by reducing the number of times
a data area is synchronized. Removing a‘sync..ronization point results in 1 ms
of overhead time that is saved and a' v ti1. ¢ that was used to crossload the data.

For complete details about the szantime of a redundant system, see the
ControlLogix Enhanced 1 dundancy System User Manual, publication

1756-UMS535.
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Notes:
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1756-L7x Controller Status Display and Indicators 186
1756-L7x Controller Status Display 186
1756-L7x Controller Status Indicators 194
1756-L6x Status Indicators 196
Use Logix Designer The Studio 5000 Logix Designer” anplication indicates fault conditions in the
T following ways:
Application for 5V
. e Warning signal on the main screen next to the module - This occurs
Troubleshooting

when the connectiC » to'rhe module is broken. The controller state also
indicates Faulted-and « ie Controller fault is illuminated in red.

File Edit View Sefich Logic Communications
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No Edits 4 Energy Storage OK
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=45 Tasks

9@ MainTask

¢ @B MainProgram

.21 Add-On Instructions
=25 Data Types
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Cﬂ, Strings
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g Predefined
Cﬂ, Module-Defined
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e Message in the status line of a screen.

| Module Properties: Locall (1756-OF811.1) = |
General ‘Cannact\un I Module Info |Conﬂgum1ion | Limit Corfiguration | Calibration IT\me Sync
Type 1756-0F8I 8 Channel Voltage,/Curent Analog Output
Vendor: Allen-Bradley
Parent: Local
Name: | Slet: |1 b
-
Description: I

Module Definition

Series: A Change j
Revision: 11
Blectronic Keying:  Compatible Module

Connection: Output Data
Status: Fauked [ ok Aoply Help

On the Module Info tab, in the Stai ‘s sec:ion, the Major and Minor Faults are
listed along with the Internal Staz¢ of uie module.

Notification in the Tag £ “itor~ General module faults are also reported in
the Tag Editor. Diagnosti: faults are reported only in the tag editor.

The Value field irdicates a fault with the number 1.

Scope: [0 Test Casenl »  Show: All Tags
Name ==& |Value * | Force Mask * | Style Data Type
Hilocat 1L {...} {...1 AB:1756_OF8I.C:0
= nen ! ...} focol] AB:1756_OFBI:I:0
B _J;—:-L;cal:'l:l.Fault 231111 11... Binary DINT
L-‘:— —Local:1:1.Fault.O 1 Decimal BOOL
—Local:1:1.Fault 1 1 Decimal BOOL
—Local:1:1. Fault.2 1 Decimal BOOL
—Local:1:1. Fault.3 1 Decimal BOOL
|| —Local:1:1 Fault 4 1 Decimal BOOL
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Fault Type Determination

To display recent fault information in the Major Faults tab of the Module
Properties screen, you must check the Major Fault on Controller option in the

Connection tab.

# | Module Properties: Local:1 (1756-OF811.1)

oile ]|

Cannection | Madule Info | C: [ Lmit Cortiguration | Calibration | Tme Sync

Requested Packet Interval (RFI) 1002] s 10-7500)

[l inhibit Mo
Major Fautt On Controller F Connection Fails Whie in Run Mode

Module Faut
(Code 16#0204) Connection Request Error: Connection request timed out

]

When you are monitoring the ¢onfiguration properties of a module in the
Logix Designer applicatio. »nd-+eceive a Communication fault message, the

Major Faults tab indicazes the type of fault under Recent Faults.

\ﬁ Controller Proper e - Test_case 1 = @
Project | . hvaancy | MNonvolatie Memoy | Memoy | Secuiy |  Aasmlog |
Genersl T Major Fauks | MinorFauts |  Dste/Tme |  Advanced |  SFC Execution

1me  ‘fault since last clearsd. -

LI

Recent k. s

12/33/1997 7:25:58 FM -
v\ (Tyce 03)1/0 Faul
I\ {Code 16) /0 module connection failed on required

module.

Port Backplane

Module: Local:1

Emor. Connection timed out

Info: <none>
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1756-L7x Controller Status The 1756-L7x controllers have four status indicators and one four-character

Display and Indicators scrolling status display.
Figure 47 - 1756-L7x Status Display and Indicators

Logix557x
] Scrolling Status Display, see page 186
- O Em Em Em | Status Indicators, see page 194
RUN FORCE SD 0K
N REM %Oc -

1756-L7x Controller The 1756-L7x controller status display scrolls tnessages that provide
. information about the firmware revision, F”Mstatus, project status, and major
Status Dlsplay faults of the controller.

General Status Messares

The messages that are assciibed in Table 56 are typically indicated upon
powerup, powerdewr, and while the controller is running to show the status of
the controller 2n¢.th’: ESM.

Table 56 - Ge:' ‘ral Status Messages

Message Interpretation

N miessege isindicated | The controller is Off.

Check the OK indicator to determine if the controller is powered and determine the
state of the controller.

TEST The controller is conducting power-up tests.
PASS Power-up tests have been successfully completed.
SAVE A project is being saved to the SD card. You can also view the SD Indicator

(see page 195) for more status information.
Allow the save to complete before:
«removing the SD card.

« disconnecting power.

LOAD A project is being loaded from the SD card at controller powerup. You can also view the
SD Indicator (see page 195) for more status information.

Allow the load to complete before doing the following:

+ Removing the SD card

« Disconnecting power

+ Removing the ESM module

UPDT A firmware upgrade is being conducted from the SD card upon powerup. You can also
view the SD Indicator (see page 195) for more status information.

If you do not want the firmware to update upon powerup, change the Load Image
property of the controller.

CHRG The capacitor-based ESM is being charged.

1756-L7x/X The controller catalog number and series.

186 Rockwell Automation Publication 1756-UM001P-EN-P - May 2017



Troubleshoot the Module ~ Appendix A

Table 56 - General Status Messages (Continued)

Message Interpretation
Rev XXxxx The major and minor revision of the firmware of the controller.
No Project No project is loaded on the controller.
To load a project, do one of the following:
Use Logix Designer application to download the project to the controller
« Use a SD card to load a project to the controller
Project Name The name of the project that is currently loaded on the controller.
BUSY The I/0 modules that are associated with the controller are not yet fully powered.
Allow time for powerup and I/0 module self-testing.
Corrupt Certificate The security certificate that is associated with the firmware is orrupted.
Received

Go to http://www.rockwellautomation.com/support/ and downloa ' the firmware revision
you are trying to upgrade to. Replace the firmware revisiva that jou have previously
installed with that posted on the Technical Support xvehsite.

Corrupt Image Received

The firmware file is corrupted.

Go to http://www.rockwellautomation.com/support; 2:d download the firmware revision
you are trying to upgrade to. Replace tha firmware revision that you have previously
installed with that posted on tha Tectnical Support website.

ESM Not Present

An ESM is not present and theconu'2r cannot save the application at powerdown.

Insert a compatible ESM, 2nq, € using a capacitor-based ESM, do not remove power
until the ESM is charge.

ESM Incompatible

The ESM is incomp. tible'with the memory size of the controller.
Replace the iri -oripatible ESM with a compatible ESM.

ESM Hardware Failure

Afailure wic*he ESM has occurred and the controller is incapable of saving of the
prog ar. ir the event of a powerdown.

Rer’ace tne ESM before removing power to the controller so the controller program is
saved.

ESM Energy Low

1he capacitor-based ESM does not have sufficient energy to enable the controller to
save the program in the event of a powerdown.

Replace the ESM.

ESM Charging

The capacitor-based ESM is charging.
Do not remove power until charging is complete.

i'asivin Progress

A firmware upgrade initiated via ControlFLASH™ or AutoFlash utilities is in progress.
Allow the firmware upgrade to complete without interruption.

Firmware Installation

The controller is using boot firmware (that is revision 1.xxx) and requires a firmware

Required upgrade.
Upgrade controller firmware.
SD Card Locked An SD card that is locked is installed.
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Fault Messages

If the controller displays a fault, these messages can be indicated on the status

display.
Table 57 - Fault Messages

Message

Interpretation

Major Fault TYX:CXX message

A major fault of Type XX and Code XX has been detected.

For example, if the status display indicates Major Fault T04:C42 Invalid
JMP Target, a JMP instruction is programmed to jump to an invalid LBL
instruction.

For details about major recoverable faults, se¢ -he Logix5000™ Major,
Minor, and /0 Fault Codes Programming Manu |, publication
1756-PM014.

1/0 Fault Local:X #XXXX message

An 1/0 fault has occurred on a modu’z i *he local chassis. The slot
number and fault code are indic2tcd 'an with a brief description.

For example, I/0 Fault Local:3 #0707 "onnection Not Found indicates
that a connection to the local /0 module in slot three is not open.

Take corrective action (oecific to the type of fault indicated.

For details about ¢ h I/uault code, see the Logix5000 Major, Minor,
and 1/0 Fault (udes v gramming Manual, publication 1756-PM014.

1/0 Fault ModuleName #XXXX message

An /01 't has vccurred on a module in a remote chassis. The name of
the fzultea . wduleis indicated with the fault code and brief description
oftiefau't.

Fri example, I/0 Fault My_Module #0107 Connection Not Found
Ingicates that a connection to the module named My_Module is not
apen.

Take corrective action specific to the type of fault indicated.

For details about each 1/0 fault code, see the Logix5000 Major, Minor,
and 1/0 Fault Codes Programming Manual, publication 1756-PM014.

1/0 Fault ModulePai ‘nt:)(_ ?X;(XX message

An 1/0 fault has occurred on a module in a remote chassis. The parent
name of the module is indicated because no module name is configured
in the I/0 Configuration tree of Logix Designer application. In addition,
the fault code is indicated with a brief description of the fault.

For example, I/0 Fault My_CNet:3 #0107 Connection Not Found
indicates that a connection to a module in slot 3 of the chassis with the
communication module named My_(Net is not open.

Take corrective action specific to the type of fault indicated.

For details about each I/0 fault code, see the Logix5000 Major, Minor,
and 1/0 Fault Codes Programming Manual, publication 1756-PM014.

X1/0 Faults

1/0 faults are present and X = the number of 1/0 faults present.

If there are multiple 1/0 faults, the controller indicates that the first fault
reported. As each 1/0 fault is resolved, the number of faults indicated
decreases and the 1/0 Fault message indicates the next fault reported.
Take corrective action specific to the type of fault indicated.

For details about each 1/0 fault code, see the Logix5000 Major, Minor,
and 1/0 Fault Codes Programming Manual, publication 1756-PM014.
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Major Fault Messages

The Major Fault TXX:CXX message on the controller status display indicates
major faults. Table 58 lists fault types, codes, and the associated messages as
they are shown on the status display.

For detailed descriptions and suggested recovery methods for major faults, see
the Logix5000 Major, Minor, and I/O Fault Codes Programming Manual,
publication 1756-PM014.

Table 58 - Major Fault Status Messages

Type Code Message
1 1 Run Mode Powerup N\
1 60 Nonrecoverable \J
1 61 Nonrecoverable — Diagnostics Saved o.?r’ Card
1 62 Nonrecoverable — Diagnos'ics ﬁ’rogram Saved on SD card
3 16 1/0 Connection Fail::ve Y
3 20 Chassis Failu=
3 21
3 23 Cor nviﬂr;ailure
4 16 | u,_']own Instruction
4 20 - invalid Array Subscript
4 2 Control Structure LEN or POS < 0
4 _21 \"*~ Invalid JSR Parameter
4 -_?1 Timer Failure
4 4 Invalid JMP Target
4_ N\) 82 SFCJump Back Failure
_»“._ ) 83 Value Out of Range
4 84 Stack Overflow
4 89 Invalid Target Step
4 920 Invalid Instruction
4 91 Invalid Context
4 92 Invalid Action
4 990 User-defined
4 991
4 992
4 993
4 994
4 995
4 996
4 997
4 998
4 999
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Table 58 - Major Fault Status Messages (Continued)

Type Code Message
6 1 Task Watchdog Expired
7 40 Save Failure
7 y Bad Restore Type
7 Ly} Bad Restore Revision
7 43 Bad Restore Checksum
7 44 Failed to Restore Processor Memory
8 1 Keyswitch Change Ignored
n 1 Positive Overtravel Limit Exceeded
" 2 Negative Overtravel Limit Exceeded N\
n 3 Position Error Tolerance Exceeded V)
n 4 Encoder Channel Connection Fault
n 5 Encoder Noise Event Detected
n 6 Sercos Drive Fault Q"
n 7 Synchronous.Csnnc tion Fault
" 8 Servo Medule ke it
n 9 Asy |chto;us Connection Fault
11 10 | vor ault
" " Y% |W>torThermaI Fault
n 12 Drive Thermal Fault
n 13 \/ Sercos Communications Fault
n _14_ Inactive Drive Enable Input Detected
n 15 Drive Phase Loss Detected
11 \ 16 Drive Guard Fault
»n o 32 Motion Task Overlap Fault
) N 33 (ST Reference Loss Detected
12 32 Disqualified Secondary Controller Cycle Power
12 33 Unpartnered Controller Identified in New Primary Chassis
12 34 Keyswitch Positions of Primary and Secondary Controllers Mismatched
14 1 Safety Task Watchdog Expired
14 2 Error In Routine of Safety Task
14 3 Safety Partner Missing
14 4 Safety Partner Unavailable
14 5 Safety Partner Hardware Incompatible
14 6 Safety Partner Firmware Incompatible
14 7 Safety Task Inoperable
14 8 Coordinated System Time (CST) Not Found
14 9 Safety Partner Nonrecoverable Controller Fault
18 1 CIP Motion Initialization Fault
18 2 CIP Motion Initialization Fault Mfg
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Table 58 - Major Fault Status Messages (Continued)

Type Code Message

18 3 CIP Motion Axis Fault

18 4 CIP Motion Axis Fault Mfg

18 5 CIP Motion Fault

18 6 CIP Module Fault

18 7 Motion Group Fault

18 8 CIP Motion Configuration Fault
18 9 CIP Motion APR Fault

18 10 CIP Motion APR Fault Mfg

18 128 CIP Motion Guard Fault N\
I/0 Fault Codes

The controller indicates I/O faults on rhe stocus display in one of these
formats:

e /O Fault Local: X #XXXX message
o 1/O Fault ModuleN am+ ¥ XXX message
o 1/O Fault ModuleParc #: X #XXXX message

The first part of the format is used to indicate the location of the module with
a fault. How the lecadon is indicated depends on your I/O configuration and
the propertics of the module that are specified in Logix Designer application.

The latter part of the format, #XXXX message, can be used to diagnose the
tyne 611/0 fault and potential corrective actions. For details about each I/O
tauit code, see the Logix5000 Major, Minor, and I/O Fault Codes
Programming Manual, publication 1756-PM014.

Table 59 - 1/0 Fault Messages

Code Message

#0001 Connection Failure
#0002 Insufficient Resource
#0003 Invalid Value

#0004 101 Syntax

#0005 Destination Unknown
#0006 Partial Data Transferred
#0007 Connection Lost
#0008 Service Unsupported
#0009 Invalid Attribute Value
#000A Attribute List Error
#000B State Already Exists
#000C Object Mode Conflict
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Table 59 - 1/0 Fault Messages (Continued)

Code Message
#000D Object Already Exists
#000E Attribute Not Settable
#000F Permission Denied
#0010 Device State Conflict
#0011 Reply Too Large
#0012 Fragment Primitive
#0013 Insufficient Command Data
#0014 Attribute Not Supported
#0015 Data Too Large
#0100 Connection In Use
#0103 Transport Not Supported
#0106 Ownership Conflict
#0107 Connection Not Found
#0108 Invalid Connection Type
#0109 Invalid Connection Size
#0110 Module Not Configured \/
#0111 RPI Qut of Range "t
#0113 Out of Connecians)
#0114 Wrong ilouule
#0115 irong vevice Type
#0116 | Wrong Revision
#0117 Invalid Connection Point
#0118 \ Invalid Configuration Format
a‘)_1._9 Module Not Owned

) #011A Out of Connection Resources
#0203 Connection Timeout
#0204 Unconnected Message Timeout
#0205 Invalid Parameter
#0206 Message Too Large
#0301 No Buffer Memory
#0302 Bandwidth Not Available
#0303 No Bridge Available
#0304 ControlNet Schedule Error
#0305 Signature Mismatch
#0306 (CM Not Available
#0311 Invalid Port
#0312 Invalid Link Address
#0315 Invalid Segment Type
#0317 Connection Not Scheduled
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Table 59 - 1/0 Fault Messages (Continued)
Code Message
#0318 Invalid Link Address
#0319 No Secondary Resources Available
#031E No Available Resources
#031F No Available Resources
#0800 Network Link Offline
#0801 Incompatible Multicast RPI
#0814 Data Type Mismatch
#FDO1 Bad Backplane EEPROM
#FD02 No Error Code N\
#FDO03 Missing Required Connection V)
#FD04 No CST Master
#FDO5 Axis or GRP Not Assigned
#FD06 Sercos Transition Fault «©
#FDO7 Sercos Init Ring Fault
#FDO8 Sercos Comm Fault
#FD09 Sercos Init Node Fault \/
#FDOA Axis Attribute Rejec.
#FDIF Safety /0 0
#FD20 No Safety Task
#FEO1 ‘nvaiia Connection Type
#FE02 _In\aid Update Rate
#FEO3 Invalid Input Connection
#EFO4 \ Invalid Input Data Pointer
at_l:t: Invalid Input Data Size

) #FE06 Invalid Input Force Pointer
#FEO7 Invalid Output Connection
#FEO8 Invalid Output Data Pointer
#FE09 Invalid Output Data Size
#FEOA Invalid Output Force Pointer
#FEOB Invalid Symbol String
#FEOC Invalid Scheduled Personal Computer Instance
#FEOD Invalid Symbol Instance
#FEOE Module Firmware Updating
#FEOF Invalid Firmware File Revision
#FE10 Firmware File Not Found
#FET1 Firmware File Invalid
#FE12 Automatic Firmware Update Failed
#FE13 Update Failed - Active Connection
#FE14 Searching Firmware File
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Table 59 - 1/0 Fault Messages (Continued)

Code Message

#FE22 Invalid Connection Type
#FE23 Invalid Unicast Allowed
#FFOO No Connection Instance
#FFO1 Path Too Long

#FF04 Invalid State

#FFO8 Invalid Path

#FFOB Invalid Config

#FFOE No Connection Allowed

The status indicators are below the status display on'=h< controller. They
indicate the state of the controller as describedsin these tables.

RUN Indicator

Use the mode switch on the fiontof the controller or use the Controller Status
menu in the Logix Designe. oplication to change the controller mode that is
shown by the RUN indizator.

Table 60 - RUN Indicaor

State | Description

off fhe controller is in Program or Test mode.

Steadiy-arecn | The controller is in Run mode.

FORCE Indicator

The Force indicator shows if I/O forces are enabled on the controller.

Table 61 - FORCE Indicator

State Description

off No tags contain 1/0 force values.

Solid amber 1/0 forces are active (enabled) though I/0 force values and can be configured.

Use caution if you install (add) a force. If you install (add) a force, it immediately
takes effect.

Flashing amber One or more input or output addresses have been forced to an On or Off state, but the forces
have not been enabled.

Use caution if you enable 1/0 forces. If you enable 1/0 forces, all existing I/0 forces
also take effect.
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SD Indicator

The SD indicator shows if the SD card is in use.

Table 62 - SD Indicator

State Description

off No activity is occurring with the SD card.

Flashing green The controller is reading from or writing to the SD card.

Do not remove the SD card while the controller is reading or writing.

Solid green

Flashing red The SD card does not have a valid file system.

Solid red The controller does not recognize the SD card.
OK Indicator

The OK indicator shows the state of the contrelier.

Table 63 - OK Indicator

State Description
off No power is anolie to'cha controller.
Flashing red Either of the.follu “ngis true:
- ltisarav/centroller, out of the box, and it requires a firmware upgrade. If a firmware

upgrade isvequired, the status display indicates Firmware Installation Required. To
apgrade firmware, see Upgrade Controller Firmware on page 50.
It a previously used or in-use controller and a major fault has occurred. For details

apbout major recoverable and nonrecoverable faults, see the Logix5000 Major, Minor, and
I/0 Fault Codes Programming Manual, publication 1756-PM014.

Solid red One of the following is true:

« The controller is completing power-up diagnostics.
«The charge of the capacitor in the ESM is being discharged upon powerdown.
« The controller is powered, but is inoperable.

« The controller is loading a project to nonvolatile memory.

Solid green The controller is operating normally.
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1756-L6x Status Indicators The 1756-L6x controllers have status indicators on the front of the controller

that show the state of the controller.

RINCO 10
FORCELT] [ 232 —— Status Indicators

BATJ [ 0K

RUN REM PROG

%,

RUN Indicator

Use the mode switch on the frenvof'che controller or use the Controller Status
menu in the Logix Desigi’ ~ agnlication to change the controller mode that is
shown by the RUN indizato.

Table 64 - RUN Indicaor

T
State . Description
off The controller is in Program or Test mode.
Steady.areen The controller is in Run mode.

1/0 Indicator

The I/0 indicator shows the status of I/O modules in the project of the
controller.

Table 65 - 1/0 Indicator

State Description

off Either of the following is true:

«There are no devices are in the /0 configuration of the controller. If needed, add the
required devices to the 1/0 configuration of the controller.

- The controller does not contain a project (controller memory is empty). If prepared,
download the project to the controller.

Solid green The controller is communicating with the devices in its I/0 configuration.

Flashing green One or more devices in the I/0 configuration of the controller are not responding. For more
information, go online with the Logix Designer application to check the I/0 configuration of
the controller.

Flashing red A chassis fault exists. Troubleshoot the chassis and replace it if necessary.
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FORCE Indicator
The FORCE indicator shows if I/O forces are active or enabled.

Table 66 - FORCE Indicator

State Description

off Either of the following is true:
« No tags contain I/0 force values.
« 1/0 forces are inactive (disabled).

Steady amber | 1/0 forces are active (enabled) though 1/0 force values and can be configured.

Use caution if you install (add) a force. If you install (add) a forct it immediately takes
effect.

Flashing amber | One or more input or output addresses have been forced to an On'cr Uff state, but the forces have
not been enabled.

Use caution if you enable 1/0 forces. If you enable I/v forczs, all existing 1/0 forces also
take effect.

RS232 Indicator

The RS232 indicator shows if th- serial port is in use.

Table 67 - R$232 Status Indicat.

State Description

off There is:10 Serial connection activity.

Flashing green | Thierwis scrial connection activity.

BAT \nvdicator

Tlie BAT indicator shows the charge of the battery and if the program is being
saved.

Table 68 - BAT Indicator

State Controller Description
Series
off N/A The controller is able to support memory.
Solid green A The series A controllers do not use this state.
B The series B controller is conducting a save of the program to internal-

nonvolatile memory during a controller power down.

Solid red N/A Either of the following is true:
« Abattery is notinstalled.
« The battery is 95% discharged and requires replacement.

If the indicator is solid red before a power down, the indicator remains red while
the controller is completing a program save to internal-nonvolatile memory.
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0K Indicator

The OK indicator shows the state of the controller.

Table 69 - OK Indicator

State Description
off No power is applied to the controller.
Flashing red Either of the following is true:
- Itisa new controller, out of the box, and it requires a firmware upgrade.

Itis a previously used or in-use controller and a major fault has occurred.
«The controller is experiencing a nonrecoverable, major fault.

Steady red + Anonrecoverable major fault occurred and the program was « =ared from memory.
«The controller is powered up, in diagnostics mode.
«The controller is powered, but inoperable.

Steady green The controller is operating normally.

Flashing green The controller is storing or loading a project to or from nonvolatile memory.
If using a CompactFlash card, leave the card in the controller until the OK status indicator
turns solid green.
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1747-KY controller key
key 19
1756-BA1
check level 76
controller parts 33
storage 80
1756-BA2
check level 76
controller parts 33
estimate life 78
life after warning 79
storage 80
1756-BATM

battery 77

controller parts 33
1756-CN2

uses 95
1756-CN2R

uses 95
1756-CN2RXT

uses 95
1756-CNB

uses 95
1756-CNBR

uses 95
1756-CP3
controller parts 33
1756-DHRIO
communicatien.vi2 10)
uses
reic e l/0°99, 101
1756-DHRIOXT
6305.99,401
175¢-D\b
uses 98
1756-EN2F
uses 91
1756-EN2T
uses 91
1756-EN2TR

uses 91
1756-EN2TRXT
uses 91
1756-EN2TSC
uses 91
1756-EN2TXT
uses 91
1756-EN3TR
uses 91
1756-ENBT
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controller parts 19
ESM 28
1756-ESMCAPXT
ESM 28
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ESM 28
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controller parts 20

ESM 28
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ESM 28
1756-EWEB

uses 91
1756-1F8H
uses 104
1756-L6x
BAT indicatar 157
CPU 86
FORCE inuicator 197
10 ind"cator 196
installation
battery, install 38
battery, uninstall 38
CompactFlash card, removal 34
into chassis 40
memory options 86
OK indicator 198
RS232
indicator 197
port 105
serial driver 48
serial port 47
1756-L72EROM 9, 11

1756-L73EROM 9, 11
1756-L7x

(PU 86
double data rate (DDR) 43, 92
FORCE indicator 194
installation
ESM, uninstall 26
into chassis 21
key 22
SD card, install 23
SD card, removal 25
memory options 86
OK indicator 195
parts
included 19
SD indicator 195
status display 186
status indicators 194, 196
1756-L7xXT
extreme temperature controller 28
1756-N2 126

1756-N2XT 126
1756-R10

uses 101
1784-SD1 20

load from 71
SD card 19
store to 68

199



Index

200

1784-SD2
controller parts 20
load from 71
store to 68
1788-CN2DN
uses 98
1788-CN2FFR
uses 103
1788-EN2DNR
uses 98
1788-EN2FFR

uses 103

A

add
distributed 1/0 132
local 1/0 126
remote 1/0 128
Add-On Instructions
in project 159
application
elements 147
networks and 89
Armor ControlLogix controller
1756-L72EROM 9, 11
1756-L73EROM 9, 11
Armor ControlLogix controllers &
AsCll 1M
AutoFlash
upgrade 57
axis
obtain informaticn 144

PAiindicator
1756-L6x 197
vattery
1756-BA2
estimate 78
life after warning 79
catalog number 33
check if low 76
install 38
life and use 77
replacement 76
schedule 76
storage 80
uninstall 38
broadcast

messages 114
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cache
message options 120
messages
about 120
calculate

connection use 121
change

equipment phase 173
chassis

ControlLogix

list 126

insert controller 21,40
communication

Data Highway P135.95 100

DH-485 netwail 110

Foundatior. Fier'bus 102

HART 104

network ozuons 85

sath

set 60

universal remote 1/0 101
Con.pactFlash card

installation 34

load from 71

other tasks 73

removal 34

store to 68
comparison

PhaseManager 174
configure
motion 144
serial driver 48
system overhead time slice 166
connect
DH-485 network 110
connection
calculate use 121
DeviceNet
network 98
EtherNet/IP 92
network 92
example 123
local 121
message, required 120
produce/consume
dataand 118
required 119
remote 122
scheduled
ControlNet 96
unscheduled
ControlNet 96
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considerations

redundancy 178
consume

data 118
continuous task 150

ControlFLASH software 52
controller

1756-L6x
battery, install 38
battery, uninstall 38
CompactFlash card, installation 34
CompactFlash card, removal 34
insert into chassis 40
serial driver 48
1756-L7x
communication options 85
ESM, uninstall 26
insert into chassis 21
key, insert 22
SD card, install 23
SD card, removal 25
status display 186
status indicators 194, 196
battery
check 76
communication path
set 60
connections
calculate 121
CPU resources 86
design system with 84
download 61
estimate
battery'lite 7o
firmware 50
obta.».52
goanline 61
mismory options 86
monitor
connections 161, 162
parts included 20
program 151
routine 154
tags 155
tasks 148
upload 63
controller parts

1756-BA1 33

1756-BA2 33

1756-BATM 33

1756-CP3 33

1756-ESMCAP 19

1756-ESMNRM 20

1756-ESMNSE 20

1784-SD2 20

battery 33

energy storage module
catalog number 19, 20
catalog number ESM. See energy stor-

age module.

SAMTECRSP-119350 20

serial cable 33

USB cable 20
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list 126
design system 84
1/0
remote 127
selection 125
redundancy
about 175
remote 1/0
local 125
slot filler 126
ControlLogix-XT
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list 126
ControlNet
module capabiiity-94
module fezrure: 94
module st Y5
network 22
radundancy system and 180
scheduled connection
scheduled connection 96
unscheduled connection
unscheduled connection 96
CPU

controller 86

D

Data Highway Plus network 99
design
system 84
develop
applications 147
motion applications 143
DeviceNet
connection use 98
module
memory 98
network 96
software for 98
DF1
master 106
point to point 107
radio modem 107
slave 110
DH-485 network

example configuration 110
overview 110
display
1756-L7x 186
distributed
1/0 131
add 132
double data rate (DDR)
1756-L7x 43, 92
download

project 61
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electronic keying

about 87
electrostatic discharge 41

elements
control application 147

enhanced redundancy. See redundancy.

equipment phase
instructions 174
error

script file 55

ESM 28
1756-ESMCAP 28
1756-ESMCAPXT 28
1756-ESMNRMXT 28
1756-ESMNSE 28
1756-ESMNSEXT 28
uninstall 26

EtherNet/IP
add while online 140
connections 92
module features 91
network 90
redundancy system and 180
software for 92

event task 150

example configuration
DH-485 network 110

extreme temperature contro’ier
1756-L7xXT 28

F

fault code

use GSV<u get 163
fault hanuler

e.ecute at /0 fault 164
tault messages 188

1/0 191
features 85

controller

communication 85

programming 85
filler slot

slot filler 126
firmware

controller 50

determine 51

obtain 52

security certificate, error 55

upgrade

AutoFlash, use 57

FORCE indicator

1756-L6x 197

1756-L7x 194
Foundation Fieldbus 102
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HART. See Highway Addressable Remote

Transducer.

Highway Addressable Remote Transducer

104
hold-up time
ESM WallClocktirne 75

1/0
carqiection error 164
ControlLogix
remote 127
selection 125
determine data update 141
distributed 131
fault codes 191
reconfigure 134
remote 127
1/0 configuration

add
distributed 1/0 132
local 1/0 126
remote 1/0 128
while online 136
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1756-L6x 196
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BAT

1756-L6x 197
FORCE

1756-L6x 197

1756-L7x 194
1/0

1756-L6x 196
0K

1756-L6x 198

1756-L7x 195
RS232

1756-L6x 197
D
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install
1756-L6x
battery 38
CompactFlash card 34

insert into chassis 40
1756-L7x
insert into chassis 21
key, insert 22
SD card 23
battery 38
CompactFlash card 34
SD card 23
instruction
ASCII 112
motion 145
IP address swapping 180

K

key
1747-KY controller key 19
insert 22

load

from memory card 71
local

connection 121
1/0
add 126
remote I/0 125
Logix Designer aspii-auion
Add-On !=strucaons 159
program 1_°
routine 154
205155
1asks 148

M

memory
DeviceNet module 98
options 86
memory card
load from 71
other tasks 73
store to 68
message
about 120
broadcast over serial 114
cache 120
determine if 120
fault 188
reconfigure /0 module 134
status display 186
Modbus network 116
mode
serial port 106
module
ControlNet 94, 95
EtherNet/IP 91
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to 1/0 configuration 136
go 61
options
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P

path
set
communication 60
periodic task 150
PhaseManager
about 169
change states 173
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state model 171
system requirements 171
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transition 172
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communication 85
prevent electrostatic discharge 41
priority
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produce

data 118
produce/consume
connections
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program
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system overhead time slice 165
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programming languages 158
project
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download 61
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program 151
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radio modem 107
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serial port 106
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about 175
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system requirements 177
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1/0 127
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add 128
ControlLogix
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remove
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SD card 25
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SD card 25
replace
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