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Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and
operation of this equipment before you install, configure, operate, or maintain this product. Users are required to
familiarize themselves with installation and wiring instructions in addition to requirements of all applicable codes, laws,
and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are
required to be carried out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may
be impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from
the use or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or

liability for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or
software described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation,
Inc., is prohibited

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous
environment, which may lead to personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property
damage, or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

> D>

IMPORTANT  Identifies information that is critical for successful application and understanding of the product.

Labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may
reach dangerous temperatures.

ARCFLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to
potential Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL
Regulatory requirements for safe work practices and for Personal Protective Equipment (PPE).

B> > >
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Summary of Changes

This manual contains new and updated information as indicated in the
following table.
Topic Page
Added 1769-L33ERMOS, 1769-L36ERMOS, and 1769-L37ERMOS catalog numbers. Throughout
Added Armor Compact GuardLogix publication to Table 2. 12
Added the three introductory paragraphs to Chapter 1. 15
Added ‘Available at firmware revision 30’ footnote about 1769-L37ERMOS catalog number. 15,19, 20, 25,55,
71,75,81,163
Relocated introductory paragraph in Compact GuardLogix 5370 Controller System section t 19
first page of Chapter 1. \\
Made the following changes in Table 1: N 19
«  Added 1769-ERMOS row
« Added embedded power supply information
« Updated the reset button description
+ Added footnotes 1and 2
Added rows for new catalog numbers and corresponding wernet des i Table 7. il
Added content to the introductory paragraph in the Firmﬂa ision Matching subsection. 168
Added footnote to table in Download section. 17
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Summary of Changes

Notes:
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Preface

This manual describes the necessary tasks to install, configure, program, and
operate a Compact GuardLogix® 5370 controller. This manual is intended for
automation engineers and control system developers.

Compact GuardLogix 5370 controllers are designed to provide solution for
small and medium-sized applications.

Terminology This table defines terms that are used in this manual.
Abbreviation | Full Term Definition ’Qv
1002 One Out of Two Refers to the behavioral design of a multi-processor safety system. e
ae Common Industrial Protocol A communication protocol that is designed for industrial automation bns.
(IP safety Common Industrial Protocol — Safety Certified | SIL 3/PLe-rated version of CIP y 4
DC Diagnostic Coverage The ratio of the detected failure rate to the total #fige ra6
DLR Device Level Ring A communication protocol that allows multi-p EtthP devices to operate in ring topologies.
EN European Norm The official European standard. {
Gsv Get System Value Aninstruction that retrieves speWtatus information and places it in a destination tag.
— Multicast The transmission of information§gom o sender to multiple receivers.
NAT Network Address Translation The translation of ofgcol (IP) address to another IP address on another network.
PFD Probability of Failure on Demand The average probab a system to fail to perform its design function on demand.
PFH Probability of Failure per Hour The probabili@stem to have a dangerous failure occur per hour.
PL Performance Level 1S0 13849-2gafety Tating.
RPI Requested Packet Interval Tl expegted rate in time for production of data when communicated over a network.
SNN Safety Network Number number that identifies a section of a safety network.
SsV Set System Value ¢ instruction that sets controller system data.
— Standard K(\ An object, task, tag, program, or component in your project that is not a safety-related item.
— Unicast The transmission of information from one sender to one receiver.
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Preface

Additional Resources

These resources contain information about related products from Rockwell
Automation.

Resource

Description

GuardLogix 5570 and Compact GuardLogix 5370 Controller Systems Safety
Reference Manual, publication_1756-RM099

Provides information on safety application requirements for GuardLogix 5570 and Compact
GuardLogix 5370 controllers in Studio 5000 Logix Designer applications.

Armor Compact GuardLogix Controllers Installation Instructions, publication
1769-IN022

Provides information on how to install, mount, and connect Armor Compact GuardLogix
controllers to a network.

1769-SDN DeviceNet Scanner Module User Manual, publication 1769-UM009

Describes how to use the 1769-SDN scanner module with Compact GuardLogix controllers.

Compact High-speed Counter Module User Manual, publication 1769-UM006

Describes high-speed counter operation for standalone 1769-HSC module when used with

Compact I/0™ DeviceNet Scanner Module Installation Instructions, publication
1769-IN060

Describes how to install the Compact I/0 modules.

Compact GuardLogix controllers. %'\\

Compact I/0 Expansion Power Supplies Installation Instructions, publication
1769-IN028

NJ

Describes how to wire the 1769 Compact I/0 power supply.

Compact /0 Modules Installation Instructions, publication 1769-IN088

Describes how to install 1769 Compact /0 modules with any Compact GuardLogix controller.

CompactLogix™ Controllers Specifications Technical Data, publication
1769-TD005

Provides(ompactLogixcontrollerspeci}ation or all@ompact GuardLogix controllers.

CompactLogix System Selection Guide, publication 1769-5G001

swmpact GuardLogix control system to assist you

Describes information about produc
in the design of a control solutign

Ethernet Design Considerations Reference Manual, publication ENET-RM002

Describes the following co

includes an EtherNet/|3smtwo
«  EtherNet/IP overvi
«  Ethernet inft,

EtherNet/IP Embedded Switch Technology Application Guide, publication
ENET-AP005

EtherNet/IP Socket Interface Application Technique, publication ENET-AT002

Des cket interface applications.
sl "

Execution Time and Memory Use for Logix5000™ Controller Instructions

ﬂplains how to estimate the memory use and execution time of programmed logic, and how to
select from different programming options.

Integrated Architecture® and CIP Sync Configuration Application Tell

Reference Manual, publication 1756-RM087
publication IA-AT003 %

Describes CIP Sync technology and how to synchronize clocks in the Rockwell Automation®
Integrated Architecture system.

Integrated Motion on the EtherNet/IP Network Confi
Manual, publication MOTION-UM003

tartup User

Describes how to configure an Integrated Motion over an EtherNet/IP motion application and to
start up that motion solution in a Logix5000 control system.

Kinetix® 5500 Servo Drives User Manual, publicg

Provides information to install, configure, start up, and troubleshoot your Kinetix 5500 servo
drive system. Also includes requirements for using Kinetix 5500 drives in safety applications.

Kinetix 5700 Servo Drives User M p NCitigh 2198-UM002

Provides information to install, configure, start up, and troubleshoot your Kinetix 5700 servo
drive system. Also includes requirements for using Kinetix 5700 drives in safety applications.

Logix5000 Controllers Comm

1756-PM001 ;

duréS Programming Manual, publication

Guides all user levels in developing projects for Logix5000 controllers and provides links to
individual guides for information on topics, such as import/export, messages, security, and
programming in different languages.

Logix5000 Controllers Desi%nsiderations Reference Manual, publication
1756-RM094

Provides advanced users with guidelines for system optimization and with system information
to guide system design choices.

Logix Controllers Instructions Reference Manual, publication 1756-RM009

Provides information on the Logix5000 instruction set that includes general, motion, and
process instructions.

Logix5000 Controllers Motion Instructions Reference Manual, publication
MOTION-RM002

Details how to program the controllers for motion applications.

Logix5000 Controllers Nonvolatile Memory Card Programming Manual,
publication 1756-PM017

Explains controller power up and corrupt memory situations.

Logix5000 Controllers Process Control/Drives Instruction Set Reference Manual,
publication 1756-RM006

Details how to program the controller for process applications.

12
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Preface

Resource Description
PowerFlex® 527 Adjustable Frequency AC Drive User Manual, Provides information to install, start up, and troubleshoot the PowerFlex 520-series adjustable
publication 520-UM002 frequency ACdrive.

Industrial Automation Wiring and Grounding Guidelines, publication 1770-4.1 | Provides general guidelines to install a Rockwell Automation® industrial system.

Product Certifications website, Provides declarations of conformity, certificates, and other certification details.
http://www.rockwellautomation.com/global/certification/overview.page

You can view or download publications at
hetp://www.rockwellautomation.com/global/literature-librarv/overview.page.

To order paper copies of technical documentation, contacjmg al Allen-
Bradley distributor or Rockwell Automation sales reprffe‘e
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Chapter 1

System Overview

Topic Page
Safety Application Requirements AN
Distinguishing Between Standard and Safety Components

Controller Data Flow Capabilities 18
Compact GuardLogix 5370 Controller System ’ 19
Programming Requirement o 20

The Compact GuardLogix® 5370 cont lleﬁfer state-of-the-art control,
communication, and I/O elements "%cri uted control package. This
product family includes the foll&

o 1769-L30ERMS 0

o 1769-L33ERMS@
e 1769-L33E

mpact GuardLogix controllers:

o 1769-13
o 1769-L3 oS
o 1%9-57ERMOS(W

T or Compact GuardLogix controller (1769-L33ERMOS,
6MWIGERMOS, or 1769-L37ERMOS!)) combines a Compact
dLogix controller with a power supply in an IP67-rated housing for

ounting on a machine. For information on how to install the Armor
6 ompact GuardLogix controller, see the Armor Compact GuardLogix
% Controllers Installation Instructions, publication 1769-IN022.

components and functionality, see Table 1 and Table 2, respectively.

2\ For a complete description of the CompactLogix 5370 control system

(1) Available at firmware revision 30.
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Chapter1  System Overview

Safety Application
Requirements

16

The Compact GuardLogix 5370 controller system is certified for use in safety
applications up to and including Safety Integrity Level (SIL) 3 and
Performance Level (PL)e, in which the de-energized state is the safe state.
Safety application requirements include evaluating probability of failure rates
(PFD and PFH), system reaction-time settings, and functional-verification

tests that fulfill SIL 3/PLe criteria.

For SIL 3 and PLe safety system requirements, including functional validation test
intervals, system reaction time, and PFD/PFH calculations, refer to the
GuardLogix 5570 and Compact GuardLogix 5370 Controller Systems Safety
Reference Manual, publication 1756-RM099. You must read, undgrstand, and
fulfill these requirements prior to operating a Compact Guard L@ SL 3, PLe
safety system.

Compact GuardLogix-based SIL 3/PLe safety applica@equire the use of at
least one safety network number (SNN) and a safety task signature. Both affect
controller and I/O configuration and networgffco nication.

For further details, refer to the Guard gl}7 0 and Compact GuardLogix
5370 Controller Systems Safety Re: ce Manual, publication 1756-RM099.
Safety Network Num

safety subnets. fety subnet that the controller uses for safety

The safety netwo;é nt@Ber (SNN) must be a unique number that identifies
communicatio have a unique SNN. Each CIP Safety device must also be
conﬁgu& the safety subnet’s SNN. The SNN can be assigned

auto 11§ or manually.
r iamation on assigning the SNN, see Managing the Safety Network
62.

Safety Task Signature

The safety task signature consists of an ID number, date, and time that
uniquely identifies the safety portion of a project. This includes safety logic,
data, and configuration. The Compact GuardLogix system uses the safety task
signature to determine the project’s integrity and to let you verify that the
correct project is downloaded to the target controller. Creating, recording, and
verifying the safety task signature is a mandatory part of the safety-application
development process.

See Generate a Safety Task Signature on page 156 for more information.
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System Overview  Chapter 1

Distinguishing Between
Standard and Safety
Components

<
o>

\QJ
6’0’

Slots in the Compact GuardLogix backplane not used by the safety function
can be populated with other CompactLogix modules that are certified to the
Low Voltage and EMC Directives.

See the product certifications at http://www.rockwellautomation.com/global

certification/overview.page to find the CE certificate for the Programmable
Control-CompactLogix Product Family and determine which modules are
certified.

You must create and document a clear, logical, and visible distinction between
the safety and standard portions of the controller project. To aid in creating
this distinction, the Logix Designer application features safe eNification

icons to identify the safety task, safety programs, safety r ahd safety
components. In addition, the Logix Designer applicat@ safety class

attribute that is visible whenever safety task, safety pr&grar§s, safety routine,
safety tag, or safety Add-on Instruction properties are displayed.

The controller does not allow writes to} ty ata from external human-

machine interface (HMI) devices or vig m e instructions from peer
controllers. The Logix Designer a %on can write safety tags when the
Compact GuardLogix controll% >unlocked, does not have a safety task
signature, and is operating w@ ty faults.

HMI Devices \Q

HMI devices ?%sed with Compact GuardLogix controllers. HMI devices
dard tags just as with a standard controller. However, HMI

can accegemsta
dcviﬁ@t write to safety tags; safety tags are read-only for HMI devices.
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Chapter1  System Overview

Controller Data Flow Figure 1 explains the standard and safety data-flow capabilities of the Compact

Capabilities

18

GuardLogix controller.

Figure 1- Data Flow Capabilities

Compact GuardLogix Controller

Standard i Safety
Safety Tasks

Standard Tasks

Safety Programs

Standard Programs
| Safety Routing
|| Standard Routines - I———
| - =}

Program Data e

NSiphdard tag data, program- or controller-scoped, can be exchanged with external HMI devices, personal
computers, and other controllers.

3 Compact GuardLogix controllers are integrated controllers with the ability to move (map) standard tag data
into safety tags for use within the safety task.
6 f} ATTENTION: This data must not be used to directly control a SIL 3/PLe
output.

%

Controller-scoped safety tags can be read directly by standard logic.

(-}

Safety tags can be exchanged between safety controllers over an Ethernet network, including GuardLogix
5570 and Compact GuardLogix 5370 controllers.

:. % 5 Safety tags can be read or written by safety logic.

7 Safety tag data, program- or controller-scoped, can be read by external devices, such as HMI devices,
personal computers, or other standard controllers.

IMPORTANT | Once this data is read, it is considered standard data, not SIL 3/PLe data.
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Compact GuardLogix 5370
Controller System

Controller Functionality

Table 2 - CompactLogix 5370 Control

Table 1 describes components used in a typical Compact GuardLogix 5370

controller system.

Table 1 - System Components

System Component | Description
Controller One of the controllers that is documented in this publication
Power supply One of the following 1769 Compact I/0 power supplies:

. 1769-PA2
. 1769-PB2?
. 1769-PA4
. 1769-PB4

Communication Any of the following:
networks components | « EtherNet/IP network via built-in EtherNet/IP network ports aMN standard
communication)
« DeviceNet network via a 1769-SDN module (only for sté& % ymmunication)®)
« USB connection only for programming and firm pgite
Software « Logix Designer application, version 28.00.00 or laf

« RSLinx® Classic software, version 3.80.xx or later
- RSNetWorx™ for DeviceNet software #%®ion 254800 or later

Secure Digital (SD) card
for external nonvolatile
memory

« 1784-SD1 card - Ships with pa
memory

dLogix 5370 controller and offers 1 GB of

purchase and offers 2 GB of memory

1/0 modules™

« Distributed 1/0 - module product lines over DeviceNet and EtherNet/IP
networks

« 1784-SD2 card - Availabje§or sepa
« Local expansion mules— Compact I/0 modules

Reset button

hen the controller power ups, this button clears the user program
njmemory of the controller and from the internal safety partner.

(1) Armor Compact GuardLogix co

systems do not support /0 inside their IP67-rated housings. To get I/0, you must connect

via EtherNet/IP to dis 1/0.
(2)  Armor Compact Guarctgflx coittroller systems have this power supply inside their IP67-rated housings.

ridge module is required that goes from Ethernet to DeviceNet; see page 98.

(3) Forsafety (ommy(ion,

&

b scribes functionality available with Compact GuardLogix 5370
rollers.
i

Ierm.ct

Power On-board User
Control a Supply Memory Size (MB) | LocalCompact
Tasks upp®ed | Internal Energy EtherNet/IP Network | Distance 1/0 Module | Motion
Cat. No. Suppogted Task | Storage Solution Topology Support Rating | Standard | Safety Support Axes

1769-L30ERMS % 100 Yes- Eliminatingthe | Support the following 4 1 0.5 Asmany as 8 4
e —— need for abattery | topologies:

1769-L33ERMS « Device-level ring (DLR) 2 1 As many as 16 8
B « Linear

1769-133ERM0S - Traditional star _

1769-L36ERMS 3 1.5 As many as 30 16

1769-L36ERMOS —

1769-L37ERMOS!"
(1) Available at firmware revision 30.
(2)  Includes one safety task.
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Programming Requirement

20

X
%W Wy card
twork address translation (NAT)

Use Table 3 to identify the programming tool and the versions for use with
your Compact GuardLogix 5370 controllers.

Table 3 - Software Versions

Studio 5000°
(at. No. Environment

1769-L30ERMS
1769-L33ERMS
1769-L33ERMOS
1769-L36ERMS
1769-L36ERMOS
1769-L37ERMOS)

RSLinx Classic
Software Version

28.00.00 or later 3.80 or later

_ON\,
N
Safety routines include safety instructions, which are IQ(the standard

ladder logic instruction set, and safety application ins8gcgbns. Programs that

are scheduled under the safety task support onlf laddsr ogic.

(1) Available at firmware revision 30.

Table 4 - Supported Features

Studio 5000 Logix
Designer Application

Safety Task | Standard Task

’,é‘

Add-on instructions X
Alarms and events .

Controller logging . X
Data access control

Equipment phase routin

Event tasks @

Firmware supervisoy X

~ Online import and export of program components

Safety and standard connections X
Sequential function chart (SFC) routines
Structured text

Unicast connections for produced and consumed safety tags
Unicast connections for safety I/0 devices on EtherNet/IP networks

For information on how to use these features, refer to the Logix5000™ Controllers
Common Procedures Programming Manual, publication 1756-PM001, the
publications that are listed in Additional Resources on page 10, and online help.
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Chapter 2

Precautions

Install the Controller
Topic IE;e
Precautions \

Compact GuardLogix 5370 Controller Parts

Install the Secure Digital (SD) Card 24
Plan the System ’ 25
Assemble the System o 26
Mount the System 27
Mount the System \ 27
Connect Power to the Control System ‘ 31
Connect to the Controller via a USB Cable & 31

Connect the Controller to an EtherN 32

>

This equipment is intended for use in a Pollution Degree 2 industrial

()’ATTENTION: Environment and Enclosure

environment, in overvoltage Category Il applications (as defined in
IEC 60664-1), at altitudes up to 2000 m (6562 ft) without derating.

This equipment is supplied as open-type equipment. It must be mounted
within an enclosure that is suitably designed for those specific environmental
conditions that will be present and appropriately designed to prevent
personal injury resulting from accessibility to live parts. The enclosure must
have suitable flame-retardant properties to prevent or minimize the spread of
flame, complying with a flame spread rating of 5VA or be approved for the
application if nonmetallic. The interior of the enclosure must be accessible
only by the use of a tool. Subsequent sections of this publication may contain
additional information regarding specific enclosure type ratings that are
required to comply with certain product safety certifications.

In addition to this publication, see the following:
« Industrial Automation Wiring and Grounding Guidelines, publication
1770-4.1, for additional installation requirements

« NEMA 250 and IEC 60529, as applicable, for explanations of the degrees of
protection provided by different types of enclosures
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North American Hazardous Location Approval

The following information applies when operating this equipment in
hazardous locations.

Informations sur I'utilisation de cet équipement en environnements
dangereux.

Products marked “CL1, DIV 2, GP A, B, C, D” are suitable for use in Class
| Division 2 Groups A, B, C, D, Hazardous Locations and nonhazardous
locations only. Each product is supplied with markings on the rating
nameplate indicating the hazardous location temperature code.
When combining products within a system, the most adverse
temperature code (lowest “T” number) may be used to help
determine the overall temperature code of the system. Combinations
of equipment in your system are subject to investigation by the local
authority having jurisdiction at the time of installation.

Les produits marqués “CL1, DIV 2, GP A, B, C, D" ne conviennent qu'a
une utilisation en environnements de Classe | Division 2 Groupes A, B,
(, D dangereux et non dangereux. Chaque produit est livré avec des
marquages sur sa plaque d'identification qui indiquent le code de
température pour les environnements dangereux. Lorsque plusieurs
produits sont combinés dans un systéme, le code de température le
plus défavorable (code de température le plus faile) peut étre utilisé

pour déterminer le code de température globaRd ame. Les
combinaisons d'équipements dans le syst sujettes a
oment de

inspection par les autorités locales qugfifiéé
l'installation.

WARNING: EXPLOSION HAZARD -
A « Do not disconnect equipment unless power has
been removed or the area is known to be
nonhazardous.

+ Do not disconnect connections to this equipment
unless power has been removed or the area is
known to be nonhazardous. Secure any external
connections that mate to this equipment by using
screws, sliding latches, threaded connectors, or
other means provided with this product.

« Substitution of components may impair suitabji
for Class |, Division 2.

« If this product contains batteries, jagySusinly
be changed in an area known % hazardous.

[ N

AVERTISSEmRI&UE D’EXPLOSION —

nt ou s'assurer que
ement est classé non dangereux avant
e débrancher I'équipement.

per le courant ou s'assurer que
I'environnement est classé non dangereux avant
de débrancher les connecteurs. Fixer tous les
connecteurs externes reliés a cet équipement a
I'aide de vis, loquets coulissants, connecteurs
filetés ou autres moyens fournis avec ce produit.

- Lasubstitution de composants peut rendre cet
équipement inadapté a une utilisation en
environnement de Classe |, Division 2.

« S'assurer que I'environnement est classé non
dangereux avant de changer les piles.

2

\QJ
éb’

22
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European Hazardous Location Approval

The following applies to products marked @ 13 G. Such modules:

Are Equipment Group I, Equipment Category 3, and comply with the Essential Health and Safety Requirements relating to the design and
construction of such equipment given in Annex Il to Directive 94/9/EC. See the EC Declaration of Conformity at
http://www.rockwellautomation.com/global/certification/overview.page for details. The type of protection used is “Ex nA ICT5 G¢”
according to EN 60079-15. The specific temperature code is marked on the product.

Are intended for use in areas in which explosive atmospheres caused by gases, vapors, mists, or air or dust mixtures are unlikely to occur, or
are likely to occur only infrequently and for short periods. Such locations correspond to Zone 2 dlassification according to ATEX directive
1999/92/EC.

May have catalog numbers that end in ‘K’ to indicate conformal coating.
Complies to standards EN60079-0:2002+A11:2013, EN 60079-15:2010, reference certificate number DEMKO 15AT

WARNING: Special Conditions for Safe Use:

A «  This equipment shall be mounted in an ATEX certified enclosure with a minimum ingress protection rating of at least IP54
(as defined in IEC60529) and used in an environment of not more than Pollution @ (aS defined in IEC/EN 60664-1)
when applied in Zone 2 environments. The enclosure must utilize a tool-re le or door.

elmation.

This equipment shall be used within its specified ratings defined by Roc

Provision shall be made to prevent the rated voltage from being exggg€de ransient disturbances of more than 140% of
the rated voltage when applied in Zone 2 environments.

This equipment must be used only with ATEX-certified Roc: Aufpmation backplanes.

Secure any external connections that mate to this ggwip
means provided with this product. \
Do not disconnect equipment unless power h@re oved or the area is known to be nonhazardous.

/

Com pa(t Guard Logix 5370 The included in the box when you order your controller:

Controller Parts ‘ @ontroller - Specific catalog number varies by order
1784-SD1 Secure Digital (SD) card with 1 GB of memory storage

6 A 1784-SD2 SD card with 2 GB of memory storage, or more 1784-SD1

using screws, sliding latches, threaded connectors, or other

SD cards, are also available if you need more memory.

\ IMPORTANT  The life expectancy of nonvolatile media is dependent on the
number of write cycles that are performed. Nonvolatile media use a

c‘ % wear leveling technique or technology for prolonging the service

life, but avoid frequent writes.

Avoid frequent writes when logging data. We recommend that you
log data to a buffer in the memory of your controller and limit the
number of times data is written to removable media.
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Install the Secure D|g|ta| (SD) Compact GuardLogix* 5370 controllers ship from the factory with the
Card 1784-SD1 SD card installed.

Complete these steps to reinstall a removed SD card into the controller or to
install a new SD card into the controller.

We recommend that you leave the SD card in the controller, even when it is not

used. If the controller experiences a major non-recoverable fault, extended fault
information is saved to the card.

WARNING: When you insert or remove the SD card while powgegis on, an
electrical arc can occur. This could cause an explosion in ha cation
installations.

Be sure that power is removed or the area is nonhfizard fore you proceed.

1. Verify that the SD card is locked or unj#®ed aﬁording to your
preference. Consider the followig wh& dgtiding to lock the card
before installation:

— Ifthe card is unlocked, t{&roﬂer can write data to it or read data

from it.

Unlocked
(a Locked

2. Open g€ door for the SD card (A).

\@ 3. Insert the SD card into the SD card slot.
You can install the SD card in only one orientation. The beveled corner
is at the top. An orientation logo is printed on the card.
6 If you feel resistance when inserting the SD card, pull it out and change
the orientation.

4. Gently press the card until it clicks into place (B).
5. Close the SD card door (C).

We recommend that you keep the SD card door closed during normal system

operation. For more information on the SD card, see Chapter 13.
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Plan the System When you plan your Compact GuardLogix 5370 controller system, consider
the following:

e The controller is the left-most device in the system.

e Only one controller can be used on a local 1769 CompactBus. The
controller supports the local bank and up to two more banks.

e The controller has a power supply distance rating of four. This rating
means that the controller must be within four slots of the power supply.
You can install as many as three modules between the power supply and
the controller, as shown in the following graphic.

Compact GuardLogix
5370 Controller Compact I/0 Modules Power Supply ® End Cap
ﬁmﬁom WAW*OWWOWJWOW REEe)

Compost GuardLagix arETy Py
=5 == ||| (M ====2)| (i ====2)| (===== ) -2 ===
o= = T [=Cim] ZZZZZ ZZZZZC = ZZZZZ
o o- == || |N=z==== | |§====2 | === [ J— Sl = SN EEEEEN EEEES |
=0 D= =)

(&) Ation-Boagitzy

[l

IEANA

)

guTd U LI

9-L33ERMS 16

ﬁERMOS —

‘ 1769-L36ERMS 30

Q 1769-L36ERMOS —
1769-L37ERMOS ™

6 (1) Available at firmware revision 30.

\Q e Each I/O bank requires its own power supply.

¢ You must terminate the end of the last bank in a Compact GuardLogix
C‘ 5370 controller system. You can terminate a bank at the left or right end

of the bank dependent upon your system design.

A 1769-ECx end cap is required to terminate the end of the last bank in
the control system.

For example, if a Compact GuardLogix 5370 controller system uses one
bank, you must use a 1769-ECR right end cap to terminate the right end
of the bank.

See Physical Placement of I/O Modules on page 87 for requirements

related to Compact I/O local expansion modules.
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For examples of Compact GuardLogix 5370 controller systems that use
one bank or multiple banks, see Mount the System on page 27.

support removal and insertion under power (RIUP). These events
occur while the Compact GuardLogix 5370 controller system is under
power:

c ATTENTION: Compact GuardLogix 5370 controller systems do not

+ Any break in the connection between the power supply and the
controller, for example, removing the power supply, controller, or an
I/0 module, can subject the logic circuitry to transient conditions
above the normal design thresholds and can resyin damage to
system components or unexpected behavior.

« Removing an end cap or an 1/0 module fa ntroller and can
also result in damage to system compgnents®

14
Assemble the System You can attach an adjacent Compact I/ &?or 1769 Compact I/O
power supply to Compact GuardLo@ ntrollers before or after
Ve

mounting. For mounting instrugign System Dimensions on page 29 or
e 30.

ATTENTION; ve or replace this module while power is applied.
Interry@iion &ghe Jackplane can result in unintentional operation or

Mount the Controller on a Pan

y G: Remove power before removing or inserting this module. If you
insert or remove the module while backplane power is on, an electrical arc
‘can occur. This could cause an explosion in hazardous location installations.

Be sure that power is removed or the area is nonhazardous before proceeding.

%omplete these steps to install the controller. This example describes how to
tach a 1769 Compact I/O power supply to the controller.

% 1. Verify that line power is disconnected.
2. Use your fingers or a small screwdriver
:. % to push the bus lever of the 1769

Compact I/O power supply back
slightly to clear the positioning tab.

3. Move the bus lever to the right of the
positioning tab so it is in the unlocked
position.
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\@6
6(0’

Mount the System

. Use your fingers or a small screwcwver () ¢

. Move the bus lever of the @ wer Wpply
to the left of the positigmin until it

. Ifyour syste

. Use the upper and lower tongue-and-groove slots to secure the
controller and power supply together.

—~—=] Upper
N Tongue-and-groove

Slot

<%—and—groove

. Move the power supply back along the tongue—@oove slots until the

bus connectors align with each other.

push the bus lever of the power su‘
back slightly to clear the posit@: :
clicks; make sure th:t @s.

ocMliouse any local
expansion mo , use the
tongue-a ove slots described

earlierr? a 1769-ECR Compact

cap terminator to the last module in the system.

I/;
ORTANT  You must install an end cap onto the right side of the Compact

installed onto the controller.

0 GuardLogix 5370 controller system either at the end of the
Q controller or at the end of any local expansion modules that can be

9. Wire the 1769 Compact I/O power supply according to the directions

in the Compact I/O Expansion Power Supplies installation instructions,

publication 1769-IN028.

If you are using local expansion modules, see Local Expansion Modules

on page Z 9

surface, such as a metal panel. Additional grounding connections from the
power supply’s mounting tabs or DIN rail (if used) are not required unless the
mounting surface cannot be grounded.

c ATTENTION: This controller must be mounted to a well-grounded mounting

See Industrial Automation Wiring and Grounding Guidelines, Rockwell
Automation publication 1770-4.1, for additional information.
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Chapter2 Install the Controller

Horizontal Orientation
FOAA] @)

You can mount a Compact GuardLogix 5370 controller system on a panel or
on a DIN rail.

all debris (such as metal chips or wire strands) is kept from falling into the
controller. Debris that falls into the controller can cause damage while the
controller is energized.

c ATTENTION: During panel or DIN rail mounting of all devices, be sure that

A Compact GuardLogix 5370 controller system must be mounted so that the
modules are horizontal to each other. If you separate modules into multiple
banks, the banks can be vertical or horizontal to each other.

Figure 2 shows system examples with local expansion mon luded.

Figure 2 - Example of Banks and System Configurations

1769-ECR
@@ End Cap
o Eigs Eigsmigunmrark O T Ly L
Ba Bank 3
1769-CRLx Cable \ 1769-CRLx Cable

Vertical Orientations

FONA]

Crd @ .

& f
A A A&"":]
o o goT U
(RRx Cable 1769-CRLx Cable 1769-ECR
End Cap
Y Ty Uty iRETaN]
769-CLLx Cable Bank2
Table 5 - Compact 1/0 Communication Bus Expansion Cables
1769-ECR (at. No. Cable Type
End Cap 1769-CLLx | Left bank to left bank expansion
1769-CRRx | Right bank to right bank expansion
1769-CRLx | Right bank to left bank expansion

28

Bank 3
For more information on these cables, see 1769 Compact I/0 Communication

Bus Expansion Cables Installation Instructions, publication 1769-IN014.
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Minimum Spacing

Maintain spacing from enclosure walls, wireways, and adjacent equipment.

Allow 50 mm (2 in.) of space on all sides, as shown. This spacing provides
ventilation and electrical isolation.

50mm
(2in.)

_WOW‘WOWTOW#TOW [TTCO

50 mm
(2in.)

=l

50 mm
(2in)

[k

AR Etherisule”

gud Ut

@

System Dimensigas @

This graphic sh@e stem dimensions.

/ Front View
<~ 114dmm —>

89mm 70 mm | 35mm >
(4.49in.) 3.5in.) (2.76in.) | (1.38in.)
M

o —

Side View

18 mm
(0.71in.)
Lngm [TTOLITITOL [ 1TOL [1T0I

oy

el (e

I

118 mm
(4.65in.)

132mm @) Aflsn-Brudiey

(5.20in.) ﬁ

A\ e EtherNeuiP”

A A A Y L Ly

F— 44 mm 61mm ! 3
1

(1.74in.) (2.4in.)

(-

w
o
=
=
w
oo
5
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Mount the Controller on a Panel

Use two M4 or #8 pan head screws to mount the controller. Mounting screws
are required on many modules. Use this procedure to use the assembled
modules as a template for drilling holes in the panel.

IMPORTANT  Due to module-mounting hole tolerance, it is important to follow these

procedures.

7.

On a clean work surface, assemble no more than three modules.

Using the assembled modules as a template, carefully r@@ center of

all module-mounting holes on the panel.

Return the assembled modules to the clean wofk su , including any
previously mounted modules.

Drill and tap the mounting holes for t Yecorfhended M4 or #8 screw.

¥4
Place the modules back on the pans ck for proper hole alignment.
ounte

TIP  When the module is *n d, the grounding plate (where you
install the moun% grounds the module.
Use the mounting scr@ attach the modules to the panel.
TIP  Iigau arfgfiognting more modules, mount only the last one of this group
an he others aside. This reduces remounting time when you are
ing¥ind tapping the next group of modules.

ReEeatﬂzps 1...6 for any remaining modules.

Q@he Controller on a DIN Rail

Qu can mount the Compact GuardLogix 5370 controller on the following
6 IN rails:

@ e EN50022-35x7.5mm (1.38 x 0.30 in.)
\ e ENS50022-35x15mm (1.38x0.59 in.)

rail. Use zinc plated yellow-chromate steel DIN rail to help achieve proper

%% c ATTENTION: This controller is grounded to chassis ground through the DIN

grounding. The use of other DIN rail materials (for example, aluminum or
plastic) that can corrode, oxidize, or are poor conductors, can result in
improper or intermittent grounding. Secure DIN rail to mo surface
approximately every 200 mm (7.8 in.) and use end-anchors appropriately.

Before mounting the controller on a DIN rail, close the DIN rail latches
of the controller.

Press the DIN rail mounting area of the controller against the DIN rail.

The latches momentarily open and lock into place.
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Connect Power to the Control The way that you connect power to the Compact GuardLogix 5370 controller

System

Connect to the Controller
via a USB Cable

system is based on the 1769 Compact I/O power supply that your application
uses. For more information on connecting power to your system, see the
Compact I/O Expansion Power Supplies Installation Instructions, publication

1769-IN028.

The Compact GuardLogix 5370 controller has a USB port that uses a Type B
receptacle. The port is USB 2.0-compatible and operates at 12 Mbps.

Use a USB cable to connect your computer to the USB port.
connection, you can upgrade firmware and download pro
controller directly from your computer.

ATTENTION: The USB port is intended only fortem%ary local
programming purposes and not inten%peﬁanent connection.
The USB cable is not to exceed { 9 and must not contain hubs.

A WARNING: Do not

port in hazardous locations.

ompact GuardLogix 5370 controller as shown.

Plug the USB cabl t
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Connect the Controller to an WARNING: If you connect or disconnect the communication cable with

EtherNet/IP Network power applied to this module or any device on the network, an electrical arc
can occur. This could cause an explosion in hazardous location installations.

Be sure that power is removed or the area is nonhazardous before proceeding.

Connect the RJ45 connector of the Ethernet cable to one of the Ethernet ports
on the controller. The ports are on the bottom of the controller.

ATTENTION: Do not plug a DH-485 network cable or a NAP cable into the
Ethernet port. Undesirable behavior or damage to the amesult.

IMPOBREAN® This example shows how to connect the controller to the network through
one port. Depending on the Ethernet network topology of your application,

you can connect both ports of the controller to the EtherNet/IP network.
For more information on EtherNet/IP network topologies, see EtherNet/IP

@ Network Communication on page 68.

Connect to Different EtherNet/IP Network Topologies

and two EtherNet/IP ports that let you use it in different EtherNet/IP
network topologies:

% The Compact GuardLogix 5370 controllers have embedded switch technology

e Device-level Ring network topology - Both ports on the controller are
connected to the network with requirements about how the
connections are made.

e Linear network topology - Both ports on the controller are connected to
the network with requirements about how the connections are made.

e Star network topology - One port on the controller is connected to
the network.

For more information, see EtherNet/IP Network Communication on page 68.
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Topic Page
Set the IP Address &
Change the IP Address \Q\ -
Load Controller Firmware 45
Select the Operating Mode of the Controller 53

0

To complete the tasks that are dc:scn&> n tHs chapter, you must have the

following software installed on uter.

e RSLinx® Classic
o Studio S000° envir t

o BOOTP-DI@CPNfvep (installed with RSLinx Classic)
o ControlFLAS installed with Studio 5000 environment)

Compact Gut? *5370 controllers require a network Internet Protocol
(IP) adde operate on an EtherNet/IP network.

IP addrcss uniquely identifies the controller. The IP address is in the form
@x xxx.xxx.xxx where each xxx is a number from 000...254 with some
ceptions for reserved values. These numbers are examples of reserved values
you cannot use:

o  000.xxx.xxx.2x%
o 127 xxx.xxx.%x%

o 224 t0 255.XX%.XXX XXX

Some other values are reserved based on an application-by-application basis.
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You can complete one of these tasks dependent on system conditions:
e Set the IP address for a controller that does not have one assigned.

o Change the IP address for a controller that has an IP address that is
assigned to it.

IMPORTANT  Compact GuardLogix 5370 controllers have two EtherNet/IP ports to
connect to an EtherNet/IP network; you cannot install any additional
ports to these controllers.

The EtherNet/IP ports carry the same network traffic as part of the
embedded switch of the controller. However, the controllers use only
one IP address.

the controller powers up for the first time, that is, wh& cofmissioning the

You must set the IP address of a Compact GuardLog@ntroller when

controller for the first time. You are not required to set an [P address each time

that power is cycled to the controller. , () 14

You can use these tools to set the IP a r&a Compact GuardLogix 5370
er

controller:
e Bootstrap Protocol (BO s
e Dynamic Host Conﬁ@)n rotocol (DHCP) server

¢ RSLinx Classic s e
e Logix Desig&) tion
e SDcard

Use OPTP Server to Set the IP Address

&ts 2p Protocol (BOOTTP) is a protocol that enables the controller to

municate with a BOOTP server. The server can be used to assign an IP

@dress. You can use the BOOTP server to set an IP address for your Compact

uardLogix 5370 controller.

Consider these points when using the BOOTP server:

e The BOOTP server is installed automatically when you install RSLinx
Classic or the Studio 5000 environment on your computer. The
BOOTP server sets an IP address and other Transmission Control
Protocol (TCP) parameters.

e The controller ships from the factory without an IP address and

BOOTP-enabled.

o This section describes how to use a Rockwell Automation BOOTDP/
DHCP server. If you use another BOOTP/DHCP server, contact your
network administrator to verify that you are using it correctly.

e To use the BOOTP server, your computer and the controller must be
connected to the same EtherNet/IP network.

o Ifthe controller is BOOTP-disabled, you cannot use the BOOTP server
to set the IP address.
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There are two conditions in which the Compact GuardLogix 5370 controllers
use the BOOTP servers to set the IP address of the controller:

e Initial power-up - Because the Compact GuardLogix 5370 controller

ships with BOOTP-enabled, when it is first powered up, the controller
sends a request for an IP address on the EtherNet/IP network. You can

use the BOOTP server to set the IP address, as described later in this

section.

Power-up after controller operation has begun - When controller
power is cycled after operation has begun, the BOOTP/DHCP server

sets the IP address if one of these conditions exists:

— Controller is BOOTP-enabled - You set the IP add anually
with the BOOTP server.

- Controller is DHCP-enabled - The IP addre '@ntomatically via
the DHCP server. 0

If you have not installed the ugg

IMPORTAIili

Access the BOOTP/DHCP utility from onégthesﬁocations:

e Start>Programs>Rockwell Soft»(as

P-DHCP Server

ty, yo®can download and install it from

ity, make sure

that you have the

hardware (MAC)
address of the
controller. The
hardware address is
on the front of the
controller and uses
an addressin a

format similar to
the following:

00:00:BC:2E:69:F6

r4 00:00:BC:2E:69:F6

A\ Ve EtherNeulR"

OA~] LONA]
Compact GuardLoglx [SAFETY cpU |
e ] [
recs[] [t
WD [
«[J [O=
=

LIGERMS

o] Uy

Use the DHCP Server to Set the IP Address
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Dynamic Host Configuration Protocol (DHCP) server automatically assigns IP
addresses to client stations logging on to a TCP/IP network. DHCP is based on
BOOTP and maintains some backward compatibility. The main difference is
that BOOTP manual configuration (static), while DHCP enables static and
dynamic allocation of network addresses and configurations to newly attached
controllers.
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o

Be cautious when you use the DHCP server to configure a controller. A
BOOTP dlient, such as the CompactLogix controllers, can start from a DHCP
server only if the DHCP server is written to handle BOOTP queries. This
requirement is specific to the DHCP server used. Consult your system
administrator to see if a DHCP server supports BOOTP commands and manual
IP allocation.

ATTENTION: Assign a fixed network address to the Compact GuardLogix
A 5370 controllers. The IP address of this controller is not to be dynamically

provided.
Failure to observe this precaution can result in unintended ine motion or
loss of process control.

)
If you use the Rockwell Automation BOOTP or DH@QH an up-linked

subnet where a DHCP server exists, a controller can pro®ws€ an address from the
enterprise server before the Rockwell Automatige utiligy even sees the controller.
Disconnect from the up-link to set the aﬂrcs@onﬁgure the controller to
retain its static address before reconnectin@@m th®up-link, if necessary.

Use the RSLinx Classic So &0 Set the IP Address

You can use RSLin oft%o set the IP address of the Compact GuardLogix
5370 controller.

IMPORTANT is gection explains how to assign an IP address to a Compact GuardLogix
/ controller that does not have one already.

To assign an IP address to a Compact GuardLogix controller via RSLinx
software, you must be first connected to your controller via the USB port.

plete these steps to set the IP address of the controller with RSLinx software.

apply to all Compact GuardLogix 5370 controllers with slight variations in
screens.

)
®6 IMPORTANT  These steps show a 1769-L36ERMS controller. The same steps would also

1. Make sure that a USB cable is connected to your computer and the
controller.

2. Start RSLinx software.
After several seconds, an RSWho dialog box appears.

3. Ifno RSWho dialog box appears, from the Communications pull-down
menu, choose RSWho.

oyl 0 g = e Skakion  DDEJOPC

Canfigure Drivers. ..
Configure Shortouts. ..
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The RSWho dialog box appears and includes the USB driver.
4. Right-click the EtherNet/IP module and choose Module Configuration.

&l &) 518 k| ¥

& 0-
W Autobiowse  Feliesh | E _I!l Net Browsing
@ ) Workstation, USMAYCRMCKELVI EEE —
@-a5 Linx Gateways, Ethemet i"]
@25 AB_ETH-1, Ethemet ABthemet CompactBus
é—g‘; AB _ETH-2, Ethemnet Compactl..

Q—ﬁ AB_ETH:Local, Ethernet
-89 AB_VBP-1, 1760-A17/A Virtual Chassis

5% USB
B [ﬂ 16, 1769-L36ERMS LOGIX5336ERM SAFETY, e

@85 A Ethemet

@ £ CompactBus, Compactlogix System Configure Driver
Upload EDSfile from device
= O
Device Properties
Module Statistics

| Module Configuration |

4
The Module Configuration dialeg bo@rs.

5. Click the Port Configuration t

USB\16 1769-L36ER LO 336ERMSAFETY Configuration

]MI Port Configuration

Network Configuration Type
@iStalic amic
Use DH Lai k configuration.
@ Use BOOT in network configuration.
IP Address [1:2 . 188. 1 . 3
Network Ma! 255 255 . 255 0

Domain Name:

Host Name: L

Status: :'N etwork Interface Configured 1

\Q o el [ o | ]

6. For Network Configuration Type, select Static to assign this configuration
c. to the port.

IMPORTANT  Ifyou click Dynamic on a power cycle, the controller clears the
current IP configuration and starts to send BOOTP requests.

7. Type the new IP address and Network Mask.
8. Click OK.

As with all configuration changes, make sure that you are using the SD card ina
way that does not overwrite the IP address at the next controller power cycle.

For more information on using the SD card, see Chapter 13.
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Use the Studio 5000 Environment to Set the IP Address

You can use Logix Designer application to set the IP address of a Compact
GuardLogix 5370 controller. To set the IP address via the application, you must

be connected to your controller via the USB port.

Complete these steps to set the IP address of the controller.

IMPORTANT  These steps show a 1769-L36ERMS controller. The same steps also apply to
all Compact GuardLogix 5370 controllers with slight variations in screens.

1. Start the Logix Designer application. 0®
[

2. Click RSWho to specify the project path. ‘ '

V) & TE R um)ie LN B ok

The RSWho Active dialo > .
3. Navigate over the USBgagt and select the Compact GuardLogix

controller. G

il 1016, 1769-136ERMS LOGIX5336ERM SAFETY, CompactLogix_Project,

\ Path: USB\IG Set Project Path
Path in Project: <none>
Clear Project Path
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S. Click Download.
ﬁwm Active

Autobrowse [ Refresh

== Workstation, APSGSGPDP44Q32
@fx Linx Gateways, Ethernet
-3 AB_VBP-1, 1789-A17/A Virtual Chassis
5% USB
8] 16, 1769-136ERMS LOGIX5336ERM SAFETY, CompactLogix_Project

Path: USB\16
Path in Project: <none>

6. Click Download again. Y 4

Download offiine project ‘Com|

“  Connected Controller:
Name:

troller is the system time master. Servo axesin
ollers, in this chassis or other chassis, may be

6 controller image stored in nonvolatile memory might be

following the download. Failure to update the contents
tile memory could result in running old logic following a
power up or corrupt memory condition.

J‘_\’ DANGER: Unexpected hazardous motion of machinery may occur.

Some devices maintain independent configuration settings that are
not loaded to the device during the download of the controller.

Verify these devices (drives, network devices, 3rd party products)
have been properly loaded before placing the controller into run
mode.

Failure to load proper configuration could result in misaligned data
and unexpected equipment operation.

A\ Time Synchronization is disabled.

Axes in the motion group will not function.

["] Enable Time Synchronization

The new project is downloaded to the controller and the project goes

online, in Remote Program or Program mode.

7. Right-click the controller name and choose Properties.

t=IController CompactLogix_Proj

Controller Tags & Verify

-3 Controller Fault Handler
1 power-Up Handler
=-E3 Tasks

Generate Report...
Print

- &8 MainTask " Properties Alt+Enter

| .08 MainDranram
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8. On the Controller Properties dialog box, click the Internet Protocol tab.

The IP Settings Configuration values show that the controller has no IP
address that is assigned to it.

o Controller Properties - CompactLogix_project =
| General I Major Faults ] MinptFa.ms J Date/Time I Advanced ] SFC Execution l Project | Safety
Nonvolatile Memory J Memory | Intemnet Protocol | Port Configuration | Network ] Security { AlarmLog |

Internet Protocol (IP) Settings

IP settings can be manually configured of can be automatically configured
if the network supports this capability,

Manually configure IP settings
Obtain IP settings automatically using BOOTP
Obtain IP settings automatically using DHCP

IP Se.ltlngs Configuration . : \\

Cancel Apply Help
9. Click Manually configur ings.
10. Enter desired IP a @l other configuration information, and
click OK.
g \Iler Properties - CompactLogix_project [e[@]=]
General | is | MinorFauls | Date/Time | Advanced | SFCExecuion | Proiect | Safe
| Nw&? _____ Memoy | Intemet Frotocol” | Port Configuration | Network | Secuiy | &laim Log |
|
| erffet Protocol (IP) Settings
IP gettings can be manually configured or can be automatically configured
if i network supports this capability,
Manually configure IP settings
() Obtain IP seltings automatically using BODTP
() Obtain IP settings automatically using DHCP
Q IP Settinas Configuration -
||PAddress: [192. 188 1 . = | Subnet Mask: |25 255 . 255 0 |
@ Gatewapdddress: | 0 . 0 . 0 . 0 |
. . Primary DNS Server
\ Domgin Name: | Primary € [0.0.0 0
. Secondary DNS
% Host Name: ‘ Server Addiess: L g .0.0.0

Lok || Cocsl || ooy Help |

11. When prompted to confirm the IP address setting, click Yes.

| e x|

I DANGER: Connection Interruption.

Changing connection parameters online will interrupt connections to
or from this controller.

Apply changes?

The controller now uses the newly set IP address.
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Use the SD Card to Set the IP Address

You can use an SD card to set the IP address for a Compact GuardLogix 5370
controller. If you use the SD card to set the IP address, then it removes the need
for software to complete this task.

IMPORTANT

To set the IP address from an SD card, software is not required during the
power-up process. However, you must have previously saved the project to
the SD card.

The IP address of the Compact GuardLogix 5370 controller is automatically
configured at power-up as long as you have configure ddress, stored
the program onto a controller, and set the SD card 0dd [mage
parameter set to On Power Up.

The option to set the IP address of a CompactSgardpogix 5370 controller via
an SD card at power-up is only one part of the process to load an entire

project to the controller from,the S‘ca: rd!

Use this option carefully. For ife SD card can contain a desirable IP
address as part of an undefffrableSgeject, for example, a project that is older
than the project cyrgntlQged on the controller.

These requirements apply w@ing the SD card to set the IP address on a

oller:

Compact GuardLogix 5@
e A project m& d on the SD card.
at

e The proj
Image par®egkr set to On Power Up.

:
X

\QJ
6’0’

stored on the SD card is configured with the Load

Additiofal rgquirements apply for safety projects. See Chapter 13 and the
5570 and Compact GuardLogix 5370 Controllers Safety

Manual, publication 1756-RM099.
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Cha nge the IP Address You can change the IP address of a Compact GuardLogix 5370 controller after
system operation has begun. In this case, the controller has an IP address that is
assigned to it, but you must change that IP address.

You can use these tools to change the IP address of a controller:
o RSLinx Classic software
e Studio 5000 Logix Designer application
e SDcard

IMPORTANT  You cannot use either of these tools to change the IP address of a

controller:
«  Bootstrap Protocol (BOOTP) server
« Dynamic Host Configuration Prot% server

Consider these factors when you determine hgag to c@nge the IP address of a
controller: ps

e Network isolation from, or int@to, the plant/enterprise network

e Network size - For large, isola®fl networks, it can be more convenient
server rather than the Studio S000

and safer to use a BOOT@
environment or RSLi |aS@software. A BOOTP/DHCP server

limits the possibili ugflicate IP address assignment.
However, y n\@lyluse the BOOTP/DHCP server to set the IP
address of the oller and not to change it. If you decide to change

the IP ad@f e controller and want to use a BOOTP/DHCP
server ?i whhe possibility of duplicate IP address assignment, you
o {ifst clear the IP address.

dislcaring the IP address, use the steps that are described at Use the
®POTP Server to Set the IP Address on page 34 or Use the DHCP

‘ erver to Set the IP Address on page 35 to set the IP address of the
Q controller.

e Company policies and procedures that deal with plant floor network
installation and maintenance

\% e Level of involvement by I'T personnel in plant-floor network installation

and maintenance

% e Type of training that is offered to control engineers and maintenance

personnel
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Change the IP Address with RSLinx Software

Complete these steps to change the IP address of the controller.

IMPORTANT  These steps show a 1769-L36ERMS controller. The same steps also apply to
all Compact GuardLogix 5370 controllers with slight variations in screens.

1. Verify that a USB cable is connected to your computer and the controller.

2. Right-click the controller and choose Module Configuration.

jgj = S18| Bliz| ||
& 'RSWho - 1
W Autobiowse Refesh_| E _|_.J Not Browsing

[E] E Workstation, USMAYCRMCKELV1

@85 Linx Gateways, Ethemet

@5 AB_ETH-1, Ethernet

@-F5 AB_ETH-2, Ethernet

-2 AB_ETH-Local, Ethemet

@& AB_VBP-1, 1789-A17/A Virtual Chassis

B4 USB

2 m 16, 1760-L36ERMS LOGIX5336ERM SAFETY,

B-2%5 A, Ethemet
@ {3 CompactBus, CompactLogix System

ot \J
Configu

UploEDS fil evice
D perties
ModuleNatistics

s coriourion |

3. Click the Port Coz@n tab.

use SEAZ6 MS/A LOGIXS336ERMSAFETY Configuration

P Advanced Port Configuration | Network
Network uralion Type
®Sic O Dynamic

_ Use DHCP to obtain network configuration
Use BOOTP to obtain network configuration.

dress: [[12 . 188 . 1 . =
26 . 265 . 265 . 0
192 .

|

‘ Gateway Address: l % . 1 . 1

L N [0 .0 .0 _ 0

6 Secondaty Name l 0 . 0 . 0 . o0
|
[

Server.

Domain Name:

\@ Host Name:
Stas:  [Nework Inteiface Configued ]

Lok [ Comeed ]| aemy

{ N N ) SN N [ SN SR —

The controller has an IP address and Network Configuration Type.
4. Type the new IP address and Network Mask.

5. For Network Configuration Type, select Static to assign this
configuration to the port.

IMPORTANT  Ifyou click Dynamic on a power cycle, the controller clears the
current IP configuration and starts to send BOOTP requests.

6. Click OK.
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Change the IP Address with Logix Designer Software

You can change the IP address of a Compact GuardLogix 5370 controller via
Logix Designer application over a USB or EtherNet/IP network connection.

Complete these steps to change the IP address of the controller.

IMPORTANT  These steps show a 1769-L36ERMS controller. The same steps also apply to
all Compact GuardLogix 5370 controllers with slight variations in screens.

1. Verify that your computer is connected to the controll
2. Verify that your project is online.

3. Right-click the controller name and choose Prefpert;

Controller Organizer > X HI
=E=]Controller CompactLogix_Projg 5 '
| %*QCOntroller Tags 2§ Vyfy )
-3 Controller Fault Handler o Rarois
[ Power-Up Handler - <

(=-&3 Tasks

=68 MainTask I = Rl
.08 MainDranram y 2 "
S

TIP  You cagalsogight-click the Ethernet node in the I/0 Configuration
choose Properties.

The Contrompertics dialog box appears on the Internet Protocol
tab.

4, ChanMe address of the controller.

S. e §ther changes where necessary.

Controller Properties - CompactlLogix_project [= @] =]

‘ Generel | MajorFeuks | MinorFauts | Date/Time | Advanced | SFCExecuion | Project | Safely
Nonvolatie Memory | Memoy | IntemetProtocol” | Port Configuation | Network | Secuity | AlamLog
c E Internet Protocol (IP) Settings

IP settings can be manually configured or can be automatically configured
if the network supports this capability

() Obtain IP settings automatically using DHCP

® Manually configure IP settings
\ () Obtain IP seltings automatically using BOOTP

|PAddiess: | 192.168. 1 . 33 . Subnet Mask: 255.255.255. O

c ﬁ: IP Settinas Confiquration -

Gateway Address: 0.0.0.0

. . Primary DNS Server
Domgin Mame: s 0.0.0 0
. Secondary DNS
Host Name: Server i g.0.0.0

ok || Cocel || eob || Heb

6. Click OK.
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Load Controller Firmware

\QJ
éb’

Change the IP Address with an SD Card

You can use an SD card to change the IP address for a Compact GuardLogix
5370 controller when the controller power is cycled. If you use the SD card to
change the IP address, then you do not need software to complete this task.

IMPORTANT  To set the IP address from an SD card, software is not required during the
power-up process. However, you must have previously saved the project to
the SD card.

These requirements apply when using the SD card to change address on
a Compact GuardLogix 5370 controller: 0

e A project is stored on the SD card.

o The project that is stored on the SD card incluo@ther IP address for
the Compact GuardLogix 5370 controllgr thagythe IP address currently
in use on the physical controller t}at h@usesgthe SD card.

e The project that is stored on the S configured with the Load

Image parameter set to On Pq,

e DPower is cycled to the co cr th the SD card installed.

Additional requlrements a fo safety projects. See Chapter 13 and the
GuardLogix 5570 a, uardLoglx 5370 Controllers Safety
Reference Manual 1756-RM099

You mu Aoad the current firmware before you can use the Compact
GuardI \gix $370 controller.

interruption can cause the firmware revision of the Compact GuardLogix
controller to revert to its out-of-the-box revision level, that is, 1.xxx.

Q IMPURTANT Do not interrupt a firmware upgrade while itis in process. Firmware upgrade

To load firmware, you can use any of the following:
ControlFLASH software that installs with Logix Designer application

AutoFlash that launches through the application when you download a
projcct and the controller does not have the matching firmware revision

o SD card (catalog numbers 1784-SD1 or 1784-SD2) with an image
stored on the card
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If you use the ControlFLASH or AutoFlash utilities, you need an EtherNet/IP
network or USB connection to the controller.

IMPORTANT  The controller firmware revision that is loaded via the ControlFLASH
software or the AutoFlash option can be overwritten after future controller
power cycles if conditions exist that are described in Use the Secure Digital

(ard to Load Firmware on page 52.

The firmware is available with the application or you can download it from the
Rockwell Automation Product Compatibility and Download Center (PCDC)
support website at

hetp:

www.rockwellautomation.com/global/su

Use the ControlFLASH Software to Load Firmw;’

14
You can use the ControlFLASH softw#f @rmwarc through a USB or
EtherNet/IP network connection. VV{f end the following when you
o

load firmware via the ControlFLA. frware:
e Use a USB connection t th firmware.
e Ifoneisinstalled in tl‘@ro ler, remove the SD card.

Complete these st o@e ControlFLASH software to load firmware.

IMPORTANT steps show a 1769-L36ERMS controller. The same steps would also
apply to all Compact GuardLogix 5370 controllers with slight variations in
screens.

GuardLogix 5370 controller.

Q. rify that a connection exists between your computer and the Compact

C‘Q 2. Choose Start>Programs>FLASH Programming

Tools>ControlFLASH.

T TWOCRWET ST are L |

'E Brograms @l FLASH Programming Tools m
» (% ControFLASH Help

2 Documents
= README.TXT

[A- settings »
,;) Search »
@) Help and Support |27 (19 of]
¥=] Run...

@ shutoown..
| start J@Q@a@@-s_-

FUuoeJanme
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3. When the Welcome dialog box appears, click Next.

Welcome to ControlFLASH I

Welcome to ControlFLASH, the firmware

update tool. ControlFLASH needs the

following information from you before it can

begin updating a device.

1.The Catalog Number of the target device.

2.The Network Configuration parameters
[optional).

3.The Network Path to the target device.

4. The Firmware Revision for this update.

Control

Q)

< Back | Nﬂthl
]

Cancel L Help |

4. Choose the controller catalogn

~n click Next.

er of the target device:

30ER :'I

1763.L30ER-NSE

1784-PM16SE -

< Back I Nﬂt)h‘ Cancel | Help

5. Expand the network until you see the controller.

Rockwell Automation Publication 1769-UM022B-EN-P - December 2016

47



Chapter 3

Complete the Controller Setup

48

X

\Q)
éb’

6. Choose the controller at the first instance in which it appears, as shown

in the following graphic, and click OK.

Select the 1769-L36ERMS device to update and click DK ] ZI

[V Autobrowse | Refresh I I’Tnl'izl Not Browsing

B Q" Workstation

M-g5 Linx Gateways, Ethemet
H-#5 AB_ETHIP-1, Ethernet

.

B35 USB

[l 16, CompactLogix Proced

& 192.168.1.10, CompactL 1769 Bus
192.168.1.4, 1756-EN2T
83 AB_VWEP-1, 1789-A17/A Virt,

gz ()

A& Ethernet  CompactBus

7. Choose the revision level to Whicbyo ang to update the controller
and click Next.

Firmware Revision

Catalog Number

Current Folder:

c\program files (x86)\controlflash _,

® <Back I Next > Cancel | Help |

. To start the update of the controller, click Finish and click Yes.

Summary

DANGER:  The targetmodule is aboutto be
update with new firmware. During the update the

function. Please make sure that all processes

and thatall safety crifical functions are not
affected. To abortthis firmware update. press

Catalog Number. ~ 1769-36ERMS
SerialNumber.  FFFFFFFF

CurrentRevision:  1.001.11
NewRevision: 28,0011

More Info
<Back Finish Cancel

module will be unable to perform its normal control

Cancel now. To begin the update now. press Finish

ControlFLASH = [E===5T
[— e —

. :
affected by this equipment have been suspended . Are you sure you want to begin

updating the target device?

Help
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Before the firmware upgrade begins, you see the following dialog box.
Take the required action for your application. In this example, the
upgrade continues when OK is clicked.

Attention! If the Secure Digital card is locked and set to load on

\ power-up, this update may be overwritten by firmware on the SD card.
Refer to the "Before you update your system” section of the release
notes before updating. Do you wish to continue?

OK '—_[ Cancel |

After the controller is updated, the status dialog b@ ys that the

update is complete.

Update Status

Catalog Number. 1763-L36ERMS
Serial Number.  FFFFFFFF

Current Revision:  28.001.1
New Revision: 28.001

9. Click OK. 2{6
10. To close the% ASH software, click Cancel and click Yes.

Status:

Use the AutéFlash Utility to Load Firmware

Y se the AutoFlash utility to load firmware through a USB or EtherNet/
ne

WOrk connection.

case, cycle power to the controller. The firmware revision level reverts to the

t the upgrade complete without interruption. If you interrupt a firmware
6 pgrade that is in process, you are alerted that an error has occurred. In this

o

1.xxx revision level and you can begin the upgrade process again.
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Complete these steps to use the AutoFlash utility to load firmware.

IMPORTANT  These steps show a 1769-L36ERMS controller. The same steps would also
apply to all Compact GuardLogix 5370 controllers with slight variations in

screens.

1. Make sure that the network connection is made and your network driver
is configured in RSLinx Classic software.

2. Create a controller project.

3. Click RSWho [&5] to specify the controller path. ®

V) & TE IR )i LY OF o VA S

ﬂ Path: | <none>

|
T e R [ S B G S (1) S 1
m < > )\ Favorites £ Add-On afety

The RSWho Active dialog box appear

Navigate over the Ethernet netwpr select the Compact
GuardLogix controller.

Set Project Path

Path: AB_ETHIP-1\192.168.1.7
Q Pathin Project: AB_ETHIP-1\192.168.1.7
Clear Project Path
Q.: 5. Click Download.

\ TIP  You can click Update Firmware instead of Download to complete this
process. If you do so, skip to step 6.
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A dialog box appears to indicate that the project revision and controller
firmware revision are different.

6. Click Update Firmware.

Download to Controller

Condition:  Unable to download to controller. The revision of the offline project and the

controller's firmware are not compatible.

Controller:
Controller Name:
Controller Type:
Comm Path:
Serial Number:
Firmware Revision:
Security:

Offline Project.
Controller Name:
Controller Type:
File:
Serial Number:
Firmware Revision:
Security:

<None>

DB_1769-L36ERMSJA L3yS_24_10_831
UsB\16

FFFFFFFF

0101

No Protection

ch
1769-L36ERMS Compact GuardLogi®

_.cl\desk_NoAONC31_desk_NoAOILACD

<none>
281
No Protection

4

1N

To download to this controller you must either: ,

Ay Update the controller's firmware

Ay Modify the projectrevision to be compa are

Update Firmware... SelectFile

7. Use the check box

firmware revjgion

8. Click Update.
o

[= | Update MM“W
V3

Firmware Revision

ParentName : Module Address |[Module Type In Module | Update To
C3] Local0 [1769-L36ERMS Compact GuardL... 1| 2811 ¥|[Browse.)

ctAll Clear All [ update | Cancel [ Hep |

& 9. When the Update Firmware dialog box appears, click Yes.

Update Firmware

M

Updating the module's firmware from 1.1t0 28.1.1

A4 DANGER: This controller is the Coordinated System Time master.
Servo axes in synchronized controllers in this chassis. or other chassis
using SynchLink, will be turned off.

All communications to this controller will be lost including this workstation
and any communications bridged through this controller.

%

Updating the firmware may affect the size and performance of projects
downloaded to this controller. For details. see the release notes for the
controller.

Proceed with the frmware update?
Yes

No | [ hep |

Before the firmware upgrade begins, you can be warned about your
controller missing its SD card. Take the required action, typically click OK.

The firmware upgrade begins.
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10. When the firmware upgrade is complete, a Download dialog box appears.
In this example, the project download to the controller continues when
Download is clicked.

Download [ x|

Download offline project 'L3yS_at_Desk' to the controller.
—\— Connected Controller:

Name: <no name >

Type: 1769-L36ERMS/A Compact GuardLogix® 5370
Path: AB_ETH-1110.116.38.47

Serial Number: 00000033

Security: No Protection

\i) Project documentation, extended and custom properties will not
downloaded. Refer to help for more information.
1 DANGER: This controller is the system time master. Servo

synchronized controllers, in this chassis or other chassisan
turned off,

1\ DANGER: Unexpected hazardous motion of machinery P

Some devices maintain independent Ion sﬁ'v;s that are
not loaded to the device durlng’o do! he controller.
Verify these devices (drives, nat vices, 3rd party products)
have been properly loaded re he controller into run
mode.

Failure to load pr: could result in misaligned data
and unexpected opgration.

\ Y,

Use the Secur ital Card to Load Firmware

installed SD card to load firmware on a Compact GuardLogix
er. If you use the SD card to load firmware, then it removes the
boftware to complete this task.

QI PORTANT Aninstalled SD card automatically updates the firmware of the Compact
6 GuardLogix 5370 controller, if the SD card was configured with the Load

Image parameter set to On Power Up.

\ Your application requires the following to load firmware from an SD card at
% power-up:

¢ You must have saved the project to the SD card before the power cycle.

e The firmware revision in the project that is stored on the SD card differs
from the firmware revision on the Compact GuardLogix 5370 controller.

Additional requirements apply for safety projects. See Chapter 13 and the

GuardLogix 5570 and Compact GuardLogix 5370 Controllers Safety
Reference Manual, publication 1756-RM099.
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Select the Operating Mode of

WARNING: When you change switch settings while power is on, an electrical
the Controller arc can occur. This could cause an explosion in hazardous location installations.

Be sure that power is removed or the area is nonhazardous before you proceed.

The following graphic shows the mode switch on a Compact GuardLogix 5370

controller. Use the mode switch on the controller to set the operating mode.

RUN

REM
PROG

Reset —-O

OAA]

k{o A~

I

Compost GuardLoglx

[

rorce [ ]| [CTum 1
v [ [T 2
ox [ e

& émﬂﬁ)

EtherNet/IP”

¢
SAFETY CPU Ll%
LBGERMS Il

Fi
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IMPORTANT  Restrictions apply for safety applications. See Chapter 9, Develop Safety Applications, and the GuardLogix 5570 and Compact

GuardLogix 5370 Safety Reference Manual, publication 1756-RM099, for detailed information on programming restrictions.

Mode Switch
Position

Description

Run

You can perform these tasks:
« Upload projects.

« Runthe program and enable outputs.
You cannot perform these tasks:

- Update controller firmware.

« (reate or delete tasks, programs, or routines.

« (reate or delete tags or edit online.

«Import a program to the controller. 0

«(hange the port configuration of the controller, advanced port configuration, nor network configuration settings.
« (hange controller configuration parameters that are directly set for operation on a device-level ring (DLR) network top

Prog

You can perform these tasks:
- Update controller firmware.

Disable outputs
« Upload/download projects. ‘
- (Create, modify, and delete tasks, programs, or routines.
«(hange the port configuration of the controller, advanced port configuration, nm Iguration settings.

You cannot perform these tasks:
« Use the controller to execute (scan) tasks. 1

Rem

You can perform these tasks:

+ Upload/download projects
«Change the port configuration of the controller, advanced por®ufigtiration, nor network configuration settings.
- (Change between Remote Program, Remote Test, and Rergffte Run modes through the application.

Remote Run . Thecontroller@scans)tasks.
. Enableo
. Edisfhli

line:

Remote Program d&ntroller firmware.
outputs.

C +9) (rédte, modify, and delete tasks, programs, or routines.

% - Download projects.
- Edit online.

- Edit online.

54

- The controller does not execute (scan) tasks.
R%i 'N « Execute tasks with outputs disabled.
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Configure the Controller

Topic Page
Create a Controller Project \

Set Passwords for Safety -lock and -unlock

Set Passwords for Safety -lock and -unlock 58

Protect the Safety Task Signature in Run Mode ’ 59
1/0 Device Replacement Options o 61
Enable Time Synchronization ’_% 62

‘\ 62

Create a Controller Project To configure and progra%%)htroﬂer, follow these steps to create and
t

Configure a Peer Safety Controller

ller with the Logix Designer application.

manage a project fﬁ
1. Click the@b ton El on the main toolbar to create a project.
ic

2. Doubl Compact GuardLogix" 5370 controller to expand the list

o@roﬂer options.
@ se a Compact GuardLogix 5370 controller:
‘ 1769-L30ERMS
Q o 1769-L33ERMS
e 1769-L36ERMS
6 e 1769-L37ERMOS()
\@ 3 New Project » IEN]

Project Types

c‘ % 5 Logix 4  Compact GuardLogix® 5370 Safety Controller

1769-L30ERMS Compact GuardLogix® 5370 Safety Controller
1769-L33ERMS Compact GuardLogix® 5370 Safety Controller
1769-L36ERMS Compact GuardLogix® 5370 Safety Controller
1769-L37ERMOS Compact GuardLogix® 5370 Safety Controller

Compact GuardLogix® 5380 Safety Controller
I CompactLogix™ 5370 Controller
CompactLogix™ 5380 Controller
4 4

Name:

Location: | C:\Users\UserlD\Documents\Studio 5000\Proje ~

(1) Available at firmware revision 30.
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4. In the Name field, type the name of the project.

5. Click Browse to specify the folder for storing the safety controller
project.

6. Click Next.

7. From the Revision pull-down menu, choose the major revision of
firmware for the controller.

12 New Project : IEl

o - OQ
Security Authority No Protection e
Use only the selected Security Authority for aut icajghn and

authorization

Logical Name <Controller Name> '
Permission Set , G

drity Authority pull-down menu, choose a security

8. From thg
(¥
ntrollers Security Programming Manual, publication 1756-PM016.

@. Check the box below Security Authority if you want to use the selected

y option.

ailed information on security, refer to the Logix5000™

protection for authentication and authorization.

®6 10. In the Description field, enter a description of the project.

\ 11. Click Finish.
E % The Logix Designer application creates a safety task and a safety program. A

main ladder logic safety routine called MainRoutine is also created within the
safety program.
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Figure 3 - Safety Task in the Controller Organizer

Controller Organizer - 2 x

[ Controller Cormpactlogix_project
3 Tasks
\—i\‘--*-:‘@ MainTask
+\C§ MainProgram
£ SafetyTask
. =-£3 SafetyProgram
.| Parameters and Local Tags
7 % MainRoutine

+|

A red bar under the icon distinguishes safety programs a ies from
standard project components in the Controller Organj

When a new safety project is created, the Logix Design®™pplication also
automatically creates a time-based safety net nudtber (SNN).

X4
This SNN defines the EtherNet/IP o %the controller resides as a safety
subnet. It can be viewed and modifie@yia thd General tab on the Controller
Properties dialog box.

For most applications, this algomptic, time-based SNN is sufficient. However,
there are cases whegyo to enter a specific SNN.

bix_ project (= =]
mory g Memory | IntemetProtocal | PorConfiguration | Network | Secuity [ Alamiog |
sjorfaults | MiorFeuts | DetefTime | Advenced [ SFCExecuion [ Project [ Safety
len-Bradley
1768-L36ERMS Compact GuardLogix® 5370 Safety Controller
28.01
me: bi:mpa:ﬂ‘.ng‘ii_pr:;ieu
Description: =
6 ssis Type:  [[RERES B
Slat = Safety Parner Slat <intemals
Safety Network
ity 3E11_03F1_D673 El
7732015 1:23:00.723 FM

Table 6 - Additional Resources

Resource Description

Chapter 9, Develop Safety Applications Contains more information on the safety task, safety programs, and
safety routines.

Chapter 5, Communicate Over Networks Provides more information on managing the SNN.
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Set Passwords for
Safety -lock and -unlock

You can safety-lock the controller to help protect safety control components
from modification. Only safety components, such as the safety task, safety
programs, safety routines, and safety tags are affected. Standard components
are unaffected. You can safety-lock or -unlock the controller project when
online or offline.

The safety-lock and -unlock feature uses two separate passwords. Passwords are
optional.

Follow these steps to set passwords.

1. Click Tools > Safety > Change Passwords.

2. From the What Password pull-down menu, chooscty Lock or
Change Passwords

Safety Unlock.
l\() v]
\

New Password: I é ‘
Confirm New Password: s ’ ‘

: Help I
3. Type tf?@ssword, if one exists.

4, 'l@d confirm the new password.
@c OK.

What Password: | Safety Lack

Old Password:

used: ‘~ 1@ #$%N&" () _+,-={}|[]\:32/.

‘ Passwords can be from 1...40 characters in length and are not
case-sensitive. Letters, numerals, and the following symbols can be

58
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Protect the Safety Task
Signature in Run Mode

You can prevent the safety task signature from being either generated or deleted
while the controller is in Run or Remote Run mode, regardless of whether the
safety application is locked or unlocked.

Follow these steps to protect the safety task signature.

—_

Open the Controller Properties dialog box.
2. Click the Safety tab.

3. Check Protect Signature in Run Mode.

4. Click OK.

& Controller Properties - CompactLogix_project = ‘@
Monvolatile Memory Memory Internet Pratocol Port Configuration Y Security Alarm Log
General Major Faults Minor Faults Date/Time Advanced FC Exgrution Project Safety”

Safety Application: Unlocked

Safety Status:

Safety Signature: \ Generate €
' Copy
‘ Delete s
| Protect Signature in Run Mode

‘When replacing Safety 1/

(@) Conligu Y hel Sty Signature Exists

(©) Configure 4|

0K Cancel Apply Help
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Electronic Key"]g Electronic keying reduces the possibility that you use the wrong device in a
control system. It compares the device defined in your project to the installed
device. If keying fails, a fault occurs. These attributes are compared.

Attribute Description

Vendor The device manufacturer.

Device Type The general type of the product, for example, digital /0 module.

Product Code The specific type of the product. The Product Code maps to a catalog number.
Major Revision A number that represents the functional capabilities of a device.

Minor Revision A number that represents behavior changes in the device.

O\
The following electronic keying options are available. §

Keying Option Description

Compatible Lets the installed device accept the key of the device that is defined in the project when the
Module installed device can emulate the defined devig@®With Cogipatible Module, you can typically
replace a device with another devic%at ha@?wing characteristics:
« Same catalog number

« Same or higher Major Revision
« Minor Revision as follows:
— If the Major Revisigp ispth e, the Minor Revision must be the same or higher.

does not match pre munication with the device does not occur. Exact Match is

] mware Manager.
9

- If the Major Revis%, e Minor Revision can be any number.
V'S
Exact Match Indicates that all ke@: must match to establish communication. If any attribute
ly, ¢

Carefully consid lications of each keying option when selecting one.

IMPORTA NT/ ing electronic keying parameters online interrupts connections to the device
and any devices that are connected through the device. Connections from other
controllers can also be broken.

Q\Q If an 1/0 connection to a device is interrupted, the result can be a loss of data.
o®more detailed information on electronic keying, see Electronic Keying in

c‘ gix5000 Control Systems Application Technique, publication LOGIX-AT001.

N
o
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1/0 Device Rep'acement The Safety tab of the Controller Properties dialog box lets you define how the

Opti ons controller handles the replacement of an I/O device in the system. This option
determines whether the controller sets the safety network number (SNN) of an
I/O device that it is connected to and has configuration data for when a safety
task signature(l) exists.

Follow these steps to configure how the controller handles the replacement of
an I/O device in the system.

1. Open the Controller Properties dialog box.
2. Click the Safety tab.

3. Select the configure option for the controller to us@ r¥placing

safety I/0O.
4. Click OK. Q
Figure 5 - 1/0 Device Replacement Options PN () 14
' & Controller Properties - Compa c~ject = IEI |
Nonvolatile Memory tdemony Intemet Protocol t Configuration Network Security Alarm Log

General Major Faults Minor Faults D& vanced SFCEwxecution | Project | Safety”
Safety Application:  Unlacked

Salely Status: Q
Salely Signature: %
>
e Mode

[v] Pratect Si?

2 r%afety 1/0:
Q figure Only When No Safety Signature Exists
Wlfrfiguie Always

0K Cancel Lpply Help

(IP Safety control system is not being relied on to maintain SIL 3 during the
replacement and functional testing of a device.

2\ 2 ATTENTION: Enable the Configure Always feature only if the entire routable

For more information, see Chapter 5, Communicate Over Networks on page 61.

(1)  The safety task signature is a number used to uniquely identify each project’s logic, data, and configuration, thereby protecting
the system’s safety integrity level (SIL). See Safety Task Signature on page 14 and Generate a Safety Task Signature on page 156
for more information.

Rockwell Automation Publication 1769-UM022B-EN-P - December 2016 61



Chapter4  Configure the Controller

Enable Time Synchronization In a Compact GuardLogix 5370 controller system, the controller must be

designated as the coordinated system time (CST) master. Time
synchronization provides a standard mechanism to synchronize clocks across a
network of distributed devices.

IMPORTANT  Time synchronization is required for motion applications.

Follow these steps to configure the controller to become the CST master.

1. Open the Controller Properties dialog box.
2. Click the Date/Time tab.

3. Check Enable Time Synchronization.

4.

Click OK. C)O
Y 4

Figure 6 - Date/Time Tab

5] Controller Properties - Sa .U o (@)=
it Config n Network Security Alarm Log

Advanced SFC Execution Project Safety

Nonvolatile Memory Memory Intemet Protocol
General Major Faults Minor Faults

Time displayed here is Controller, ne, not Workstation local time
to configure Time attributes of the

Date and Time: @ Change Date and Time...

Time Zone: €«

';.-'gh: Saving (+00:00) «
Time Synchronize

A\ DANGER. f time synchronization is
disabled online, active axes in any
controller in this chassis. or any other
synchronized device, may experience
unexpected motion.

O DOPiicate CST master detected
) CST Mastership disabled
"> No CST master Advanced...

6%
\Q) T
{ox

kv

c°nfigure aP Safety You can add a peer safety controller to the I/O configuration folder of your

Controller safety project to allow standard or safety tags to be consumed. To share safety
data between peer controllers, you produce and consume controller-scoped
safety tags.

For details on configuring the peer safety controllers and producing and

consuming safety tags, see Produced/Consumed Safety Tags on page 144.
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Communicate Over Networks

Topic Page
The Safety Network \

EtherNet/IP Network Communication

DeviceNet Network Communication 76

4
Y4
All Compact GuardLogix® 5370 controllwp ort these tasks over an

EtherNet/IP network:
¢ Control distributed I/O % fety and standard connections
e Send/receive mcssageQ/fr other devices on the same network or

another network

e Produce/co rlock) data between controllers
o Socket interfa

Compact Gu? 5370 controllers support these tasks over a DeviceNet
networ

| distributed I/O only for standard connections

‘ d messages to devices on the same network; the controller cannot

receive messages from other devices on the network.

connections from your computer via a USB connection.

6@1 Compact GuardLogix 5370 controllers also support temporary

The CIP Safety protocol is an end-node to end-node safety protocol that

allows routing of CIP Safety messages to and from CIP Safety devices through

bridges, switches, and routers.

To maintain high integrity when routing through standard bridges, switches, or
routers, each end node within a routable CIP Safety Control System must have
a unique reference. This unique reference is a combination of a safety network

number (SNN) and the node address of the network device.
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Managing the Safety Network Number (SNN)

The SNN assigned to safety devices on a network segment must be unique.
You must be sure that a unique SNN is assigned to each CIP Safety network
that contains safety devices.

The SNN assigned to safety devices on a network segment must be unique.
You must be sure that a unique SNN is assigned to each CIP Safety network
that contains safety devices.

TIP  Multiple safety network numbers can be assigned to a CIP Safefsubnet or a
ControlBus™ chassis that contains more than one safety devie§.

These two formats of the SNN are described in the foowhg sections.

The SNN can be software-assigned (time-based) or 1(1@~A d (manual).

Time-based SNN

If the time-based format is selected
the date and time at which the
personal computer running th

&alue that is generated represents
as generated, according to the
tion software.

Figure 7 - Time-based SNN For t

Safety N K er
Time based @ | Generate
1 u% 6:46.402 PM
O Mgual
Q s (Decimal)
Number”
[3E81_0459_FD42 | Hex) Copy
Sel «
e | [ o
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\@6
6(0’

Manual SNN

If the manual format is selected, the SNN represents entered values from

1...9999 decimal.

Figure 8 - Manual-based SNN Format

Safety Network Number

0 (Decimal)

(Hex)

Uninitialized Safety Network Number.

‘%lork Number (SNN)

You can allow t%ix Designer application to automatically assign an SNN,

or you can assigh tf¢ SNN manually.

Autm@&;&nment

Assigning the S

odule additions to the same CIP Safety network are assigned the same SNN
efined within the lowest address on that CIP Safety network.

&en a new controller or module is created, a time-based SNN is
Qﬁ matically assigned via the configuration software. Subsequent new safety-

Manual Assignment

The manual option is intended for routable CIP Safety systems where the
number of network subnets and interconnecting networks is small, and where
users might like to manage and assign the SNN in a logical manner pertaining
to their specific application.

See Changing the Safety Network Number (SNN) on page 66.

IMPORTANT

If you assign an SNN manually, make sure that system expansion does not
result in duplication of SNN and node address combinations.

A warning appears if your project contains duplicate SNN and node address
combinations. You can still verify the project but Rockwell Automation
recommends that you resolve the duplicate combinations.
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W
CQQ l

Automatic Versus Manual

For typical users, the automatic assignment of an SNN is sufficient. However,
manual manipulation of the SNN is required if the following is true:
e Safety consumed tags are used.

e The project consumes safety input data from a module whose
configuration is owned by some other device.

e A safety project is copied to another hardware installation within the
same routable CIP Safety system.

Changing the Safety Network Number (SNN) 6®

Before changing the SNN you must do the following:
u uﬁock it.

o Ifthe project is safety-locked, the}yo
See Safetv-lock the Controller on

o Ifasafety task signature exis 5&1 you must delete it.
See Delete the Safety Tas&' nat@e on page 157.
Change the SNN of the Contr ()

1. Inthe Cont%rganizer, right-click the controller and choose

Propertie,

2. On thefencral tab of the Controller Properties dialog box, click : to
ight of the safety network number to open the Safety Network

r dialog box.

Safety Network.
Saie i [3589_0347_ER13
6/8/2003 10:17:24.883 AM
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3. Click Time-based and then Generate.

Safety Network Number

10/23/2015 4:16:46.402 PM
() Manual
EtherNet/IP (Decimal)
Number:

3E81_0459_FD42 (Hex)

[ ok ][ conce

| Generate

4. Click OK.

Q
5’0

X4
Change the SNN of Safety I/0 Modules on theLl,

ty Networks

e-click the first safety I/O module

. In the Controller Organi@< -cli i
underneath the Ether e to view the General tab.

lQsaﬁfty network number to open the Safety

Click| .. | to the by
Network N g box.
| New Module, ﬂ
General* Cg(lﬂ ty | Module Info | Intemet Pratocol | Part Cari Input Configuration | Test Output|
Type: /1791EE-1316 16 Point 24 YOC Sink Safety Input
Allern-Bradiey Ethernet Address

Local

Madule Definition

Se s s Change ... |
Revision: 1,001

Electronic Keying:  Compatible Module

Input Data Safety

Input Status: Pt. Status

Output Data: Test

Data Format: Integer

(©) Private Network: 102.168.1.

@1 Address: 192 - 188 . 10 . 25

Adyanced...
3EOF_02E2_GE6E

7/1/2015 8:26:33.836 AM

Safiety Network
Number
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3. Choose Time-based and click Generate to generate a new SNN for that
EtherNet/IP network.

Safety Network Number H

Format:
® Time based Generate
10/23/2015 4:16:46.402 PM
() Manual
Etheret/IP (Decimal)
Number:

3E81_0459_FD42 (Hex) o ®
== | ©

4
4. Click OK. Y4 G

5. Click Copy to copy the new S t Windows Clipboard.

6. Open the General Tab o le Properties dialog box of the next
safety I/O module undggt erNet/IP module.
7. Click| .. |to therj safety network number to open the Safety

Network Ny@abe\dfalgg box.
8. Choose Tjmg- and click Paste to paste that EtherNet/IP network’s

SNN intgfaggdevice.

9. Cligk .

1(@\ steps 6...8 for the remaining safety I/O modules under that

erNet/IP communication module.

(§ﬁ Repeat steps 2...8 for any remaining network communication modules

under the I/O Configuration tree.
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Copy and Paste a SNN

If the module’s configuration is owned by another controller, you may need to
copy and paste the SNN from the configuration owner into the module in your
I/O configuration tree.

1. In the software configuration tool of the module’s configuration owner,
open the Safety Network Number dialog box for the module.

2. Click Copy.

Safety Network Number ﬂ
Format: o®

@Timebased Generate

10/23/2015 4:16:46.402 PM . Q
() Manual

EtherMet/IP (Decimal) '
Number: , Q
3EB1_0459_FD42 (Hex) ‘ C&

Help

3. Click the@ra tab on the Module Properties dialog box of the I/O
module i /O Conlfiguration tree of the consuming controller
i Y 4

is cpnsuming controller is not the configuration owner.

ck G to the right of the safety network number to open the Safety
Network Number dialog box.

S. Click Paste.

@6 6. Clle OK.

N
o
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The EtherNet/IP network offers a full suite of control, configuration, and data
collection services by layering the Common Industrial Protocol (CIP) over the
standard Internet protocols, such as TCP/IP and UDP. This combination of
well-accepted standards provides the capability that is required to support
information data exchange and control applications.

The Compact GuardLogix 5370 controllers use socket interface transactions
and conventional communication over the EtherNet/IP network to
communicate with Ethernet devices that do not support the EtherNet/IP
application protocol.

For more information on socket interface transactions, see S terface on
page 75. 0
Available Software

14
AT .
You use the software that is listed in the W1 table with a Compact
rN

GuardLogix 5370 controller on an cWIP network.

Software Required Version

Studio 5000° | 28.00.00 or later
environment

Required

Configure the CompactLogix™ project Yes
Define EtherNet/IP communication
« (Change IP address for devices on network,

% including the Compact GuardLogix 5370 controller
RSLinx® Classic | 3.80 @ « Assign or change IP addresses to devices on an

EtherNet/IP network
« Configure communication devices

/ « Provide diagnostics

« Establish communication between devices

80(76 ost current version is Assign IP addresses to devices on an EtherNet/IP No

installed when RSLinx network.
(lassic software is installed

&herNetﬂP Functionality

The Compact GuardLogix 5370 controllers offer this EtherNet/IP network

functionality:

¢ Dual built-in EtherNet/IP network ports

e Support for the following EtherNet/IP network topologies:
— Device Level Ring Network Topology
- Linear Network Topology
— Star Network Topology

o Support for CIP safety protocol

e Support for Integrated Motion over an EtherNet/IP network

o Socket interface to communicate with Ethernet devices that do not
support the EtherNet/IP application protocol
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o Duplicate IP address detection

o Unicast and multicast communication

e Support messaging, produced/consumed tags, HMI, and distributed I/O
o Interface via RJ45, twisted-pair cables

e Support half/full-duplex 10 Mbps or 100 Mbps operation

e Support standard switches

¢ No network scheduling required

¢ No routing tables required

Nodes on EtherNet/IP Network 0®

When configuring your Compact GuardLogix 5370 @ller system, you
must account for the number of Ethernet nodes that you include in the I/O

configuration section of your project. Comp@a&ogix 5370 controllers
have limits on the number of nodes thcfﬂ # the I/O configuration

section.
Table 7 - Compact GuardLogix 5370 Co! II*rnet Node Guidelines

(at. No. Ethernet Nodes@upp
1769-L30ERMS

1769-L33ERMS
1769-L33ERMOS

1769-L36ERMS
1769-L36ERMOS /

48

@

64

Ethernet node count to effectively design a control system, the controllers
do have connection limits on an EtherNet/IP network.

@PORTANT While Compact GuardLogix 5370 controllers offer the option of using

For more information on how to design EtherNet/IP network use in your
Compact GuardLogix 5370 controller system, see these resources:

«  The EtherNet/IP Capacity Tool available at
http://www.rockwellautomation.com/global/products-technologies/
integrated-architecture/tools/overview.page.

The EtherNet/IP Capacity Tool helps you in the initial layout of your
EtherNet/IP network.

Ethernet Design Considerations Reference Manual, publication
ENET-RM002.
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Devices Excluded from the Node Count

When considering the Ethernet node limitation of a Compact GuardLogix
5370 controller, you do not count Ethernet devices that exist on the EtherNet/
IP network but are not added to the I/O configuration section of the project.

The following devices are not added to the I/O configuration section in your
project and are not counted among the total number of nodes:

o Computer

o HMIs that are not added to the I/O configuration section, for example,
PanelView™ Plus terminals

e MSG instructions

e Devices with which the Compact GuardLogix@@troﬂcrs use a

socket interface to communicate.

For example, the following devices req j cor@mnication via a socket
interface:

— Modbus TCP/IP device
— Barcode scanners ‘

EtherNet/IP Networ ies

Compact GuardLo&Ei 0 controllers support these EtherNet/IP network

types:
. Dcvicc%v ing (DLR) Network Topology

o I €ea?Network Topology
etwork Topology

@ h of these EtherNet/IP network topologies supports applications that use

tegrated Motion over an EtherNet/IP network.

%6 Device Level Ring (DLR) Network Topology

\ A DLR network topology is a single-fault tolerant ring network that is

intended for the interconnection of automation devices. A DLR network is

6@ comprised of Supervisor (Active and Backup) nodes and Ring nodes.

DLR network topologies automatically convert to linear network topologies
when a fault is detected. The conversion to the new network topology
maintains communication of data on the network. The fault condition is
typically easily detected and corrected.
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N
o

‘ Ll 1734-AENTR POINT /0™
6 :inearNetwork Topology

Compact GuardLogix 5370 controllers connect directly to a DLR network
topology, that is, without requiring a 1783-ETAP tap to connect to the
network. The controllers can function in any of the roles on a DLR network
topology, that is, active supervisor node, back-up supervisor node or ring node.

IMPORTANT  The topology graphics that are shown in this section are examples of
applications that use only DLR network topologies.

We recommend that you exercise caution if you consider designing an
application that includes the connection of a DLR topology with a linear or
star network topology.

For more information on usinga DLR network topology.g therNet/IP

Embedded Switch Technology Application Guide, puj

Figure 9 shows an example 1769-L33ERMS control sys with a DLR

network topology. X 4
X4
Figure 9 - Example 1769-L33ERMS Control Systen‘m Network Topology

« Kinetix® 350
« 1783-ETAP

. PanelView Plus
« 1783-ETAP

1794-AENT FLEX™ 1/0

A linear network topology is a collection of devices that are daisy-chained
together across an EtherNet/IP network. Devices that can connect to a linear
network topology use embedded switch technology to remove any need for a
separate switch, as required in Star network topologies.

Figure 10 shows an example 1769-L33ERMS control system with a linear
network topology.
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Figure 10 - Example 1769-L33ERMS Control System With a Linear Network Topology

7 ] _
] =i b 1734-AENTR POINT 1/0
= D'
+ T794-AENTFLEX = PanelView Plus
- 1783-ETAP - -
o8B0
%ﬁ
[m] .
e gl ) Kinetix
HIESE 5500
Il l' l,' I

;' . . . - &
1769-L33ERMS % m NI
070 erFIex®-;25
() 783-ETAP
Star Network Topology

Q.
A star network topology is a traditional%ﬂA P network that includes
c

multiple devices that are connected to er via an Ethernet switch.

Figure 11 shows an example 17 3

network topology. 0

Figure 11 - Example 176 -L3@ontrol System With a Star Network Topology

S control system with a star

1769-L33ERMS

Stratix 6000™ wg
1 8
Kinetix 6500 4R S
- PanelView Plus
'.!..... 1734-AENTR POINT I/0
m— ]
e

=" PowerFlex 525
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EtherNet/IP Network Connections

Compact GuardLogix 5370 controllers use connections to manage
communication on the EtherNet/IP network. A connection is a point-to-point
communication mechanism that is used to transfer data between a transmitter
and a receiver. Connections can be logical or physical.

You indirectly determine the number of connections the controller uses by
configuring the controller to communicate with other devices in the system.
Connections are allocations of resources that provide more consistent
communication between devices than unconnected messages.

All EtherNet/IP connections are unscheduled. An unschc@%wction isa
message transfer between controllers that the rcquest‘ge interval (RPI)

or the program, such as a MSG instruction, triggers. duled messaging
lets you send and receive data when needed.

4
Table 8 - Compact GuardLogix 5370 Controller E«%@‘twork Port Specifications

1769-L37ERMOS™

&

ae Packet Rate Capacit
Connections Unconnected (packets/second)(2 N Produced/Consumed Tags
Messages pp
(backplane + ord | Media | NumberofMulticast | Unicast
(at. No. Controller | TCP | CIP Ethernet) 1/0 HMI/MS equired) | Support Tags, max Available

1769-L30ERMS 256 120 | 256 256 6000 @ 500 400 S Yes Twisted + 32 multicast Yes
T — bytes/packet 0nadNg20% pair produced tags

1769-133ERMS timeslice « 128 unicast

1769-L33ERMOS produced tags

1769-L36ERMS /

1769-L36ERMOS

(1) Available at firmware revision 30.

(2) Total packet rate capacity = I/0 Produced Tag, max +

catalog number.

(3) These are the maximum numbers of CIP 1/0 conn

ectighs.

S

Socket Interface

acket rates vary depending on packet size. For more detailed specifications, see the capacity section of the EDS file for the

The Compact GuardLogix 5370 controller can use socket interfaces to
communicate with Ethernet devices that do not support the EtherNet/IP
application protocol.

Examples of devices that do not support the EtherNet/IP application protocol
but can be used in a Compact GuardLogix 5370 controller application include

the following:
e Modbus TCP/IP device
e Barcode scanners
e RFID readers

Rockwell Automation Publication 1769-UM022B-EN-P - December 2016 75



Chapter5  Communicate Over Networks

Communication

76

rk

The socket interface is implemented via the Socket Object. Compact
GuardLogix 5370 controllers communicate with the Socket Object via MSG
instructions. All Compact GuardLogix 5370 controllers must use unconnected
MSG instructions with socket interfaces.

For more information on socket services, see the following:
o CompactLogix 5370 Controllers User Manual, publication 1769-UM021

e The EtherNet/IP Socket Interface Application Technique, publication
ENET-AT002

Quality of Service (QoS) and 1/0 Module Connecti Q

Compact GuardLogix 5370 controllers support Qua%Service (QoS)
technology. QoS lets the controller prioritize EtherNet/TP network traffic. By

default, the Compact GuardLogix 5370 cont@ af® QoS-enabled. QoS can

be disabled by configuring a message inff the Logix Designer

application.
Some EtherNet/IP devices do n ‘z QoS technology unless the device

firmware is upgraded to a re 1mum firmware revision level. For
example, the ControlLo 5 ENBT communication module must use

firmware revision ﬁ r to support QoS technology.

To make sure co ion between Compact GuardLogix 5370 controllers
and I/O modul aintained, verify that the EtherNet/IP devices use the
minimum ﬁrWare revision level of the product that is required to support

QOS tedinolggy.

mformatlon on the following, see Rockwell Automation’

owlcdgcbasc Tech Note 66325
Q ilable at https://rockwellautomation.custhelp.com/):
6 e Minimum firmware revision levels of EtherNet/IP devices to support
DeviceNet N@

QoS technology
¢ Enable/disable QoS

The Compact GuardLogix 5370 controllers communicate with other devices
over the DeviceNet network via a Compact I/O 1769-SDN DeviceNet
scanner. The DeviceNet network uses the Common Industrial Protocol (CIP)
to provide the control, configuration, and data collection capabilities for
industrial devices.

IMPORTANT  Compact GuardLogix controllers support standard connections to the
DeviceNet network. CIP Safety over DeviceNet networks is not supported.
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Available Software

The software applications that are listed in this table are required when using a
Compact GuardLogix 5370 controller on a DeviceNet network.

Software Required Version Functions

Studio 5000 28.00.00 or later Configure the CompactLogix project.
environment

RSLinx Classic | 3.80 or later « Configure communication devices

« Provide diagnostics
« Establish communication between devices

RSNetWorx™ | 25.00.00 or later if used with the Studio | « Configure DeviceNet dew
for DeviceNet | 5000 environment versions above . Definethescanlistﬂ% idaNet network

“

Figure 12 shows an example 1769-L33ERMS control@n with a DeviceNet
network.
Y 4

Figure 12 - Example 1769-L33ERMS Control Systgn Wi@/iceNet Network

Jaab
Wik
[

- 1769-133ERMS
« 1769-SDN Scanner

fa

e |

i
{

e B4
< 1606-XLDNET E3 Overload Relay 1734-ADN POINT I/0

ﬁmpact 1/0 1769-SDN DeviceNet Scanner

network via a Compact I/O 1769-SDN DeviceNet scanner for standard
communication.

&u can connect a Compact GuardLogix 5370 controller to a DeviceNet

IMPORTANT  (IP Safety is not supported on a DeviceNet network with the 1769-SDN
scanner. DeviceNet safety /0 modules cannot be connected to a Compact
GuardLogix 5370 controller system via the 1769-SDN scanner.
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Considerations

Before installing the scanner, consider the following:

¢ You can connect the scanner to an adjacent controller, power supply, or

I/O module.
e You must account for these two requirements jointly:
— DPower supply distance rating; see page 78

— Current capacity in Compact GuardLogix controller systems;

see page 80
e The scanner, as a master, can own up to 63 slave I/O nodag.
e Another DeviceNet master can own a scanner that i f@eously a
master and be a slave. 06

Scanner Features

The scanner has the following functiongity: () ¢
o Supports messaging to devices, t&roﬂer to controller
e Supports control-level netw: &evice—level network for
programming, configurayga conttol, or data collection

e Shares a common applfcatignTayer with EtherNet/IP networks

o Offers diagnostic@ oved data collection and fault detection
Power Supply Dist

agea R
Compact Gu %{ 5370 controller systems allow you to install 1769-SDN
scannerg¥local expansion modules. The 1769-SDN scanner has a power
sup e rating to consider before you install it.

&er supply distance rating is the number of slots a 1769-SDN scanner can be
inMlled away from the power supply. The 1769-SDN scanner has a power
sypply distance rating of four. Therefore, your Compact GuardLogix 5370
controller system can include up to three modules between the 1769-SDN
scanner and the power supply.

Compact GuardLogix 5370 controller systems do not have embedded I/O
modules. You begin counting local expansion slots with the first Compact I/O
module installed next to the power supply when determining where to install a
1769-SDN scanner and meet its power supply distance rating.

In Compact GuardLogix 5370 controller systems, you can install 1769-SDN
scanners to the left or right side of the power supply. You can also use local and
extra banks in Compact GuardLogix 5370 controller systems, with each
allowing the inclusion of a 1769-SDN scanner.
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In the local bank, the controller must be the left-most device in the system and
you can only install up to three modules between the controller and the power
supply. Therefore, any 1769-SDN scanners that are installed to the left of the
power supply in the local bank, are in a module slot that meets the power
supply distance rating requirements of the module.

Compact GuardLogix 5370 controller systems also support the use of extra
banks for the local expansion modules of the system. Each additional bank
requires a 1769 Compact I/O power supply. The bank can be designed with
local expansion modules on either side of the power supply.

Compact I/O modules between the scanner and the powgfr N\ Hess of
whether the modules are installed to the left or right

Figure 13 on page 79 shows 1769-SDN scanners that arc installed in a
1769-L36ERMS control system that m;t t}@cﬁupply distance rating of

the module. Q
Figure 13 - Power Supply Distance Rating Exgiple for*a 1769-SDN Scanner

Local Bank —23> =

AV et

AN vm g
/7 biw

mpact GuardLogix
@ontroller Power Supply 1769-SDN Scanner

@ 1769-SDN Scanner
@ , Extra Bank

N
o
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Current Capacity in Compact GuardLogix 5370 Controller Systems

In alocal or extra bank, the modules that are installed on either side of the
power supply cannot draw more current than the power supply can supply.
This requirement partially dictates module placement on the bank.

For example, if a bank uses a 1769-PA2 Compact I/O power supply, each side
of the bank has a current capacity of 1A at 5V DC and 0.4A at 24V DC.
Because a 1769-SDN scanner has a current draw of 440 mA at SV DC and 0
mA at 24 V DC, you can only install up to two scanners on each side of the
power supply in the bank in this case.

For more information on 1769 Compact I/O power sup %m current

capacity and calculations you can use to design the m mt are used in
local or extra banks, see Calculate System Power Con ion on page 85.
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Topic e
Select1/0 Modules

Validate Standard I/0 Layout o~ 8
Configure Standard 1/0 9%
Configure Standard Distributed /0 Modules on an EtherNet/IP Network 9%
Configure Standard Distributed /0 Modules on a DeviceNWletw 98
Monitor Standard 1/0 Modules 101

Select 1/0 Modules Compact GuardLogix” 537@0"& systems offer these standard I/O

module options:

e Standard buted I/O Modules Over a DeviceNet Network

L sion Modules
% pact GuardLogix 5370 controller systems support the use of standard

mpact I/O™ modules as local expansion modules along a CompactBus
6 ackplane.
%\ e The controllers support this many local Compact I/O modules across

Consider the following when using local expansion modules:

up to three I/O banks, that is, the local bank and two more banks.

Cat. No. Local Expansion Modules Supported, max

1769-L30ERMS 8

1769-L33ERMS 16
1769-L33ERMOS —
1769-L36ERMS 30

1769-L36ERMOS | —
1769-L37ERMOS™

(1) Available at firmware revision 30.
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e When possible, use specialty Compact I/O modules to meet unique
application requirements.

o Consider usinga 1492 wiring system for each I/O module as an
alternative to the terminal block that comes with the module.

o Use 1492 PanelConnect™ modules and cables if you are connecting
input modules to sensors.

Install Local Expansion Modules

Complete these steps to install local expansion modules in your Compact

GuardLogix 5370 controller system. ®
1

. Attach the 1769 Compact communication or I/Q B[ as described

in these publications: Q
o Compact I/O Modules Installation Instructiol; publication
1769-IN088 4
e Compact I/O DeviceNet Sca{ l@c Installation Instructions,
publication 1769-IN060
2. Ifyour system uses only a a&, complete these steps.
a. Use the tongue-andyggo ots to attach a 1769-ECR Compact

I/0 end cap termifgtorgo the last module in the system.

b. Move thegdeve end cap bus terminator fully to the left until it
clicks to ] ¢ ¥ cap bus terminator.

3. Ifyour sy@ses more banks, follow these steps.

a. Inst?a 69-CRx Compact I/O communication bus expansion
ble at the right end of the local bank.

@mect the 1769-CRux cable to the additional bank as necessary.

@That is, how you connect to the first extra bank—on the right or left

side of the bank, determines the expansion cable that is installed at
the end of the local bank. See page 91 for an example of how to

connect a local bank to extra banks.

IMPORTANT  Make sure that you install an end cap at the end of the last bank
% in your system.

Figure 2 on page 26 shows example systems with local expansion modules

included.

\%6 c. Complete the installation of the remaining banks in your system.

Wire Local Expansion Modules

Wire each Compact I/O module that is used as a local expansion module
according to the technical documentation for that module.
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Standard Distributed 1/0 Modules Over an EtherNet/IP Network

You can include standard distributed I/O modules over an EtherNet/IP
network in your Compact GuardLogix 5370 controller system. Consider the
following when you use distributed I/O modules over an EtherNet/IP
network:

e Each remote EtherNet/IP adapter included in the system must be
counted toward the maximum number of EtherNet/IP nodes for the
controller.

For more information on maximum number of EtherNet/IP nodes, see
Nodes on EtherNet/IP Network on page 69.

e The configurable RPI settings vary depending on tributed I/O

modules are used in the system.

Figure 14 shows an example 1769-L33ERMS contro%:r system that uses local
expansion modules and standard distrib}tcd O godules over an EtherNet/
IP network.

Figure 14 - Example 1769-L33ERMS Control stem hith Modules Over an EtherNet/IP
Network &
|/

Standard Distributed 1/0 Module

Compact
GuardLogix |
5370
Controller BE

éb’ Standard Distributed I/0 Modules Over a DeviceNet Network

You can include standard distributed I/O modules over a DeviceNet network
in your Compact GuardLogix 5370 controller system.

IMPORTANT  (CIP Safety is not supported on DeviceNet with the 1769-SDN module.
DeviceNet safety I/0 modules cannot be connected to a Compact GuardLogix
system via the 1769-SDN module.
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Consider the following when you use distributed I/O modules over a
DeviceNet network:

¢ Studio 5000° environment - For more information, see
Configure Standard Distributed I/O Modules on an EtherNet/IP
Network on page 96.

o RSNetWorx™ for DeviceNet software - For more information, see
DeviceNet Network Communication on page 74.

¢ For information to add distributed I/O modules to your Compact
GuardLogix 5370 controller system, see Configure Standard
Distributed I/O Modules on a DeviceNet Network on page 98.

Figure 15 shows an example 1769-L33ERMS controller sysagih\that uses local
expansion modules and standard distributed I/O modyle a DeviceNet
network.

Figure 15 - Example 1769-L33ERMS Controller System Wj Modves Over a DeviceNet Network

Local Expansion
Modules

/ Standard Distributed 1/0 Modules

t to design. Consider these points when validating I/O layout placement:

Validate Standard | /O Layo@&r you have selected your I/O modules, you must validate the system that you
a

Estimate Requested Packet Interval
Module Fault Related to RPI Estimates

e Physical Placement of I/O Modules

\ e Calculate System Power Consumption
% e Power Supply Distance Rating
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Estimate Requested Packet Interval

The requested packet interval (RPI) defines the frequency at which the
controller sends data to and receives data from I/O modules. You set an RPI
rate for each I/O module in your system.

The Compact GuardLogix 5370 controllers attempt to scan an I/O module at
the configured RPI rate. For individual I/O modules, a Module RPI Overlap
minor fault occurs if there is at least one I/O module which cannot be serviced
within its RPI time.

The configuration parameters for a system determine the imp actual RPI

rates. These configuration factors can affect the effective

any individual module: Q
¢ Rates at which RPI rates are set for other Comp®asf/ O modules
e Number of other Compact I/O modulgsin th@system

e Types of other Compact I/O mcﬁﬁ system

o Application user task priorities

Table 9 - Requested Packet Interval G

Type of Module Guidelines™
All digital

Mix of digital The g guidelines apply:
and analog or all 1...2 modules can be scanned in 0.5 ms.

analog T+ 3...4modules can be scanned in 1 ms.
« 5...13 modules can be scanned in 2 ms.
(\ + 14...30 modules can be scanned in 3 ms.
eM The following conditions apply:

«Forevery 1769-ASCIl module in the system, increase the RPI of every other module by 1 ms.
« Forevery 1769-SM2 module in the system, increase the RPI of every other module by 2 ms.

« Forevery 1769-SDN module in the system, increase the RPI of every other module by 2 ms.
Q « Forevery 1769-HSC module in the system, increase the RPI of every other module by 1 ms.

(1) The guidelines in this table do not factor in the following items, which affect Compact GuardLogix 5370 controller CPU loading:
/0 RPI timing does not affect the task priority. Event and periodic tasks have higher priority than 1/0 and user tasks.
10T (Immediate Output Instruction)
Messaging

CompactBus browsing such as DeviceNet network access through 1769-SDN with Compact GuardLogix 5370 Ethernet or
USB connection

Module RPI quidelines can require adjustment (increase of 1 ms or more) if Compact GuardLogix 5370 controller application
includes one or more of the listings in this table. Monitor controller minor faults to determine if Module RPI overlaps have
occurred.

You can set the RPI rates of individual Compact I/O modules higher than the
rates listed in Table 9. The RPI shows how quickly modules can be scanned,
not how quickly an application can use the data. The RPI is asynchronous to
the program scan. Other factors, such as program execution duration, affect

I/O throughput.
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Module Fault Related to RPI Estimates

When following the guidelines described in Table 9, most Compact
GuardLogix 5370 controller systems operate as expected. Some systems that
follow the guidelines can experience a Module RPI Overlap minor fault as

described in Table 10.

Table 10 - Module RPI Overlap Fault

Fault
Name | Information Condition In Which Fault Occurs
Module | (Type 03)1/0 fault | This fault is logged when the current RPl update of an 1/0 le overlaps with
RPI (Code 94) Module | its previous RPI update. The Minor Faults tab in the Con rties dialog
Overlap | RP| overlap box indicates in which module the RPI overlap occ
detected If multiple I/0 modules experience the fault, th a indicates that the
Module Slot=x, | faultoccurred on the first such 1/0 module. Tically, e /0 module with a

argdl/0 array sizes include the

wherexistheslot | large /0 array sizes. Example modules that
recommend that you adjust

number ofthe /0 | 1769-SDN and 1769-HSC modules. In these cas
moduleinthel/0 | the RPIof the module to remove thgfault.

configuration Once the fault is cleared from thi{first 1/ module, the application indicates the
section next module that expe & his pattern continues until the fault is

I

cleared from all affected | ules.

To avoid this fault, e RPI T8 of the /0 modules to higher numerical values.
We recommepd you n RPI value that is not a common multiple of other
module RPI s, SUCH8 2.5 ms, 5.5 ms, or 7 ms.

« Wergsssnm you do not run Compact GuardLogix 5370 controller
syst@ Module RPI Overlap faults.
t experiences many Module RPI Overlap faults cannot operate

%Ily because 1/0 data is not sampled at the expected rate that the RPI
gs determine.

% When the project is downloaded or the RPI value of an 1/0 module is adjusted,

it is expected to have a minor fault. Faults under these conditions are
transitionary. Clear the fault and wait for the fault to reappear before
adjusting the RPI value or the task priorities.
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Calculate System Power Consumption

The 1769 Compact I/O power supplies provide power to Compact
GuardLogix local and more banks. The provided power is measured in current
capacity.

Consider these points when you design your Compact GuardLogix 5370
controller system banks:

e 1769 Compact I/O power supplies have two maximum current capacity
requirements that affect how you design and configure one bank.

The following are the maximum current capacity requ‘&s:
- Maximum current capacity for one bank Q
p

supply

— Maximum current capacity for each side of fic

Current Capacity for Single Bank
Current Capacity 4 Current Capacity

< for Side of Bank WE ’<—for5ide of Bank ——
(O] (] [TIC O $i101101101 [TIOl

. ximum current capacity requirements vary by the power supply
tis used in the bank.

‘ PowerSupply | Current Capacity, max for Single | Current Capacity, max for Each Side of
:‘ (at. No. Bank Bank”

1769-PA2

— 1 2Aat5VDCand 0.8 Aat 24V DC 1Aat5VDCand 0.4 Aat 24V DC
1769-PB2
1769-PA4

—— 1 4Aat5VDCand 2 Aat 24V DC 2Aat5VDCand 1Aat24VDC
1769-PB4

(1)  Specification for banks with devices on left and right sides of the power supply.
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Calculate Power Consumption in Single Bank

IMPORTANT  One bank requires the Compact GuardLogix 5370 controllers to reside in the
left-most slot. At a minimum, you must calculate the power consumption of
the controller on the left side of the power supply.

If more modules are installed on the left side of the power supply, you must
also calculate the power consumption for those modules.

If more modules are installed to the right of the power supply, you must
calculate the power consumption for that side separately.

Use this table to calculate power consumption in one bank. ®

Table 11 - Module Power Consumption Calculation for a Local Bank go
Calculat

rent =
Numbgy of Modules) x (Module
. Module Current Requirements Cugrent Requirements)
Side of Power Number of
Supply Device Cat. No. Modules'®) | at5VDC(inmA) | at24VDC (i‘ 5VDC(inmA) | at24VDC(in mA)
&
Left - Required 1769-L30ERMS 1 500 225 500 225
1769-L33ERMS
1769-L36ERMS
Left - Optional 1/0 Module-specific Upto3 Module-specific dule-specific

g urrent Requiredm:

Right 1/0 Module-specific Upto8

IMPORTANT: Insert a separate row in this
calculation for each 1/0 module.

Module-specific

| Total Current Required(z):

p S
Total Current Required for Single Banlﬂodbu re Installed on Both Sides of the Power Supply“):
or

(1) This number must not exceed the power supply current\a % tW®hank.
(2)  This number must not exceed the power supply curggm cap@dg)Tonthis side of the bank.
(3) Inthelocal bank, you can only install up to three %t 't of the power supply because the Compact GuardLogix 5370 controllers have a power supply distance rating of four and must be

within four slots of the Compact 1/0 power@ ght side of the power supply in the local bank and both sides of the power supply in more banks, you can install up to eight modules if
li

power supply distance ratings for od

% Calculate Power Consumption in an Additional Bank

IMPORTANT  Inextra banks, you can install /0 modules to the left side, right side, or both
sides of the power supply.

e the system design.

The system design determines how to use the following table.

Use Table 12 to calculate power consumption in an extra bank.
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Table 12 - Module Power Consumption Calculation for an Additional Bank

Side of Power
Supply

Device Cat. No.

Calculated Current =
(Number of Modules) x (Module

Module Current Requirements Current Requirements)

Number of
Modules® | at5vDC (in mA) at 24V DC(inmA) | at 5V DC(in mA) at 24V DC (in mA)

Left - Optional in
an extra bank

1/0 Modules

IMPORTANT: Insert a separate row in this
calculation for each 1/0 module.

Upto8 Module-specific Module-specific

Total Current Requiredm:

Right - Optional in
one bank

1/0 Modules

IMPORTANT: Insert a separate row for each

1/0 module.

Upto8 Module-specific Module-specific

1(}‘
S

Total Current Requiredm:

4
Total Current Required for Bank if Modules Are Installed on Both Sides of the Power *( ‘

(1) This number must not exceed the power supply current capacity for the bank.
(2)  This number must not exceed the power supply current capacity for this side of the bank.

(3) You caninstall up to eight modules in additional banks if the power supply distance ratings for the modules validate tl@

O

Physical Placemggt Modules

Depending on t%ﬂrollcr catalog number, Compact GuardLogix 5370

controllers sup

catalog Q 1s, see Local Expansion Modules on page 81.

etween 8 and 30 I/O modules. For more information on

these factors when determining the physical placement of I/O

You can install I/O modules in local and extra banks.
You can install I/O modules to the left and right of the power supply.

When a system requires multiple banks, you can install the additional
banks horizontally or vertically, as shown in Figure 2 on page 26.

Each I/O module also has a power supply distance rating and maximum
current draw. Considered jointly, distance ratings and current draw
determine where I/O modules can be placed in a bank and what
configuration of modules can be installed in the bank.

For more information on power supply distance ratings, see Power
Supply Distance Rating on page 91. For more information on system
power consumption, see Calculate System Power Consumption on
page 87.
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Local Bank

To validate the local bank design, confirm that the design meets these
requirements:

The controller is the left-most device in the local bank.

No more than three modules are installed between the controller and
the left side of the power supply.

No more than eight modules are installed to the right of the power
supply.

The power consumption of the modules on each side of ghe power
supply does not exceed the capacity of the power supplf

The total power consumption by all modules in th@ba\Noes not

exceed the capacity of the power supply for thc

Modules are installed such that all power supplyNig€ance rating and
system power consumption requireme re gt.

¥4
For example, the 1769-SDN scanrg; ower supply distance rating
of four. If the design includes gff inst®¥ation of a 1769-SDN scanner

with greater than three % tween it and the power supply, the

design is invalid.

IMPORTANT wer supply distance ratings, if you install a module
tINGvighates its power supply distance rating specification, the
tem can appear to operate normally for a time, but could
@ experience operational issues over time, such as 1/0 faults.

The fol@ example graphic shows a local bank.

1760-L3088
Compact I/0 Modules Power Supply Compact I/0 Modules End Cap

1769 Compact /0
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Additional Banks

If your application calls for twelve or more I/O modules, at minimum, you
must install the modules in extra banks. The conditions of each application
determine the number of extra banks.

Once the local bank design is validated, you must validate the design for any
additional banks. To validate extra bank designs, confirm that the design meets
these requirements:

e Compact I/O communication bus expansion cables are used properly.

TIP  Compact 1/0 expansion cables have the same dimensj the end caps
regardless of whether they are installed at the rib ide of the

communication bus
¢ No more than eight modules are installed on ei@ide of the power
supply. P
e The power consumption of the ngddul®@onkach side of the power
supply does not exceed the capagjtyS@che power supply for that side.

e Modules are installed such t | power supply distance rating
requirements are met.

e End caps are installed groperl¥; as shown in the following graphic.

Local Bank

1769-CRRx Cable ——»>4 End

(Caps

il
]
g

Power Supply Distance Rating

Compact GuardLogix 5370 controller systems do not have embedded I/O
modules. You begin counting local expansion slots with the first Compact I/O
module installed next to the power supply when determining where to install a
Compact I/O module and meet its power supply distance rating.

In Compact GuardLogix 5370 controller systems, you can install Compact I/
O modules to the left or right side of the power supply. You can also use local
and extra banks in Compact GuardLogix 5370 controller systems, with each
allowing the inclusion of Compact I/O modules.
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Local Bank

In the local bank, the controller must be the leftmost device in the system and
you can only install up to three modules between the controller and the power
supply. Therefore, any Compact I/O modules that are installed to the left of
the power supply in the local bank must be in a module slot that meets the
module’s power supply distance rating requirements.

Additional Banks

banks for the local expansion modules of the system. Every ad bank

requires a 1769 Compact I/O power supply. The bank ca d with

local expansion modules on either side of the power s g

Compact GuardLogix 5370 controller systems also support the &g of extra
4t$?l
R ne

you to install them in any slot on either side offthe gower supply in extra banks.

Some Compact I/O modules have powcrﬂ
Cct

where you can install them in the Comgta

Most Compact I/O modules have power suppl: distar$c rating values that allow

tance ratings that affect
rdLogix 5370 controller system.

For example, the 1769-ASCII C ct, ASClII and 1769-HSC Compact
high-speed counter modules ﬂ a power supply distance rating of four.

These modules can be ins cal expansion module slots one through three.

In this case, you mustWgall the 1769-ASCII module and 1769-HSC high-
speed counter m@ no more three Compact I/O modules between the

, regardless of whether the modules are installed to the left

module and the
or right @&:wcr supply.
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This graphic shows 1769-HSC high-speed counter modules that are installed
in a 1769-L36ERMS control system that meet the power supply
distance rating of the module.

Local Bank

TI1T0L O1O [TT0L
F Y

@ aton Sy

i

A SheriedP”

|as=nies)

H
S SA R VAV ]

1769-HSC High-speed Counter Modules |
Control System Meeting the Power Supply®§
of the High-speed Counter Module

wi/69-L36ERMS
e Rating Requirements

[TTA [1TAL [TTAl

Extra Bank ‘

% |

For more inforu@ about the power supply distance rating for a Compact
I/O module, f ompactLogix™ Selection Guide, publication 1769-SG001.
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Configure Standard 1/0

94

Complete these steps to add a Compact I/O module to your Compact
GuardLogix 5370 controller system and configure it.

1. In the Controller Organizer, select and right-click the 1769 Bus under

I/O Configuration, and choose New Module.

Controller Organizer

+ 0 X

-

B"ﬁ oo
_gp| I NewModule..

T, Lagical Model
=-E1/0 Configuration

&l Controller CompactLogix_project
S Tasks
SIMotion Groups
-3 Data Types

= Eth Discover Madules

Y 4
2. Select the desired I/O module alﬁ clidg Crate.

Select Module Type Y 4
Catelog |Module Discovery | Favorites
Enter Search Text for Module Type. Clear Fillers HideFiters &
sl Module Type Category 7 - Madule Type Vendor Filters -
F hnolog | AllerBradiey 2
[¥] Communication = Advanced Micro Contrals Inc. (AMCI) |=
[¥] Digital | Hardy Instruments, Inc.
[¥] Other « |[] Prosoft Technology
~  Catalog Numbs cription Vendor Category -
1769-ASCI el RS232/422/485 ASCI Allen-Bradley Specialty 1=
1763-Boolt 8 Input 4 Point Qutput 24 DC Combo..  AllenBradley  Specialty —
1769-H! High Speed Counter Allen-Bradley  Specialty
63 Allen-Bradey
1769 & Pointisolated 120% AC Input Allen-Bradley
1726, 4Channel CurreniVoltage Analog Input Allen-Bradley
179¥IF4FX0F2F 4 Channel Input/2 Channel Output Fast Anal... Allen-Bradley 2
42 ofi® Module Typas Found Add to Favorites
Close on Creats Create ] | Clase ‘ [ Help ]

3. Configure the new I/O module as necessary and click OK.

@ The New Module dialog box appears.

@ # | New Module

1768-1A16 16 Point 120 AC Input

Type:

Wendor. Allen-Bradley

Parent: Local

Name: Digital_Input_modulg|

Description: -

Module Definition
Series:
Revision
Electronic Keying
Connection:
Data Format:

Status: Creating

-

1.001
Compatible Module

Input
Integer

Slot

[ ok

] { Cancel l [ Help
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Common Configuration Parameters

While the configuration options vary from module to module, there are some
common options you typically configure when using Compact I/O modules in

a Compact GuardLogix 5370 controller system, as described in Table 13.

Table 13 - Common Configuration Parameters

Configuration Option

Description

Requested packet interval (RPI)

The RPI specifies the interval at which data is transmitted or received over a connection. For 1769 Compact Local I/0 modules, data is
transmitted to the controller at the RPI.

When scanned on the local bus or over an EtherNet/IP network, input modules are scanned at the RPI specified in odule
configuration. Typically, you configure an RPIin milliseconds (ms). For I/0 modules, the range is 0.5. .. 750 ms.

When scanned over a DeviceNet network, distributed input modules are scanned at the rate that the Devigsf®gMwgte that connects
the input modules to the network supports. For example, the scan rate for distributed 1734 POINT /0™ o t can only occur as
quickly as the 1734-ADN DeviceNet adapter can transmit the data.

Module definition

Set of configuration parameters that affect data transmission between the controller and the 1/0 mo e parameters include the
following:

« Series - Hardware series of the module. 2 4
+ Revision - Major and minor firmware revision levels that are used on the mqghile.
« Electronic Keying - See LOGIX-AT001 for Electronic Keying information. ~

- Data format - Type of data that is transferred between the controller ang®0 modul®and what tags are generated when the
configuration is complete.

Module Fault on Controller If
Connection Fails While in Run Mode

« Connection - Type of connection between the controller writing the coynfk(ati the 1/0 module, such as Output.

This option determines how the controller is affected if the conn module fails in Run mode. You can configure the project
so that a connection failure causes a major fault on the controjlr or ngt.

The default setting is for the option to be enabled, that isg ion to an I/0 module fails in Run mode, a major fault occurs on

Table 14 - 1/0 Module Connections

the controller. 1
I/0 Connecti
A LogixQQ0JF" system uses connections to transmit I/O data, as described in
L

Q

Connection

Descrj n\))

Direct

ction. Any break in the connection, such as a module fault, causes the controller to set fault status bits in the data area that is
aSagiated with the module.

ically, analog 1/0 modules, diagnostic /0 modules, and specialty modules require direct connections.

%t; tion is a real-time, data-transfer link between the controller and an 1/0 module. The controller maintains and monitors
n

Rack-optimized %

For digital I/0 modules, you can select rack-optimized communication.

This option is used with distributed 1/0 modules and the Rack Optimization connection selection is made when configuring the remote
adapter. For example, if you want to use a rack-optimized connection with digital I/0 modules in a remote 1734 POINT I/0 system, you
configure the 1734-AENT(R) module to use a connection type of Rack Optimization.

A rack-optimized connection consolidates connection usage between the controller and the digital I/0 modules in a remote chassis or on
one DIN rail. Rather than having individual, direct connections for each I/0 module, there is one connection for the entire rack (or DIN
rail).
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Configure Standard
Distributed 1/0 Modules on

Your Compact GuardLogix 5370 controller system can use distributed I/O
modules on an EtherNet/IP network.

an EtherNet/IP Network IMPORTANT

When you add distributed 1/0 modules, remember to count the remote
Ethernet adapter to remain within the maximum number of EtherNet/IP
network nodes limitation for your controller.

The remote I/0 modules that are connected to the controller via the
Ethernet adapter are not counted toward the maximum Ethernet node limit
for the controller.

For more information on node limitations, see Nodes on EtherNet/IP
Network on page 69.

Complete these s
network.

A

obgn EtherNet/IP

teps to configure distributed I/O m

Controller Organizer Bclule... |
- v r 1
® S Controller CompactLogi over Modules.
S Tasks
- Motion Groups -t Ctl+X
#-EIData Types
W Copy Ctl+C
- Trends
i . L Paste Cl+V
T, Logical ' 2 Paste Crl
=-E1/0 Configy ) Delete Del
= us
P 69-L33ERMS Cross Reference Cul+E
[1] 1769-1A16/A Dig ;
’ d Properties Alt+Enter
=-gs Ethernet ) )
L@ 1769-L33ERMS Com  print »
= N1734-AENTR/B Rem Ote_r Ui 114
B3 PointlQ 4 Slot Chassis I I
Q . Select the desired Ethernet adapter and click Create.
6 Select Module Type
@ Catelog |Module Discovery | Favoritas|
Enter Search Text for Module Type. Clear Fitters Hide Filters &
Medule Type Category Filters 2| - Module Type Vendor Filters i -
[ 'Fmﬂlug == Allen-Bradley E|
[¥] Communication ] Endress+Hauser
7] Controller ] FANUC Corporation
[] Digital + |71 FANUC Robatics America L
w CatalogNumber  Descriplion Vendor Category -
1715-AENTR 1715 Ethemet Adapter, Twisted PairMedia  Allen-Bradley  Communication =
1734-AENT 1734 Ethernet Adapter, Twisted-Pair Media  Allen-Bradley  Communication
1734 Ethemnet Adapter, 2-Port. Twisted Pair . Allen-Bradley  Communication
1738-AENT 1738 Ethemnet Adapter. Twisted-Pair Media Allen-Bradley  Communication
1738-AENTR 1738 Ethemet Adapter, 2-Port. Twisted Pair..  Allen-Eradley  Communication
1747-AENTR 1747 Ethernet Adapter, Z-Por, Twisted-Pair .. Allen-Bradley  Communication
1756-EN2F 1756 107100 Mbps Ethernet Bridge. Fiber M. Allen-Bradiey  Communication
1756-EN2T 1786 104100 Mbps Ethemet Bridge, Twisted- . Allen-Bradley  Communication
1756-EN2TR 1756 10/100 Mbps Ethemnet Bridge, 2-Fort T..  Allen-Bradisy  Communication -
106 of 424 Module Types Found Add to Favorites
[ Close on Create Create ] ‘ Close } | Help. ]
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The New Module dialog box appears.

3. Configure the new Ethernet adapter as necessary and click OK.

8| Maclule Properties: Local:0 (1734-AENTR 5.001) (o [E@ ]

General” | Cannection | Module Info | IntemetPratocol | Port Canfiguration | Netwerk | Chessis Size

Type: 1734-AENTR 1734 Ethemet Adapter, 2-Port, Twisted Pair Media.
‘Vendor. Allen-Bradley
Parent Local Ethemet Address
Name: Remote_POINT_IO_Ethemet_adapler @) Private Netwark: 192.168.1. b=
Descricicn: - ) IP Address
i “)HostName
Madule Definition
Slot 0 -

Revision: 5001

Electronic Keying: Compatible Module

Connection: Rack Optimization

Chassis Size: 4

Y 4

Y od
Status: Offine , u[ Ok | [ cancel | [ Apply | [ Help

4. In the Controller Organizer, selget aN@right-click the new adapter, and
choose New Module.

ew Modlule... I

Controller Organizer

& Controller Compac
G- S Tasks

Discover Modules

E-?-J-glv'lotion ups i cue —
A DataTyp

® Co Ctrl+C

L3 Tren Py +.

T, Lo Qe clel 2 Paste Ctrl+V

=8I nMYuration Delete Del

¥ 1769 Bus
'__@[0] 1769-L33ERMS C Cross Reference Col+E
e [1] 1769-1A16/A Dig

Properties Alt+Enter

Q E}z?s Ethernet
@ 1769-L33ERMS Com  pyint >
=N R1734-AENTR/B RemOte.r cite s i

-89 Pointl0 4 Slot Chassis I

@6 S. Select the desired I/O module and click Create.

Select Module Type
m‘ Module Discovery. lFuvumes ‘
c‘ Enfer Search Text for Mooule Type. Clear Filters Hide Filters E3

oE Module Type Category Filters -] Module Type Vendor Filters
B AlenBraciey

E,!mal og

Digital =[] Advanced Micro Controls Inc. (AMCI)

"] other | Spectrum Controls. Inc.

[] satety -

= Catalog Number  Description Vendor Category -
17344 4 Point 10%-28V DCInput Source Allen-Bradley  Digital
17348 8 Point 10v-28V DCInput. Source Allen-Bradley  Digital

1734-0A2 2 Point 12 Ouiput Allen-Bradley  Digital

1734-0Ad 4 Point 120V AC Output AllerBradley  Digital
1734-0B2 2 Point Relay Output N.O/M.C. Aller-Bradley  Digital |=
17340826 2 Point 10v-28% DC Electronically Fused Ou.. AllenBradley  Digitel
1734-0B2EP 2 Point 10v-26Y DC Electronically Fused Pr..  Allen-Bradley  Digital
1734-0B4 4 Point Felay Output H.O/MN.C. Allen-Bradiey  Digital
1734-0B4E 4 Point 10v-28% DCElectronically Fused Ou.. Allen-Bradley  Digital 5
30 01 54 Module Types Found Add to Favorites
] Close on Create Ceate | [ Cose | [ Help |
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Configure Staiidard
Distributed 1/0 Modules on a
DeviceNet Network

The New Module dialog box appears.
6. Configure the new I/O module as necessary and click OK.

B | New Module

General* | Connection | Madule Info | FaulyProgram Action
Type 1734-0A2 2 Point 120% AC Output
Vendor: Allen-Bradley
Parent. Remote_POINT_IO_Ethermet_adapter
Name: ‘Remote_output_modulg| Slot [4 =
Description: B
Module Definition
Series: C
Revision: 3.001
Electronic Keying:  Compatible Module
Connection Rack Optimization
Data Format Integer
Status: Creating [ Ok ] [Concel | [ Help

7. Repeat these steps to ad ired distributed I/O modules.

ver an EtherNet/IP network.

1769-L36ERMS Controller

Jond
i

i

The following graphic i Qlc of a 1769-L36ERMS control system that
uses distributed I/ X
@3 SKENTR POINT 1/0

==
1794-AENTR FLEX 1/0

1732E-B16MI2R

Complete these steps to configure standard distributed I/O modules on a
DeviceNet network.

PanelView™ Plus

Your Compact GuardLogix 5370 controller system can use standard distributed
I/O modules on a DeviceNet network.

1. Ifyou have not done so, install a 1769-SDN Compact I/O DeviceNet

scanner into the local bank of your Compact GuardLogix 5370
controller system.
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2. In the Controller Organizer, select and right-click the 1769 Bus under
I/O Configuration, and choose New Module.

@ Controller Tags

(3 Controller Fault Handller
L3 Power-Up Handler
H-E3Tasks

#-E1Motion Groups

-3 Data Types

-3 Trends

-, Logical Modlel

=S1/0 Configuration

e 9 New Module... | Qo

3
Discover Modules...

o & Et
@

2 Paste

Print

3.

-~ Module Type Vendor Filtars -
[ E Aller-Bradley [
] Commi || 7] Advanced Micro Controls Inc. (AMCI) =
[] Digital ~ 1 Herdy Instuments, Inc. -
+ | Prosoft Technology =

~ Cetalog Number  Description Vendor Category
Aller-Bradlsy  Communication

1 of 59 Maodule Types Found Add o Favorites

[ Close on Create Create I { Close J [ Help ]

4. Choose a Major Revision and click OK.

- -

\ Select Major Revision [

% Select major revision for new 1769-SDN
6 module being created.

Major I4 vJ
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The New Module dialog box appears.

5. Configure the new 1769-SDN scanner as necessary and click OK.

New Module X
Type: 1763-SDN/BE 1769 Scanner DevicelNet
Vendor: Allen-Bradley
Name: DeviceNet_module Slat 2 &
Description: A Input Size: 90 = (32-bit)
- Output Size: 90 S ey
Revision: 4 oo : Electronic Keying: | Compatible Keying Q
/| Open Module Propetties oK. Cancel Help

1769-SDN scanner to communi(?te d&a bgween the devices and the
controller through the scanner.

6. Use RSNetWorx™ for DeviceNet softw@dfinc the scan list in the

uses standard distributed I/ O nfoSQle

n a DeviceNet network.

The following graphic is an ex;mO 769-L36ERMS control system that

+ 1769-L36ERMS
i +1769-SDN Scanner

DeviceNet Network

DY |

1794-ADN FLEX 1/0
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Monitor Standard With Compact GuardLogix 5370 controllers, you can monitor I/O modules
1/0 Modules in the following ways:

¢ QuickView™ Pane below the Controller Organizer
¢ Connection tab in the Module Properties dialog box

¢ Programming logic to monitor fault data so you can act

When a fault occurs on an I/O module, a yellow triangle on the module listing
in the Controller Organizer alerts you to the fault.

&leﬂ /O Configuration
=B 1769 Bus
' £ [0] 1769-L36ERMS Compactlogix_project ’&
BN\ 1] 1769-0B16/B Localsource_output 0

The following graphic shows the Quick View Pane, Whicgicates the fault type.
I 2
------ £ Module Defined Tags o

[ Locat1: \
&} Locat1:0

“|J Locat1:c
Description

Status 10 Faulted
Module Fault | (Code 16#011 onic Keying Mismatch...
To see the fault desc@on"h the Connection tab in Module Properties dialog
P

box, complete t|®e

1. Inthe Wntrollcr Organizer, select and right-click the faulted I/O
ule under I/O Configuration, and choose Properties.

1110 Configuration

B New Madule..

Discover Modules...

& Cut Ctl+X

By Copy Cal+C

2 Paste Ctl+V
Delete Del

Cross Reference Cul+E

Properties Alt+Enter
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2. On the Module Properties dialog box, click the Connection tab.

In the Module Fault section, use the fault description to diagnose the issue.

Pe ~

5 | Module Properties: Local:1 (1769-0B16 2.1) ol a===
Connection
Requested Packet Interval (RPI): 200 ms (05-750.0)
[T] Inhibit Module

Major Fault On Controller if Connection Fails While in Run Mode

Module Fault

(Code 16#0116) Blectronic Keying Mismatch: Major and/or Minor revision ‘nv@
Status: Faulted Apply
3. Click OK to close the dialog &n ’medy the issue.

End Cap Detection and Mgdufe Faults

End cap detection isYguformed through the last module on a 1769 Bus. If that
module experiet@ a¥it such that it cannot communicate on the 1769 Bus,

the following ev. ccur:
o E detection fails
o tgpller faults
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Add, Configure, Monitor, and Replace CIP
Safety /0 Devices

A\
Topic \
Add Safety 1/0 Devices
Configure Safety 1/0 Devices 104
Set the IP Address by Using Network Address Translation (NAT) e’ 105
Set the Safety Network Number (SNN) P 106
Unicast Connections on EtherNet/IP Networks Y 4 106
Set the Connection Reaction Time Limit P 107
Understanding the Configuration Signature 110
Reset Safety 1/0 Device Ownership R m
Address Safety I/0 Data m
Monitor Safety I/0 Device Status 6 112
Reset Safety 1/0 Device to ion m
Replace a Safety I/0 Device 114

Add Safety I/0 Devices

y@i asafety I/O device to the system, you must define a configuration
i€, including the following:

for @
. address for EtherNet/IP networks

To set the IP address you can adjust the rotary switches on the device;
use DHCP software (available from Rockwell Automation); use the
Logix Designer application; or retrieve the default address from
nonvolatile memory.

Safety network number (SNN); see page 106 for information on setting
the SNN

Configuration signature; see page 110 for information on when the
configuration signature is set automatically and when you need to set it

Reaction time limit; see page 107 for information on setting the reaction
time limit

Safety input, output, and test parameters complete the module configuration

You can configure safety I/O devices via the Compact GuardLogix® controller
by using the Logix Designer application.
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Add the safety I/O device to the communication module under the I/O
Configuration folder of the controller project.

Configure Safety 1/0 Devices

TIP  You cannot add or delete a safety I/0 device while online.

1. Right-click the Ethernet network and choose New Module.

EJ@ I/O Configuration
=-E 1769 Bus
L [0)1769-L36ERMS SafetyDicer

EJ -f; Ethernet 4—

£t 1769-L36ERMS SafetyDicer

2. From the Catalog tab, select the safety I/O device.

TIP  Use the filters to reduce the list of modules f} 0 choose.

Select Module Type L ]

Catalog | Module Discovery | Favorites

Enter Search Text for Module Type.

Module Type Category Filters
[C] PowerMonitor 5000 Series
Proarammable Logic Controller

Madule Type Vendor Filters

Ea

| cnaress-rauser
FANUC CORPORATION

| FANUC Robotics America

* Catalog Number
1791ES-B16

I 1791ES-IB8X0BV4
2034-EN02D-M01-S1
I 2198-HO003-ERS2,
2198-HO003-E
2198-HO15-ERS.
2198-H025-ERS2
2198-H040-Big

HideFilers 2

s

Vendor Category
Allen-Bradley  Safety.Digital
_Allen-Bradley _ Safety.Digital

ernetSafe Spee..  Allen-Bradley  Safety.Drive.Motion
95-528 Volt. CIP Safe Torq.. Allen-Bradley  Drive.Motion.Safety
195-528 Volt CIP Safe To.. Allen-Bradley  Drive,Motion,Safety
195-528 Volt. CIP Safe Torq.. Allen-Bradley Drive Motion, Safety
5500. 8A. 195-528 Volt. CIP Safe Torq.. Allen-Bradley  Drive.Motion Safety
00, 13A, 195528 Volt, CIP Safe Tor.. Allen-Bradley  Drive Motion Safety
5500. 23A, 195528 Volt. CIP Safe Tor.. Allen-Bradley Drive.Motion Safety

120f 372 Mgdu g
L
] Cidse on Create

Safans At

1l

Add o Favarites

| Create |

[ clse | [ Hep

lae

@c Create.

4. Type a name for the new device.
Q 5. To modify the Module Definition settings, click Change (if required).
6 6. Enter the IP address for EtherNet/IP networks.

@ 1] New Module [
General* | Connection | Sefety | Module Info | Intemet Protacal | Part C Input C on | Test Output|
Type: 1791ES-1816 16 Point 24 YDC Sink Safety Input
Vendor : Allen-Bradley Ethernet Address
Parent: Local .
*)Private Network: 192.168.1.
o) |
— | @I Aodress: 192 - 163 . 10 . |
Description: -
» advanced... ]
Module Definition
s iy e etk 3E0F_N2E2_PESE
Series: A Number: e [:]
RErero 1.001 7/1/2015 8:26:33.638 AM
Electronic keying:  Compatible Module
Input Data Safety
Input Status: Pt. Status
Output Data: Test
Data Format: Integer

If your network uses network address translation (NAT), see Set the IP

Address by Using Network Address Translation (NAT') on page 105.
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Set the IP Address by Using
Network Address Translation
(NAT)

r
| New Module &
General® | Conny afef ule [nfo l Internet Protocol {Pon Canfiguration | Input Configuration | Test Output|
Type: S-1Rs 16 Point 24 VDC Sink Safety Input
Vendor : A ey Ethernet Address
Parent: Local =
Private Network: 192.168.1.
‘ , @IPAddress: | 192 - 168 . 10 . &
Descr H -
" pgvanced... |
Module Definition Safety Network —
joa: 2 3EOF_02E2_6E6E
E=i=s & Change ... Nurnber: - e
Revison: 1.001 7/1/2015 8:26:33.838 AM
Electronic Keying:  Compatible Module
Input Data Safety
Input Status: Pt. Status
Output Data: Test
Data Format: Integer
Status: Creating [ oK ] [ Cancel Help |

7. 'To modify the Safety Network Number, click the :J button (if required).
See page 106 for details.
8. To set the Connection Reaction Time Limit, access the Safety tab.

See page 107 for details.

9. To complete configuration of the safety I/O device, refer to its user
documentation and the Logix Designer application’s online help.

NAT translates one IP address to another IP address viaa N
router or switch. The router or switch translates the sourc tination
addresses within data packets as traffic passes between

This service is useful if you need to reuse IP addresses thro®ghout a network. For
example, NAT makes it possible for devices to @m&tcd into multiple
i

identical private subnets while maintaini iglentities on the public subnet.

If you are using NAT, follow these stdis to set the IP address.

1. Inthe IP Address fieldﬁ&P address that the controller will use.

This is usually th s on the public network when using NAT.

2. Click Advanced to open the Advanced Ethernet Settings dialog box.
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3. Check the checkbox to indicate that this module and the controller
communicate through NAT devices.

Advanced Ethernet Settings n
This module and the controller communicate through Network Address Translation (NAT)
vIg
device(s). |
Module address used by the controller: 192 . 168 . 10 . 25

Actual module address:

192.168.10.25

== NAT
NAT Router
Controller This Nibd
OK Cancel <
4. Type the Actual module address. P

TIP  Ifyou configured the IP addfesg i otary switches, this is the address
you set on the device. w e Actual module address is the same

address shown on th ice’s Internet Protocol tab.
S. Click OK. &

The controller uses the ddress but CIP safety protocol requires the

actual address of th

I/0 de ubsequent safety device additions to the same network are
Number (SNN) a551 ¢ same SNN defined within the lowest address on that CIP safety

Set the Safety Network The ass\k@( t of a time-based SNN is automatic when adding new safety

or most applications, the automatic, time-based SNN is sufficient. However,

6 ere are cases when the manipulation of an SNN is required.

\ See Assigning the Safety Network Number (SNN) on page 63.
UnKast COn ons on Unicast connections are point-to-point connections between a source and a
EtherNet /IP Netw orks destination node. You do not have to enter a minimum or maximum RPI range

or default value for this type of connection.

To configure unicast connections, choose the Connection tab and check Use
Unicast Connection over EtherNet/IP.
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Set the Connection Reaction

Time Limit

o

The Connection Reaction Time Limit is the maximum age of safety packets
on the associated connection. If the age of the data used by the consuming
device exceeds the Connection Reaction Time Limit, a connection fault
occurs. The Connection Reaction Time Limit is determined by the following
equations:

Input Connection Reaction Time Limit =
Input RPI x [Timeout Multiplier + Network Delay Multiplier]

Output Connection Reaction Time Limit =
Safety Task Period x [Timeout Multiplier + Network Delay Multiplier - 1]

The Connection Reaction Time Limit is shown on the Safe the
Module Properties dialog box.

Figure 16 - Connection Reaction Time Limit

\@6@)

Specify the Requested P§ck

The RPI specifies the

module produces data at

For safety input

p@d t

‘@

Interval (RPI)

Pl that you assign.

Connection | Requested Packet]| Connection Reaction||  Max Obs
Type Interval (RPI) (ms)||  Time Limit (ms)  ||Network D 2
Safety Input 10 3 401 | Advanced.
Safety Output 2(] 60.0

a updates over a connection. For example, an input

ctions, you can set the RPI on the Safety tab of the

Module ;{ties dialog box. The RPI is entered in 1 ms increments, with a
range of{l... 100 ms. The default is 10 ms.

Fihure 17 - Requested Packet Interval

anection Reaction Time Limit is adjusted immediately when the RPI

anged via the Logix Designer application.

_:_ﬁenare_-\l | E-Z:an_n_aqi_un._ Safety |-h;|ug:.it_|\_:e__lﬂh-:-|- InlarnetProlu:ul‘PonCunllgur:men l-lﬁg_y:tié-cn-nijbyrm-iqn | TastOulpuC,

Connection || Requested Packet ||Connection Reaction|  Max Observed -
Type Interval (RPT) (ms) || Time Limit (ms) | Netwark Delay (ms) 2
Safety Input 102 40.1 | Reset | Advanced..
Safety Outpu 20 60.0 | Reset

For safety output connections, the RPI is fixed at the safety task period. If the
corresponding Connection Time Reaction Limit is not satisfactory, you can
adjust the safety task period via the Safety Task Properties dialog box.

See Safety Task Period Specification on page 138 for more information on the
safety task period.

For typical applications, the default RPI is usually sufficient. For more complex
requirements, use the Advanced button to modify the Connection Reaction
Time Limit parameters, as described on page 108.
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View the Maximum Observed Network Delay

When the Compact Guardlogix controller receives a safety packet, the
software records the maximum observed network delay. For safety inputs, the
Maximum Observed Network Delay displays the round-trip delay from the
input module to the controller and the acknowledge back to the input module.
For safety outputs, it displays the round-trip delay from the controller to the
output module and the acknowledge back to the controller. The Maximum
Observed Network Delay is shown on the Safety tab of the Module Properties
dialog box. When online, click Reset to reset the Maximum Observed

Network Delay.
Figure 18 - Reset the Maximum Observed Network Delay ®

[ Generet [ Connection| Sefets [Module info | Intemet Protozol  Part Canfiguret

Connection | Requested Packet | Connection Reaction|  Max Observed -
Type Interval (RPI) (ms) [ Time Limit (ms) | Network Delay (ms) 2
Safety Input 0= 401 345[[ Reset ' [ Advanced
Safety Qutput 20 60.0 26.3 esel

A \

IMPORTANT  The actual Maximymle®gk Delay time from the producer to the
consumer is less t e valle displayed in the Maximum Network Delay
field on the Safety tab.¥rgeneral, the actual maximum message delay is

approxi% If the Maximum Network Delay value that is

dighhaye

Set the Advygtonnection Reaction Time Limit Parameters

Co nection parameters like the timeout multiplier and network
Q tiplier on the Advanced Connection Reaction Time Limit dialog

igure 19 - Advanced Configuration
%6 Advanced Connection Reaction Time Limit Configuration li_&]
Input
Requested Packet Interval (RPI): fo2l  ms(-500)
% Timeout Muliplier 2 19

Network Delay Multiplier: 2002 % (10-600)

Connection Reaction Time Limit: 401 ms

Output
Requested Packet Interval (RPI): 20 ms (Safety Task Period)
Timeout Multiplier 2= -9
Network Delay Multiplier: 2002 % (10-600)
Connection Reaction Time Limit: 60.0 ms
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Timeout Multiplier

The Timeout Multiplier determines the number of RPIs to wait for a packet
before declaring a connection timeout. This translates into the number of
messages that can be lost before a connection error is declared.

For example, a timeout multiplier of 1 indicates that messages must be received
during each RPI interval. A Timeout Multiplier of 2 indicates that 1 message
can be lost as long as at least 1 message is received in 2 times the RPI (2 x RPI).

Network Delay Multiplier

The Network Delay Multiplier defines the message tranq@&lu is
enforced by the CIP Safety protocol. The Network D, iplier specifies
the round-trip delay from the producer to the consum$gaghl the acknowledge
back to the producer. You can use the Network Dcla}g\/lultiplier to reduce or
increase the Connection Reaction Time Limff in gascs where the enforced
message transport time is significantly I than the RPL For example,
adjusting the Network Delay Multipli ;‘ helpful when the RPI of an

output connection is the same a y safety task period.

For cases where the input R or gutput RPI are relatively slow or fast as
compared to the enforce delay time, the Network Delay Multiplier

can be approximatx ngjone of the two methods.
Method 1: Use tidbetween the input RPI and the safety task period. Use
this method on n all of the following conditions apply:

o I th or delay is approximately equal to the output path or delay.

ut RPT has been configured so that the actual input message
sport time is less than the input RPI.

approximated as follows:

‘o The safety task period is slow relative to the Input RPL.
:‘Q Under these conditions, the Output Network Delay Multiplier can be

\QJ
6’0’

Input Network Delay Multiplier x [Input RPI , Safety Task Period]

EXAMPLE (Calculate the Approximate Output Network Delay
Multiplier

If:

Input RPI =10 ms
Input Network Delay Multiplier = 200%
Safety Task Period = 20 ms

Then, the Qutput Network Delay Multiplier equals:
200% x [10 -+ 20] = 100%
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Method 2: Use the Maximum Observed Network Delay. If the system is run
for an extended period of time through its worst-case loading conditions, the
Network Delay Multiplier can be set from the Maximum Observed Network
Delay. This method can be used on an input or output connection. After the
system has been run for an extended period of time through its worst-case
loading conditions, record the Maximum Observed Network Delay.

The Network Delay Multiplier can be approximated by the following equation:

[Maximum Observed Network Delay + Margin_Factor] , RPI

EXAMPLE (Calculate the Network Delay Multiplie Maximum
Observed Network Delay

Maximum Observed Network D 20 ms

If: 0
RPI =50 ms
e;-)

[20+10] +

Margin_Factor =10 @
Then, the Netwwplier equals:

X

Understanding the Eaccfll slafety c;evice .has a uniq@.ﬁgl}rati(.)n signat}lre that defi{ne; the
Confi gur ation Si gn ature module con 1guratlin. mn iguration signature is composed of an ID

number, date, and used to verify a module’s configuration.

Configu:t'wﬁvia the Logix Designer Application

device is configured by using the Logix Designer application, the

W
ﬁ tion signature is generated automatically. You can view and copy the

iguration signature via the Safety tab on the Module Properties dialog box.

&ure 20 - View and Copy the Configuration Signature

% Configuration Signature:
\ D Jdc4_4415 (Hex) Ciopy |
% Diate Bf20/25
6 Time:  11:38:25 AM = 7=

Different Configuration Owner (listen-only connection)

When the I/O device configuration is owned by another controller, you need
to copy the module configuration signature from its owner’s project and paste
it into the Safety tab of the Module Properties dialog box.

TIP  Ifthe device is only configured for inputs, you can copy and paste the configuration
signature. If the device has safety outputs, they are owned by the controller that
owns the configuration, and the configuration signature text box is unavailable.
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Reset Safety 1/0 Device
Ownership

Address Safety 1/0 Data

When the controller project is online, the Safety tab of the Module Properties
dialog box displays the current configuration ownership. When the opened
project owns the configuration, Local is displayed. When a second device owns
the configuration, Remote is displayed, along with the safety network number
(SNN), and node address or slot number of the configuration owner.
Communication error is displayed if the device read fails.

When online, click Reset Ownership to reset the Configuration Ownership:
device to its out-of-box configuration.

| Reset Ownership |

TIP  You cannot reset ownership when there are pending edits to | le properties,
when a safety task signature exists, or when safety-locke

application automatically creates contr(yer— peq tags for the device.

When you add a device to the I/O conﬁguratiég)l , the Logix Designer

I/0O information is presented as a set off tag ch tag uses a structure of data,
depending on the type and fcat I/ O device. The name of a tag is

based on the device’s name in t

Safety 1/0 Modl@s Format

A Safety I/O m

ddrcss follows this example.

EX Modulename:Type.Member

e 15 - Safety 1/0 Device Address Format

here Is
Modulename The name of the safety I/0 device
Type Type of data Input: |
Qutput: 0
Member Specific data from the 1/0 device

Input-only module ~ Modulename:l.RunMode
Modulename:l.ConnectionFaulted
Modulename:l.Input Members

Output-only module ~ Modulename:l.RunMode
Modulename:l.ConnectionFaulted
Modulename:0.0utput Members

Modulename:l.RunMode
Modulename:|.ConnectionFaulted
Modulename:l.Input Members
Modulename:0.0utput Members

Combination I/0
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Kinetix 5500, Kinetix 5700, and PowerFlex 527 Drive Address Format

A Kinetix® 5500, Kinetix 5700, and PowerFlex® 527 drive address follows this
example.

EXAMPLE  Drivename:Type.Member

Table 16 - Drive Safety 1/0 Device Address Format

Where Is

Drivename The name of the Kinetix or PowerFlex drive &\

Type Type of data Input: SI Q\ M
Output: SO

Member Specific data from the 1/0 device 6

Input-only module  Drivegagne:SI.Cg@pectionStatus
Drivfhame:3l.RunMode
2 Diiv .ConnectionFaulted
name:S|.Status
ame:Sl.TorqueDisabled
Drivename:S|.SafetyFault

é Drivename:S|.ResetRequired
nl e  Drivename:S0.Command

Out y
Q Drivename:S0.SafeTorqueOff
!') Drivename:S0.Reset

Table 17 - More Resources
Resource Q Description

Chapter 9, fety Applications Contains information on monitoring safety tag data

Logix50008gntrolers /0 and Tag Data Programming | Provides information to address standard I/0 devices
Manffal, on 1756-PM004

Monitor Safety I/0 Devic u can monitor safety /O device status via explicit messaging or via the status
Status indicators on the I/O devices.

\ ! These publications provide information on I/O module troubleshooting:

¢ Guard I/O™ EtherNet/IP Modules User Manual, publication
C‘ 1791ES-UMO001

e POINT Guard I/O™ Safety Modules Installation and User Manual,
publication 1734-UMO013

e Kinetix 5500 Servo Drives User Manual, publication 2198-UM001

¢ Kinetix 5700 Servo Drives User Manual, publication 2198-UM002

e PowerFlex 527 Adjustable Frequency AC Drive User Manual,
publication 520-UM002
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Reset Safety 1/0 Device to
Out-of-box Condition

If a safety I/O device was used previously, clear the existing configuration before
installing it on a safety network by resetting the module to its out-of-box
condition.

When the controller project is online, the Safety tab of the Module Properties
dialog box displays the current configuration ownership. When the opened
project owns the configuration, Local is displayed. When a second device owns
the configuration, Remote is displayed, along with the safety network number
(SNN), and node address or slot number of the configuration owner.
Communication error is displayed if the module read fails.

If the connection is Local, you must inhibit the device conn&@efore

resetting ownership. Follow these steps to inhibit the devj

1. In the Controller Organizer, right-click the de@d choose

Properties.
N
3. Check Inhibit Connection. ‘\

2. Click the Connection tab. P

4. Click Apply and then O

Follow these steps to reset the@e 10 its out-of-box configuration when online.

1. Inthe Contﬁ%ﬁzen right-click the  configuration Ownership:

device and cho roperties.

Reset Ownershi
2. Click the'\dfety tab. 2

3. Cb%et Ownership.
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Replace a Safety I/0 Device

\@6
6(0’

114

You can use the Logix Designer application to replace a safety I/O device on an
Ethernet network. If you are relying on a portion of the CIP Safety system to
maintain SIL 3 behavior during device replacement and functional testing, the
Configure Always feature cannot be used. Go to Replacement with ‘Configure
Only When No Safety Signature Exists’ Enabled on page 114.

If the entire routable CIP Safety control system is not being relied on to
maintain SIL 3/PLe during the replacement and functional testing of a device,
the Configure Always feature can be used. Go to Replacement with ‘Configure

Always” Enabled on page 118.

Safety I/O device replacement is configured on the Safety takRO{t

GuardLogix controller. 0

Byt Configuration | Netwark ‘ Security ‘ Alarm Log |
: d SFC Execution I Project ‘ Safety*

Compact

Figure 21 - Safety 1/0 Device Replacement

\£ Canftroller Properties - CompactLogix_praject =] ‘_E_'__%J

| MNonvolatile Memory | Memory | Intemet Protocol ‘
| General ! Mayjar Faults I Minor Faults I Date/Time

Safety Application:  Unlocked
Safety Status:

Safety Signature:

|| Protect Signature n‘@

‘When replacing Sefe 4

G) Cnnfigure%hen No Safety Signature Exists
.V %Mﬂys

[ oK Cancel H Apply | [ Help

Replacement with ‘Configure Only When No Safety Signature
Exists’ Enabled

When a safety I/O device is replaced, the configuration is downloaded from
the safety controller if the DeviceID of the new device matches the original.
The DevicelD is a combination of the node/IP address and the Safety
Network Number (SNN) and is updated whenever the SNN is set.

If the project is configured as ‘Configure Only When No Safety Signature
Exists), follow the appropriate steps in Table 18 to replace a safety I/O device
based on your scenario. Once you have completed the steps correctly, the
DeviceID matches the original, enabling the safety controller to download the
proper device configuration, and re-establish the safety connection.
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Table 18 - Replacing a Module

Compact Replacement

GuardLogix Safety | Module

Signature Exists Condition Action Required

No No SNN None. The device is ready for use.
(Out-of-box)

Yes or No Same SNN as None. The device is ready for use.
original safety task
configuration

Yes No SNN See Scenario 1 - Replacement Device is Out-of-box and Safety
(Out-of-box) Signature Exists on page 115.

Yes See Scenario 2 - Replacement Device SNN i t from Original
Different SNNfrom | and Safety Signature Exists on page 116.
original safety task

No configuration See Scenario 3 - Replacement Device {IN isWffrent from Original

and No Safety Signature Exists gfPP8ge Yade

Scenario 1 - Replacement Device is Out-of-box and $

4
1. Remove the old I/O device and in t
2. Right-click the replacement

3. Click j to the right o

Signgture Exists

new device.

I/O device and choose Properties.

network number to open the Safety

Network Number diafpg b

General | Conne

af%lelnfollmemetpmlocal fi’anonfiguraﬁon Input Configuration Tes(Outpiut:

Type: 1E: 6 Point 24 VDC Sink Safety Input
Vendor: -Bradiey Ethernet Address
Parent: : =
Q) Private Network: 192.168.1, 25 =
Name: EnetiModule
o (T)1P Address:
EsCripgon: «
0 v __Advanced,..
Module Definition
Series: A Saieh{Netwock 36750408 5F20 [ .. |
Revision: 1.001

10/11/2015 1:47:37.504 PM

Electronic Keying:  Compatible Module

@6 4, Click Set.

Safety Network Number

Format:
® Time-based
10/21/2015 9:34:17.993 AM
Manual

Number:

3E7F_02E9_838F (Hex)

OK

(Decimal)

Generate
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5. Verify that the Network Status (NS) status indicator is alternating red/
green on the correct device before clicking Yes on the confirmation
dialog box to set the SNN and accept the replacement device.

Set Safety Network Number in Module ﬂ

! DANGER. Setting Safety Network Number in module.
h
Network status indicator on module's front panel is alternating red and
green to help validate module addressing.

If two or more controllers are attempting to configure module, setting
Safety Network Number will result in configuration ownership being
granted to first controller that successfully configures module.

If two or more controllers are attempting to connect to outputs of
module, setting Safety Network Number will result in output ownership
being granted to first controller that successfully connects to outputs.

Set Safety Network Number?

Y | No Hel

6. Follow your company-prescribed procedures to functionally test the
replaced I/O device and system agd tofauthgriZe the system for use.

Scenario 2 - Replacement Device SNN is Diffefnt T&@pOriginal and Safety Signature Exists

1. Remove the old I/O devi djnstall the new device.

2. Right-click your safetfl/Ofdevice and choose Properties.

3. Click the S t@

dule Info | Intemet Protocol ‘ Port Configuration | Input Configuration ETas(Oquut|

cifed Packet| Connection Reaction|  Max Observed
ms) | Time Limit (ms) | Network Delay (ms)

afctydibut 102 40.1 35| Reset Advanced

ety Dutput 20 500 %6 3| Resel

uration Ownership:

Reset Ownership | €

‘ Configuration Signature:
D: 34cd_44f5 (Hex) Copy

Date:  10/11/2015

\ 4. Click Reset Ownership.
c. (b’ 5. Click OK.

6. Right-click the device and choose Properties.
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7. Click B to the right of the safety network number to open the Safety
Network Number dialog box.

General | Connection | Safetyl Module Info | Internet Protocol ] Port Configuration [ Input Configuration | Test Output
Type: 1791ES-IB16 16 Point 24 VDC Sink Safety Input
‘endor: allen-Bradley Ethernet Address
Parent: Local
Q) Private Network: 192,168.1, 25 =
Name: EnetiModule
“)IP Address:
Description: -
i
Module Definition
s A Safety Network ¥75 008 5F20 [, |
Change ... MNumber ;
Desin; 1.001 a N47:37.ED4 PM
Electronic Keying:  Compatible Module

8. Click Set.

Safety Network Number ~ IE

Format:

®) Time-based "

10/21/2015 8:34:17

Manual

let/IP.

3E7F_02E9_838F

CLREERIIT

9. Vgei yét the Network Status (NS) status indicator is alternating red/
n §n the correct device before clicking Yes on the confirmation
og box to set the SNN and accept the replacement device.

‘ Set Safety Network Number in Module ﬂ
! DANGER. Setting Safety Network Number in module.
L8
6 Network status indicator on module's front panel is alternating red and

green to help validate module addressing.

If two or more controllers are attempting to configure module, setting
Safety Network Number will result in configuration ownership being

granted to first controller that successfully configures module.
If two or more controllers are attempting to connect to outputs of
module, setting Safety Network Number will result in output ownership
being granted to first controller that successfully connects to outputs.
Set Safety Network Number?

No Help

10. Follow your company-prescribed procedures to functionally test the
replaced I/O device and system and to authorize the system for use.
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Scenario 3 - Replacement Device SNN is Different from Original and No Safety Signature
Exists

1. Remove the old I/O device and install the new device.

2. Right-click your safety I/O device and choose Properties.

3. Click the Safety tab.

iuﬁsnen:-\l i .(-Z;Jnneotiun: Sefety “A;Im‘iul‘a‘lnf.n-:-l- Intemet P;nl‘u:y‘l.‘.-ﬁéﬁ-c-uﬁiiéuréiipn l‘lhpu‘t‘ém"l?}“gyrul‘ion ‘TES(OLIIPM‘:

Connection | Requested Packet | Connection Reaction|  Mayx Observed -
Type Interval (RPI) (ms) Tirne Limit (ms) | Network Delay (ms) :
Safety Input 10 £ 401 5] Reset | Advanced
Safety Output 20 60.0 26.3| Reset
Configuration Ownership
-
Configuration Signature:
D:  [34c4_445 {Hex) Copy | PN
Date: 1011172015 ,
Time:  1:47:37 Pt = 5042 ms \
4. Click Reset Ownership. ‘
5. Click OK.
6. Follow your com Qribcd procedures to functionally test the
replaced I/ viganfl system and to authorize the system for use.
1 e ’
Replacemen Configure Always’ Enabled

TTENTION: Enable the ‘Configure Always’ feature only if the entire CIP
Safety Control System is not being relied on to maintain SIL 3 behavior
during the replacement and functional testing of a device.
Do not place devices that are in the out-of-box condition on a CIP Safety
network when the Configure Always feature is enabled, except while following

6 this replacement procedure.

When the ‘Configure Always’ feature is enabled in the controller project, the
controller automatically checks for and connects to a replacement device that
% meets all of the following requirements:
6 e The controller has configuration data for a compatible device at that
network address.

e The device is in out-of-box condition or has an SNN that matches the

configuration.
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If the project is configured for ‘Configure Always, follow the appropriate steps
to replace a safety I/O device.

1.

Remove the old I/O device and install the new device.

a. If the device is in out-of-box condition, go to step 6.
No action is needed for the Compact GuardLogix controller to take
ownership of the device.

b. If an SNN mismatch error occurs, go to the next step to reset the
device to out-of-box condition.

Right-click your safety I/O device and choose Properties.
Click the Safety tab.

| General | Connection| Safety ‘Mudulelﬂfu | Internet Protocal ‘ Port Configuration l Input Confiuration e ulm

[ Connection Requested Packet [ Connection Reaction|  Max Observed ¢
Type Interval (RPN (ms) | Time Limit (ms) | Netwark Delay (ms)
Safety Input 102 40.1 345 Reset Advanced..

Safety Output 20 60.0 26.3| Reset '

Configuration Ownership: ,
Reset Ownership | * \
Configuration Signature:

D:  [34cd_445 ) Copy |

Date:  10/11/2015
Time:  1:47:37 PM s

4. Click Reset rsHIp.
5. ClickO

6. Followxur company-prescribed procedures to functionally test the

rfplacgd I/0 device and system and to authorize the system for use.
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Elements of a Control Application

Topic

Tasks ,@‘7
Programs \ )6

Routines 6 128

Tags & 129
Programming Languages P 4 132

Add-on Instructions 133

Access the Module Object { 134

System Overhead Time Slice 136

A control applicatiN rised of several elements that require planning for
X

efficient applica%
° TaSkS
° 1‘9.4
Q.
‘ ameters and Local Tags

\@6

o
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Figure 22 - Control Application

Controller Fault Handler

Configuration
| N
‘ \
Program 1 0
Program 0

Main Routine (Local Tags and
Parameters)

Fault Routine f < 4
Other Routines L \ L
Controller (global) Tags 00 ata System-shared Data
>

Tasks A LogixSOOO%)ntroller lets you use multiple tasks to schedule and prioritize
the exeqfitiony of your programs that are based on criteria. This multitasking
allo@ rocessing time of the controller among the different operations

i plication:
(o The controller executes only one task at a time.
Q e One task can interrupt the execution of another task and take control.
6 e Inany given task, multiple programs can be used. However, only one
@ program executes at a time.
\ e You can display tasks in the Controller or Logical Organizer views, as

% necessary.
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Figure 23 - Task in a Control Application
Control Application
Controller Fault Handler
\
\
\
\
Task 1
Configuration
\
\
‘ \
Program 1
Program < ’
Main Routine (Local Tags and
Parameters) y 4
Fault Routine ()
Other Routines |
Controller (global) Tags /0 Data System-shared Data
) )
Figure 24 - Tasks in@tion
Controller Organizer / Logical Organizer
| Controller Organizer | Logical Organizer > 2 X

Main Task se—
(continuous)

Safety Task

Task 2 = 1 8 Tash 2

(periodic)

Task 3
(event)

(=3 Controller develop_applications
@ Controller Tags

Mal uty
\clary® P rogram
eters and Local Tags
Secondary_1
ask

SafetyProgram

[ Parameters and Local Tags
B MainRoutine

| B ‘E!Task 2 Program_L
A Parameters and Local Tags

| “ETask_2_Routine_1

[=-#3Task_3_Event_Task

i oe Task_3_Program_L
Parameters and Local Tags
-EdTask_3_Routine_1

=& Unscheduled

=53 Reserve_Program

[# Parameters and Local Tags

-3 Controller Fault Har Mam.TaSk
L3 Power-Up Handler (continuous)
2-STasks
@ MainTask Safety Task
-> =58 Mai nProgra%
C LBpa 'S ocal Tags

1

(periodic)

(event)

=S Logical Model develop_applications

=B MainProgram
R ¥Resenve progran|
=F= SafetyPlogram
= S Logic and Tags
[& Parameters and Local Tags
By MainRoutine
[itjl £8 Secondary_Program
=&l Logic and Tags
[& Parameters and Local Tags
Eh Secondary_1

Task 2 =3 1 €8 Task_2_Program_1

=-ELogic and Tags
[&) Parameters and Local Tags
EdTask_2_Routine_1

Task 3 —' =€ Task_3_Program_1

=-SLogic and Tags
[& Parameters and Local Tags
EdTask_3 Routine_1
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This table explains
Table 19 - Task Types and Execution Frequency

A task provides scheduling and priority information for a set of one or more
programs. Configure tasks as continuous, periodic, or event by using the Task
Properties dialog box.

Figure 25 - Configuring the Task Type

@ Task Properties - MainTask (= .\EI

General | Configuration | Program / Phase Schedule | Munrtor|

Type: Continuous -
Walchdog: Periodic
Ewent
[ Disable Automatic Gulput Processing To Reduce Task Overhead 4
[ Inhibit Task >

pply Help

e t@@ ks you can configure.

Task Type

Task Execution

Description

Continuous

At all times

communication, an@ther fhsks) is used to execute the programs in the continuous task:
« The conti constantly. When the continuous task completes a full scan, it restarts immediately.
« Aproje equire a continuous task. If used, there can be only one continuous task.

The continuous tasi@)ackground Any CPU time that is not allocated to other operations (such as motion,

Periodic

« Atasetinterval, suchas
every 100 ms

« Multiple times in the scan of
your other logic

| to where the previous task left off.

configure the time period from 0.1...2,000,000.00 ms. The default is 10 ms. It is also controller and configuration
ependent

9fhe performance of a periodic task depends on the type of Logix5000 controller and on the logic in the task.

The periodic task processes I/0 data for CompactLogix™, FlexLogix™, DriveLogix™, and SoftLogix™ controllers with the

following considerations:

— For CompactLogix, FlexLogix, and DriveLogix controllers, operates at priority 6

— For SoftLogix controllers, operates at Windows priority 16 (Idle)

— Higher-priority tasks take precedence over the 1/0 task and can affect processing

— Executes at the fastest RPI you have scheduled for the system

Executes for as long as it takes to scan the configured 1/0 modules

Event

Immediately when an event
occurs

An Event task performs a function only when an event (trigger) occurs. The trigger for the Event task can be the following:
« A consumed tag trigger

+An EVENT instruction

«Anaxis trigger

+ A motion event trigger

+ Module input data state change

124
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The Compact GuardLogix 5370 controller supports up to 32 tasks, only one of
which can be continuous.

A task can have up to 100 separate Programs per task, each with its own
executable routines and program-scoped tags. Once a task is triggered
(activated), all programs that are assigned to the task execute in the order in
which they are grouped. Multiple tasks cannot share Programs and Programs
appear only once in the Controller Organizer.

Task Priority

Each task in the controller has a priority level. The operat m uses the
priority level to determine which task to execute whe multfe tasks are
triggered. A higher priority task interrupts any lower pNgafty task. A periodic

or event task interrupts the continuous task, which hgg the lowest priority.

d
You can configure periodic tasks to execuf@@gont®he lowest priority of 15 up to
the highest priority of 1. Configure € taskWriority by using the Task

Properties dialog box. &
Figure 26 - Configure the Task Prioq)

g / Phase Schedule

@ Task Properties - Tach

Configuration m

ms

= (Lower Number ields Higher Priur‘rty}l

ms

I[ Cancel ] Apply Help
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Programs

126

The controller operating system is a preemptive multitasking system that is in
compliance with IEC 1131-3. This system provides the following:

e Programs to group data and logic

¢ Routines to encapsulate executable code that is written in one

programming language

Each program contains the following:

e Local Tags

o Parameters

e A main executable routine
e Other routines

e An optional fault routine

Figure 27 - Program in a Control Application

Control Application

%

G

Controller Fault Handler

Configuration
Status

Watchdog

Task 1
\ P
Prgfjram 1
Program
outine (Local Tags and
Parameters)
Fault Routine
Other Routines L =
Controller (global) Tags /0 Data

System-shared Data

Figure 28 - Programs in Application

Controller Organizer

-5 Tasks
E% MainTask
¢ |5-£& MainProgram
arameters and Local Tags
...l MainRoutine

==& Secondary_Program
arameters and Local Tags

Eij Secondary_1
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=-E8 MainProgram
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i Parameters and Local Tags

N Eﬁ MainRoutine
..., Reserve_Program
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Parameters and Local Tags
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Scheduled and Unscheduled Programs

The scheduled programs in a task execute to completion from first to last.
Programs that are not attached to any task show up as unscheduled programs.

Unscheduled programs in a task are downloaded to the controller with the
entire project. The controller verifies unscheduled programs but does not
execute them.

You must schedule a program in a task before the controller can scan the program.
To schedule an unscheduled program, use the Program/Phase Schedule tab of the
Task Properties dialog box.

Figure 29 - Scheduling an Unscheduled Program 0

@ Task Properties - MainTask =

Gene.a||curﬁgum1iun Program / Phase Schedule | Monitor < '
Unscheduled: Scheduled:
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Routines

128

A routine is a set of logic instructions in one programming language, such as
Ladder Diagram (ladder logic). Routines provide the executable code for the
project in a controller.

Each program has a main routine. This is the first routine to execute when the
controller triggers the associated task and calls the associated program. Use
logic, such as the Jump to Subroutine (JSR) instruction, to call other routines.

You can also specify an optional program fault routine. The controller executes
this routine if it encounters an instruction-execution fault in any of the routines
in the associated program.

Figure 30 - Routines in a Control Application

Control Application

e

Controller Fault Handler

K Lo

Program
(Local Tags and
Parameters)

QOther Routinej

Controller (global) Tags 1/0 Data

System-shared Data

Figure 31- Routines in Application

Controller Designer Logical Designer

254 Tasks
-5 MainTask

=--£7 Logical Model develop_applications
Bﬂ MainProgram

=-£8 MainProgram £ Logic and Tags

P Parameters and Local Tags -[#) Parameters and Local Tags

(-8 Secondary_Program .3, Reserve_Program

i Parameters and Local Tags

E::j Secondary 1

=8 Secondary_Program
©-E53 Logic and Tags
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Tags

Controller Organizer - Main Program Parameters and Local Tags

2155 Tasks

EI% MainTask

g £8 MainProgram

| i-[# Parameters and Local Tags
| Bl MainRoutine

£+ Secondary_Program

A Parameters and Local Tags

- Secondary_1

With a Logix5000 controller, you use a tag (alphanumeric name) to address
data (variables). In Logix5000 controllers, there is no fixed, numeric format.
For example, as shown in the following figure, you can use the tag name
north_tank mix instead of a numeric format, such as N7:0.0.

The tag name itself identifies the data. The tag lets you do the following:
¢ Organize your data to mirror your machinery.

e Document your application as you develop it.

Figure 32 shows data tags that are created in the scope of the Main Program of

the controller. ®
O

Figure 32 - Tags Example

X4

Program Tags Window - Mgin Program Tags
Scope: DﬁMa\nFmgmm = Show: Al Tags - T
MName ==|& |Usage Mias For Base Tag Description Extemal Access Constant Style
riorth_tank_mix |Local Read/Write ] Decimal
north_tank_pr... |Local Read/Write [&] Float
Analog 1/0 Device nerth_tank_temp | Local w ReadWrite [l Float
+-one_shots Local / T Read/Wiite [l Decimal
+ recipe Local TANK Fead/Wiite [
IntegerValue +recipe_number  |Local DINT Read/Write (] Decimal
Storage Bit replace_bit Local G BOOL ReadWrite L Decimal
Counter +|-running_hours  |Local PS COUNTER Read/Write D
Timer + -running_secon... | Local TIMER ReadWrite B
Digital 1/0 Device start Local N\ * BOOL Read/Write ] [Decimal
stop Local [a\\N BOOL Read/Write O |Decmal
2 A\WLN (4]
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There are several guidelines for creating and configuring parameters and local
tags for optimal task and program execution. For more information, see the
Logix5000 Controllers and I/O Tag Data Programming Manual, publication
1756-PM004.
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Extended Properties

The Extended Properties feature lets you define more information, such as
limits, engineering units, or state identifiers, for various components within
your controller project.

Component Extended Properties

Tag In the Tag Editor, add extended properties to a tag.

User-defined data type In the Data Type Editor, add extended properties to data types.

Add-on Instructions In the properties that are associated with the add-on instruction definition, add
extended properties to Add-on Instructions. R

\‘
at a higher level

Pass-through behavior is the ability to assign extended prop @
of a structure or add-on instruction and have that extefded p®perty
automatically available for all members. Pass-through bé

descriptions, state identifiers, and engineering Qtiir‘you can configure it.

or is available for

Configure pass-through behavior on thegroje®g talfof the Controller Properties
dialog box. If you choose not to show p sx%ug properties, only extended
properties that have been configured g a giv®h component are displayed.

created, if limits are associatdd wigh the data type, the instance is copied.

Pass-through behavior is no@\ r limits. When an instance of a tag is

You must know w ta@ve limits that are associated with them as there is
no indication in ghe t3@owser that extended properties are defined for a tag.
If, however, youRgftg usc extended properties that have not been defined for a
tag, the cdito?h avisual indication and the routine does not verify.

O

tended Properties in Logic

ou can access limits that are defined on tags by using the .@Min and .@Max
ntax:
¢ You cannot write to extended properties values in logic.
e To use extended tag properties in an Add-On Instruction, you must pass
them in as input operands to the Add-On Instruction.
o Alias tags that have extended properties cannot access the extended
properties in logic.
e Limits can be configured for input and output parameters in Add-on

Instructions. However, limits cannot be defined on an InOut parameter
of an Add-On Instruction.

e Limits cannot be accessed inside Add-On Instruction logic. Limits are
for use only by HMI applications.
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If an array tag uses indirect addressing to access limits in logic, the following
conditions apply:

e Ifthearray tag has limits that are configured, the extended properties are
applied to any array element that does not explicitly have that particular
extended property configured. For example, if the array tag MyArray has
max configured to 100, any element of the array that does not have Max
configured inherits the value of 100 when being used in logic. However,
it is not visible to you that the value inherited from MyArray is
configured in the tag properties.

e Atleast one array element must have a limit that is configured for
indirectly referenced array logic to verify. For example, i
MyArray[x].@Max is being used in logic, at least onga¥g
MyArray[] must have Max extended property that @

MyArray has not configured Max. S !

e Under the following circumstances a data type

- Array is accessed programmatically gn&rect reference.

t value is used:

— Array tag does not have the ex * perty configured.
— A member of an array does (ha he extended property

configured. &
For example, for an arfy of SINT type, when max limit is called in logic

for a member, use of 127.
If an array element is tly accessed, the element has to have the extended
property define t, verification fails.
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Programming Languages The Compact GuardLogix 5370 controller supports these programming

languages, online and offline.

Table 20 - Compact GuardLogix Controller Programming Languages

Language Is best-used in programs with

Relay ladder Continuous or parallel execution of multiple operations (not sequenced)

Boolean or bit-based operations

Complex logical operations

Message and communication processing

Machine interlocking

Operations that service or maintenance person &) interpret to
troubleshoot the machine or process -~
Function block diagram“) Continuous process and drive control w
Loop control
(alculations in circui g
Sequential function chart (SFO™ | Hi em ultiple operations

ne operations

Structured text") ex mathematical operations

Specialized array or table loop processing
ASClI string handling or protocol processing

(1) Only wi@(programs.

F ration about programming in these languages, see the Logix5000

onti®ers Common Procedures Programming Manual, publication
-PMO001.
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Add-on Instructions

You can design and configure sets of commonly used instructions to increase
project consistency. Similar to the built-in instructions contained in
Logix5000 controllers, these instructions you create are called Add-on
Instructions. Add-on Instructions reuse common control algorithms. With
them, you can do the following:

e Ease maintenance by animating logic for one instance.
e Help protect intellectual property with Source Protection.

¢ Reduce documentation development time.

You can use Add-on Instructions across multiple projects. You can define your
instructions, obtain them from somebody else, or copy them nother
project.

Table 21 explains some of the capabilities and advantag«é@é dd-on

Instructions.

Capability

14
Table 21 - Add-On Instruction Capabilities Y4 ' ()

Description

Save Time With Add-on Instructions, you can combine your most commonly ogi sets of reusable instructions. You save time when you
create instructions for your projects and share them with others. Insytctions increase project consistency because commonly
used algorithms all work in the same manner, regardless of the project.

Use Standard Editors You create Add-on Instructions by using one of three e

« Relay Ladder
« Function Block Diagram

« Structured Text™"
Once you have created instructions, you hem any editor.

Export Add-on Instructions

You can export Add-on Instructions to o cts and copy and paste them from one project to another. Give each instruction a
unique name so that you don't 3ggid Iy overwrite another instruction of the same name.

Use Context Views

Context views let you visualiz&he lo®c of an instruction for an instant, which simplifies online troubleshooting of your Add-on
Instructions. Each instryftio s a revision, a change history, and an auto-generated help page.

o

Create Custom Help

When you create@tfinstri™isff, you enter information for the description fields in dialogs, information that becomes what is known as
Custom Imﬁ{ elp makes it easier for you to get the help you need when implementing the instructions.

Apply Source Protection

As the ¢re d-on Instructions, you can limit users of your instructions to read-only access, or you can bar access to the internal

(1) Only with standard programs.

o
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Once defined in a project, Add-on Instructions behave similarly to the built-in
instructions in Logix5000 controllers. They appear on the instruction tool bar
for easy access, as do internal instructions.

Figure 33 - Add-on Instructions

Controller Organizer Instruction Toolbar

-5 Controller Controller_Add_On_Instruction s Samples
i Controller Tags
3 Controller Fault Handler

1 H A BSEL Dulwl o faen >
« ¢ % Favorites h Add-On A Alarms A Bt A Timer/Counter A

:...23 Power-Up Handler
f-[27 Tasks

£1-55 Motion Groups

¢ [23 Ungrouped Axes

[=R==01 dd- On Instructions
-3

(i3 DeltaT
[z} InsertionSortDINT

. O

-3 InsertionSortReal < '
,\

Access the Module Object The MODULE object provides s in®rmation about a module. To select a
particular module object, set Name operand of the GSV/SSV
instruction to the module e specified module must be present in the
I/0O Configuration gicti ¢ controller organizer and must have a device
name.

Create Aﬁi-On Instruction

i@ix Designer application, you can accessa MODULE object directly
om M Add-On Instruction. Previously, you could access the MODULE
oMpct data but not from within an Add-On Instruction.

@ou must create a Module Reference parameter when you define the Add-On
Instruction to access the MODULE object data. A Module Reference

@ parameter is an InOut parameter of the MODULE data type that points to the
MODULE Object of a hardware module. You can use module reference
% parameters in both Add-On Instruction logic and program logic.

5 Add-On Instruction Dy ion - AQL ModuleSts v1.0 e Dita Context: {2} ADI_Module Sts <defintions
General | Parameters™ ‘ Local Tags | Scan Modes ISignature I Change History I Help ‘ v

Get System Value —

Name Usage |Data Type Hlias For | Default Sh Class Hame Kodule

Instance Name 10_ModRef

Enablein Input BOOL 1De Altrioute Name EntryStatus

EnablaOut Output |BOCL 0|De Dest EntrySis

I0_ModRef ot [MODULE || EEEEN
FJ

For more information on the Module Reference parameter, see the Logix5000
Controllers Add-on Instructions Programming Manual, publication

1756-PMO010 and the Logix Designer application online help.
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The MODULE object uses the following attributes to provide status
information:

e EntryStatus

o FaultCode

¢ Faultlnfo

o FWSupervisorStatus
o ForceStatus

e Instance

e LEDStatus

° MOdC
e Path 0
The Path attribute is available with Logix Designer ap@on, which provides

a communication path to the module.

Y 4
For more information on the attributcs{ i a@ the MODULE object, see
the Logix Controllers Instructions Refpre anual, publication
1756-RM009.

When you add a GSV/SSV ingfuct/¥ to the program, the object classes, object
names, and attribute nam @\ instruction are displayed. For the GSV
instruction, you cagget Wlesgfor the available attributes. For the SSV
instruction, only thoS@etriButes you are allowed to set are displayed.

Some object ty ear repeatedly, so you have to specify the object name.
For exam e,ﬁre can be several tasks in your application. Each task has its
own Tagk obgect that you access by the task name.
CQ several objects and attributes that you can use the GSV and SSV
@ ructions to monitor and set the system. For more information about GSV

structions, SSV instructions, objects, and attributes, see the Logix
ontrollers Instructions Reference Manual, publication 1756-RM009, and

@6 Use GSV/SSV Instructions on page 180.

N
o
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System Overhead Time Slice

The Compact GuardLogix 5370 controller communicates with other devices
at a specified rate (scheduled) or when there is processing time available to
service the communication.

The system overhead time slice specifies the percentage of time a controller
devotes to service communication. If you have a continuous task, the System
Overhead Time Slice entered in the Advanced tab of the Controller Properties
dialog box specifies continuous task/service communication ratio. However, if
there is no continuous task, the overhead time slice has no effect.

The table shows the ratio between the continuous task and servi
communication at various system overhead time slices.

Table 22 - Ratio between Continuous Task and Service Communi%g

At this time slice The continuous task runs Service co ication occurs for up to
10% 9ms s @

20% 4ms

25% 3ms 1ms

33% 2ms ‘ Tms

50% 1ms f& Tms

66% 1 2ms

75% 1 3ms

80% S 4ms

90% @ Tms 9ms

, if the system overhead time slice is less than or equal to
tion stays fixed at 1 ms. The same applies for 66% and higher,
re are multiple 1 ms intervals. For example, at 66% there are two 1 ms

ervals of consecutive time and at 90% there are nine 1 ms intervals of
@) ecutive time.

\QJ
6’0’
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Chapter 8

Configure the System Overhead Time Slice

To configure the system overhead time slice, perform this procedure.

In the Controller Organizer, right-click the controller and
choose Properties.

The Controller Properties dialog box appears.
Click the Advanced tab.

Enter a numeric value in the System Overhead Time Slice box.

Use Run Continuous Task (default) or Reserve for Sy ks.

e Click Run Continue Task when there is no co \cMtion or
background tasks to process; controller im 1a eturns to the
continuous task.

o Click Reserve for System Task to allgeates gge entire 1 ms of the
system overhead time slice whgther Qe dpntroller has

communication or background s to perform before returning
h
n

back to the continuous tas is [®s you simulate a communication
load on the controller ¢ufi ign and programming before HMIs,

controller to contro ing, and so forth, are configured.
Click OK.

@ Controller Prop Papplications =] @
ory I Intemet Protocol | Port Configuration | Networke | Secuity I Aam Log |
I Minor Fauits I Date/Time ‘ Advanoed ‘ SFC Execution | Project
ot v -
Fowa@Up Handler: <none> hd
System Overhead o0 =
Time Slics: =

During unused System Overhead Time Slice
@ Run Cortinuous Task

() Resarve for System Tasks, =g Communications

[ Match Project 1o Controller

Senial Number. |

[ Allow Consumed Tags to Use RP| Provided by Producer
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Topic

LR
The Safety Task \@‘

Safety Programs |
Safety Routines E ’ 142

Safety Tags & 142
Produced/Consumed Safety Tags Y 4 146
Safety Tag Mapping 154
Safety Application Protection < 156
Programming Restrictions 160

This chapter explains th, ents that make up a safety project and
provides informati€@uon¥§ig# features that help protect safety application
integrity, such as the task signature and safety-locking.

For guidelines uirements for developing and commissioning SIL 3 and

PLe safegpupflications, refer to the GuardLogix” 5570 and Compact
Guard &gix’$ 370 Controller Systems Safety Reference Manual, publication

5 RN(O
N

Safety Reference Manual addresses the following topics:

C.Q e Create a detailed project specification

o Write, document, and test the application
o Generate the safety task signature to identify and help protect the project

o Confirm the project by printing or displaying the uploaded project and
manually compare the configurations, safety data, and safety program logic

o Verify the project through test cases, simulations, functional verification
tests, and an independent safety review, if required

o Lock the safety application

o Calculate the system reaction time
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The Safety Task

140

When you create a safety controller project, the Logix Designer application
automatically creates a safety task with a safety program and a main (safety)
routine.

Figure 34 - Safety Task in the Controller Organizer

=45 Controller S0_safetycontroller -
A cContraller Tags

----- 23 contraller Faulk Handler

----- [ Power-Up Handler

-5 Tasks

E% MainTask

. #-LB MainProoram

Hﬁ SafetyTask

Eg SafetyProgram
: Program Tags
Exj MainRouking
----- 1] Unscheduled Programs 0

Within the safety task, you can use multiple safety prgrargs, composed of
multiple safety routines. The GuardLogix controller su rts one safety task.
The safety task cannot be deleted.

You cannot schedule standard progr@cute standard routines within

the safety task.

Safety Task Period Sp

The safety task is
time via the Tas

right-click the

ic timed task. You set the task priority and watchdog
erties - Safety Task dialog box. To open the dialog box,
ask and choose Properties.

igure the Safety Task Period

= B =

Periodic v
Period: 20 ms
Priority: 10 2| (Lower Mumber Vields Higher Priarity)

\Watchdog: 20,000 ms

[ o< J[ concel || appy

| Help

The safety task is a high priority. You specify the safety task period (in ms) and
the safety task watchdog (in ms). The safety task period is the period that the
safety task executes. The safety task watchdog is the maximum time allowed
from the start of safety task execution to its completion.
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Safety Programs

The safety task period is limited to a maximum of 500 ms and cannot be
modified online. Be sure that the safety task has enough time to finish logic
execution before it is triggered again. If a safety task watchdog timeout occurs,
a nonrecoverable safety fault is generated in the safety controller.

The safety task period directly affects system reaction time.
The GuardLogix 5570 and Compact GuardLogix 5370 Controller Systems
Safety Reference Manual, publication 1756-RM099, provides detailed

information on calculating system reaction time.

Safety Task Execution 0®

The safety task executes in the same manner as a stam@eriodic task, with

the following exceptions: ps
EACHE
e The safety task does not begin exe‘jg, til the primary controller
and safety partner establish thglf con®®l partnership. (Standard tasks
begin executing as soon agihte c@gcroller transitions to Run mode.)

o Allsafety input tags (iiputg, consumed, and mapped) are updated and
frozen at the begi afety task execution.

See page 154 ormation on safety tag mapping.
Safet}:? ag (output and produced) values are updated at the
¢

L[]
c n of safety task execution.

n only be scheduled in the safety task and can only contain safety
mponents. Safety programs can only contain safety routines. One safety

@ ty programs have all the attributes of standard programs, except that they
a

\@6
(9’0’

routine must be designated as the main routine, and another safety routine can
be designated as the fault routine.

Safety programs cannot contain standard routines or standard tags.
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Safety Routines Safety routines have all the attributes of standard routines, except that they
exist only in a safety program. At this time, only ladder diagram is supported
for safety routines.

TIP  Awatermark feature visually distinguishes a safety routine from a standard

routine.

El SafetyPragram - MainRoutine* = lEI .” ﬁl
e BBEE M e~ @
[ 1|
(End)

<y | MainReutine” (Markouting | <« [m 0 . :

‘o
Safety Tags A tagis an area of a controller’s memor s ais stored. Tags are the basic

mechanism for allocating memory, regffrenci¥® data from logic, and monitoring
data. Safety tags have all the attrj
mechanisms certified to provi

When you create a tag, y%
¢ Name \
e Descripti pthal)
o Tagtype @
&
o Style
Q o External Access

You can also specify if the tag value is a constant.

esQstandard tags with the addition of
ata integrity.

the following properties:

Controller Tags or Program Tags and choose New Tag.

2\ To create a safety tag, open the New Tag dialog box by right-clicking
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Figure 36 - Creating a New Tag

- y
New Parameter or Tag lﬁ
Neme: |
Description: - Cancel

Usage: I Local Tag v 1

Type: Connection

Open Parameter Connections

Alias For: \ ___I
Data Type: DINT [T
Parameter |
Connection: ‘ J 0
Scope gsafelyPrngram >.
Class: Safety v ’
External ReadMirite
Access: [ St vJ ,
Style: LDecimal VJ
[ Constant
Sequencing
Open Configuration

Tag Type

Table 23 dcfi:;@@ur types of tags.

Table 23 ffour Tag Types

Description

These tags store values for use by logic within the project.

A tag that references another tag. An alias tag can refer to another alias tag or a base tag. An

alias tag can also refer to a component of another tag by referencing a member of a structure,
an array element, or a bit within a tag or member.

IMPORTANT: Do not use alias tags between standard and safety tags in safety applications.

Instead, standard tags can be mapped to safety tags using safety tag mapping. See

Safety Tag Mapping on page 154.

A tag that a controller makes available for use by other controllers. A maximum of 15
controllers can simultaneously consume (receive) the data. A produced tag sends its data to
one or more consuming tags without using logic. Produced tag data is sent at the RPI of the
consuming tag.

% Produced tag

Consumed tag

Atag that receives the data of a produced tag. The data type of the consumed tag must match
the data type of the produced tag. The requested packet interval (RPI) of the consumed tag
determines the period when the data updates.
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Data Type

The data type defines the type of data that the tag stores, such as bit or integer.

Data types can be combined to form structures. A structure provides a unique
data type that matches a specific need. Within a structure, each individual data
type is called a member. Like tags, members have a name and data type. You can

2

o

create your own structures, as user-defined data types.

Logix controllers contain predefined data types for use with specific

instructions.

These data types are permitted for safety tags.

Table 24 - Valid Data Types for Safety Tags

QO

AUX_VALVE_CONTROL

DCI_STOP_TEST_MUTE

MWAL_VALVE_CONTROL

BOOL DINT , MUTING_FOUR_SENSOR_BIDIR
CAM_PROFILE DIVERSE_INPUT » MUTING_TWO_SENSOR_ASYM
CAMSHAFT_MONITOR EIGHT_POS_| SELECT MUTING_TWO_SENSOR_SYM

(B_CONTINUOUS_MODE

EMERG STOP
V'S

MOTION_INSTRUCTION

(B_CRANKSHAFT_POS_MONITOR

PHASE

(B_INCH_MODE

E _PE
NE_CONTROL

PHASE_INSTRUCTION

(B_SINGLE_STROKE_MODE
CONFIGURABLE_ROUT

EXJY ROUTINE_PARAMETERS

REDUNDANT_INPUT

FBD_BIT_FIELD_DISTRIBUTE

REDUNDANT_OUTPUT

CONNECTION_STATUS FBD_CONVERT SAFETY_MAT
CONTROL / FBD_COUNTER SERIAL_PORT_CONTROL
COUNTER FBD_LOGICAL SFC_ACTION
FBD_MASK_EQUAL SFC_STEP
| FBD_MASKED_MOVE SFC_STOP
FBD_TIMER SINT
|_START FIVE_POS_MODE_SELECTOR STRING
vDCI_STOP INT THRS_ENHANCED
DCI_STOP_TEST LIGHT_CURTAIN TIMER

DCI_STOP_TEST_LOCK

MAIN_VALVE_CONTROL

TWO_HAND_RUN_STATION

Scope

A tag’s scope determines where you can access the tag data. When you create a
tag, you define it as a controller tag (global data) or a program tag for a specific
safety or standard program (local data). Safety tags can be controller-scoped or
safety program-scoped.
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Controller-scoped Tags
When safety tags are controller-scoped, all programs have access to the safety
data. Tags must be controller-scoped if they are used in the following ways:

e More than one program in the project
e To produce or consume data
e To communicate with a PanelView™ terminal

e In safety tag mapping

See Safety Tag Mapping on page 154 for more information.

%d routines.

standard routine. The

Controller-scoped safety tags can be read, but not written to

IMPORTANT  Controller-scoped safety tags are readabl@by a
safety tag’s update rate is based on the safé

4
Tags associated with safety I/O and pro{ dgnsumed safety data must be

controller-scoped safety tags. For prodgce nsumed safety tags, you must
create a user-defined data type wit irst member of the tag structure
reserved for the status of the cogR@etion? This member is a predefined data

type called CONNECTIO]@ S.

Table 25 - Additional Regour

Resource

Logix5000™ Controlle
publication 1756-PM

Progr, Q’ Tags

hen"tgs are program-scoped, the data is isolated from the other programs.
e of program-scoped tag names is permitted between programs.

Description

ng Tag Data Programming Manual, | Provides instructions for creating user-defined
data types

afety-program-scoped safety tags can only be read by or written to via a safety
routine scoped in the same safety program.

Class

Tags can be classified as standard or safety. Tags classified as safety tags must
have a data type that is permitted for safety tags.

When you create program-scoped tags, the class is automatically specified,
depending upon whether the tag was created in a standard or safety program.

When you create controller-scoped tags, you must manually select the tag class.
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Constant Value

When you designate a tag as a constant value, it cannot be modified by logic in
the controller, or by an external application such as an HMI. Constant value
tags cannot be forced.

The Logix Designer application can modify constant standard tags, and safety
tags provided a safety task signature is not present. Safety tags cannot be
modified if a safety task signature is present.

External Access Q

External Access defines the level of access that is allo@ external devices,
such as an HMI, to see or modify tag values. Access via W€ Logix Designer
application is not affected by this setting. Tho@efaul@value is read/write.

X4

Table 26 - External Access Levels \

External Access Setting Description

None Tags are not agR@ible froMPoutside the controller.

Read Only Tags can wset@Pread, but not written to from outside the controller.

Read/Write Sta be browsed, read, and written to from outside the controller.

For alias tags, the LV ess type is equal to the type configured for the

base target tag. %

/

Produced/Consumed Safety To trans@ty data between Compact GuardLogix controllers, you use produced
Ta gs and| med safety tags. Produced and consumed tags require connections. The

fauMe@nnection type for produced and consumed tags is unicast.

ab¥e 27 - Produced and Consumed Connections

6 ag Connection Description
Produced A GuardLogix or Compact GuardLogix controller can produce (send) safety tags to other
GuardLogix or Compact GuardLogix controllers.
The producing controller uses a single connection for each consumer.
Consumed GuardLogix or Compact GuardLogix controllers can consume (receive) safety tags from other
GuardLogix or Compact GuardLogix controllers.
Each consumed tag consumes one connection.

Produced and consumed safety tags are subject to the following restrictions:
¢ Only controller-scoped safety tags can be shared.
e Produced and consumed safety tags are limited to 128 bytes.

e Produced/consumed tag pairs must be of the same user-defined data

type.
e The first member of that user-defined data type must be the predefined
CONNECTION_STATUS data type.

o The requested packet interval (RPI) of the consumed safety tag must
match the safety task period of the producing GuardLogix controller.
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To properly configure produced and consumed safety tags to share data
between peer safety controllers, you must properly configure the peer safety
controllers, produce a safety tag, and consume a safety tag, as described below.

Configure the Peer Safety Controllers’ Safety Network Numbers

The peer safety controller is subject to the same configuration requirements as
the local safety controller. The peer safety controller must also have a safety
network number (SNN).

Follow these steps to copy and paste the SNN.

1. Add the producer controller to the consumer

TIP  The same producing controller must not appearmore than once in your

controller’s 1/0 tree or a verificati ror oclirs.
_ ¥4
=-831/0 Configuration \

1769 Bus
| 10] 1769-L33ERMEGLX Qpnsum e | Consumer Controller
=-8s Ethernet

- 1769-L33ERS Gig<_consume

QI

In the prodyceN@ntroller’s project, right-click the producer controller
and choo troller Properties.

Producer Controller

Clj Zto open the Safety Network Number dialog box.

ler Properties - GLX_produce =

Nonvolstile Memory | Memory ] Intemet Protocol | Port Configuration \ Network | Security \ Alarm Log \

General MejorFaukts | MinorFeuls | Dete/Time | Advanced | SFCExecution | Project | Sefety |
“endor: Allen-Bradley
Type: 1769-L33EAMS Compact GuardLogix® 6370 Safsty Controller
Revision: 28,001
MName: [3L%_produce
Description: “
<none> -
0 : ] ¢ >
Satety Metwork (
Nunbos 3E0F_0406_6D08 |
7£1§2015 1:45:29.992 PM
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4. Click Copy to copy the producer controller’s SNN.

Safety Network Number
Format:
@Timebased | Genemte |
10/23/2015 4:16:46.402 PM '
(O Manual
EtherNet/IP: (Decimal)
Number:
|3E81_0459_FD42 | (Hex) Copy |
Paste
O
[ Coneel | [ Hob ()

and choose Module Properties.

4
5. In the consumer controller’s proj&i ri@ck the producer controller

ork Number dialog box.

:0 (1769-L33ERMS 28.001)

ocol [ Port Configuration I Network I Time Sync |
GuardLogix® 5370 Safety Controler

Ethernet Address

() Private Network: 192.168.1.

@) [PAddress: | 192 . 168 . 10 .

—_— Agvanced...
200 Safety Network 3EB1_046D_464D
Electronic Keying: Compatible Module Number: -
‘ Connection: None 10/23/2015 4:37:50.797 P
Status: Offline oK Cancel P
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7. Paste the producer controller’s SNN into the consumer controller’s

SN field and click OK.

Safety Network Number ﬂ_

; - —
10/23/2015 4:16:46.402 PM
() Manual
EtherN ‘ (Decimal)
Number:
o [
Paste

B kX
| ok || cancel Hi’—%'

The safety network numbers mg c&

e Properties Dialog Box in Consumer Project

glule Properties: Local:0 (1769-L33ERMS 28.001) === ==

Producer Controller Properties Dialog Box in Producer Project
& Controller Properties - GLX_produce .

emory | Memory | IniemetProlocol | PostConfigurstion | Network |  Security
Genersl | MojorFouts | Moo Doe/Tine | Avenced | SFCExaaion

W7 Modue Info | Itemet Pretacal | Port Configuration | Network | Time Syne

. 1763 33ERMS Compact GuardLoghe(® 5370 Safety Controler
‘endor

orBrodiay

Alen &radey

Type: 1763-L33ERMS Compact GuardLogo® 5370 Safety Controllar [ Ghange Contoter.. | Local Bt Adcoses

Revision 28001 GLX_produce (O Private Network: 192.168.1.
Dleme: |5L%_produce @ PAddess: | 192 . 168 . 10 . 25
Desaiption

0 Connection: Hone 10/23/2015 4:37:50.797PM

‘Salety Nework
e 3E0F_0406_6D08 |_l
IS TS OSSR T
% :!. Apph Help Status: Offioe oK Cancel ooty Hep

o
Agvanced. ..
- Change ...
Revision: 28.001 _aknumock E81 0460 80 ||
nane> v/ Slectronic Keying: Compatiie Modue Lo — L
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Change the Electronic Keying

To change the electronic keying, follow these steps.

1. In the consumer controller’s project, right-click the producer controller
and choose Module Properties.

2. In the Module Definition field, click Change.

0 Module Properties: Local:0 (1769-L33ERMS 28.001) =2 E=Rr=

General® | Connection | Module Info | Intemet Protocol | Port Configuration | Network ' Time Sync

Type: 1769-L33ERMS Compact GuardLogix® 5370 Safety Controller

Vendor: Allen-Bradley

Parent: Local Ethemnet Address ’
192 . 199y

Name: GLX_produce () Private Network:

Description: (@) [P Address:

Module Definition

| Advanced...
Revision: 28.001 ) ty Netick 3EB1_046D_484D
Electronic Keying: Compatible Module &
Connection: None ‘ 10/23/2015 4:37:50.797 PM

Status: Offline

)

A Module De

3. From the Megtonic Keying pull-down menu, choose what is
ap ro;ﬂtc or your application.

Module Definition* El

‘ Revision: 28 v 001 3+
Electronic Keying: \[Cmpa&k Module v
ion: Exact Match
mcue
Disable Keying

\ OK Cancel Help

IMPORTANT  Ifyou are consuming safety tags, then you must choose either Exact
Match or Compatible Module from the pull-down menu.

Choose Disable Keying only when standard tags are consumed.

4. Click OK to save your changes and to close the Module Definition
dialog box.

5. Click OK to close the Modules Properties dialog box.
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Produce a Safety Tag

Follow this procedure to produce a safety tag.
1. In the producing controllers project, create a user-defined data type
defining the structure of the data to be produced.

Make sure that the first data member is of the
CONNECTION_STATUS data type.

2. Right-click Controller Tags and choose New Tag,.

3. Set the type as Produced, the class as Safety, and the D e to the
user-defined type you created in step 1.

4. Click Connection and enter the number of cox@Q
Y 4

New Tag
Name: velP
Description:
Usage: <controller>
3 Produced - “
Alias For:
Data Type: myPCType
Parameter -
(BT ok ][ comcst |[ Hew
Scope: %
Class: ’ ’

5. Click {2 d if you want to change the type of connection by
upgshedKing ‘Allow Unicast Consumer Connections.

ptions ﬂ

Iticast Connection Options
Use the following options to configure multicast connection behavior to this produced tag.

Q Mipimurn RPE *ms
6 Maximum RPI: *ms

Provide Default RPI to Consumer for Out-of-Range Requssts

@ Default RPI: = ms
Unicast Connection Options
Use the following options to configure unicast connection behavior to this produced tag.

Cancel | [ Help

6. Click OK.
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Consume Safety Tag Data

Follow these steps to consume data produced by another controller.
1. In the consumer controller’s project, create a user-defined data type
identical to the one created in the producer project.

TIP  The user-defined type can be copied from the producer project and pasted
into the consumer project.
2. Right-click Controller Tags and choose New Tag.

3. Set the Type as Consumed, the Class as Safety, and thefRgNype to the
user-defined data type you created in step 1. Q

4. Click Connection to open the Consumed Tag@

ion dialog box.

New Tag

Name: valC

Description:

Usage: <controller>

foducar. (6L produce. -

—_
Typg Consumed -

Remote Data:  valP
Alias For: (Tag Mame of Instence Number)
BRI ms © The RPt must maich the safety task peiod of te producing
controller.

Data Type:
¥ Use Unicast Connection over EtherNetiP
Parameter

Connection:

Scope:

0K [ cancel | Help

Class

5. From thProducer pull-down menus, select the controller that produces

lick the Safety tab.

tf :aia.
I Remote Data field, enter the name of the produced tag.

Consumed Tag Connection ﬂ

| Connection| Safety |-S_t;w_sf

, Requested Packstintsrval (RP): | B0 ms (1-500) [ acvanced.. |
Connection Reaction Time Limit 80.0/ ms
Max Network Delay: 00/ms | ResetMax | ®

ok [ cancel |[ Hew
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Consumer’s Project

In the Requested Packet Interval (RPI) field, enter the RPI for the
connection in 1 ms increments. The default is 20 ms.

The RPI specifies the period when data updates over a connection. The
RPI of the consumed safety tag must match the safety task period of the
producing safety project.

Consumed Tag Connection

| Connection \ Safety -‘.Swﬁts.

Requestsd Packet Interval (RPI):

Connection Reaction Time Limit:

Mex Netwark Delay.

-~ ms (1-500)

800 ms

00 ms | PesetMax | «

Producer’s Project
= @8 Task Properties - SafetyTask o B =5
| General Configuration | Program/ Phase Schedule | Monitor
Type Periodic -
Period: kol ms
Priority 10 < (Lower Number Yields Hitgger
‘Watchdog: 20.000 ms

The Connection Reaction Time Limit is the maxMgunjage of safety packets
on the associated connection. For simple timing constraints, you can achieve
an acceptable Connection Reaction Timf Limit By adjusting the RPL

The Max Network Delay is the gaxi
the time the data was produ
When online, click Rese t

If the Connection Rc@ time limit is acceptable, click OK; or for
more complex re s, click Advanced to set the Advanced
ConnectionS@ct ime Limit parameters.

Requey’ac nterval (RPI):. @ = ms (1-500)

‘ imeoyt Multiplier: 2
Delay Multiplier: 200

80.0 ms

observed transport delay from
til the time the data was received.
eset the Max Network Delay.

Advanced Cq bn Redction Time Limit Configuration
4

(1-9
% of RPI (10 - 600%)

onnection Reaction Time Limit:

Lok ]

Cancel Help J

The Timeout Multiplier determines the number of RPIs to wait for a
packet before declaring a connection timeout.

The Network Delay Multiplier defines the message transport time that
is enforced by the CIP Safety protocol. The Network Delay Multiplier

specifies the round-trip delay

from the producer to the consumer and

back to the producer. You can use the Network Delay Multiplier to
increase or decrease the Connection Reaction Time Limit.

Table 28 - Additional Resources

Resource

Description

Estimate Requested Packet Interval on page 83
and

Module Fault Related to RPI Estimates on page 84

Provides more information on setting the RPl and
understanding how the Max. Network Delay, Timeout
Multiplier, and Network Delay Multipliers affect the Connection
Reaction Time

Logix5000™ Controllers Produced and Consumed
Tags Programming Manual,
publication 1756-PM011

Provides detailed information on using produced and
consumed tags
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Develop Safety Applications

Safety Tag Mapping

154

Controller-scoped standard tags cannot be directly accessed by a safety routine.
To allow standard tag data to be used within safety task routines, the
GuardLogix controllers provide a safety tag mapping feature that lets standard
tag values be copied into safety task memory.

Restrictions

Safety tag mapping is subject to these restrictions:

The safety tag and standard tag pair must be controller-scoped.
The data types of the safety and standard tag pair musg@hedh.
Alias tags are not allowed. Q
Mapping must take place at the whole tag Ievem ple,
myTimer.pre is not allowed if myTimer isa T1 ag.

A mapping pair is one standard tag ma@fo’ne safety tag.

You cannot map a standard tag toff gafc that has been designated as

a constant.

Tag mapping cannot be r&&vhen the following is true:
1 )

— The project is safety-

— A safety task signafgre ogists.

— The key syitc
- A nonrcco\e afety fault exists.
- An in@ar nership exists between the primary controller and

safety er.

ATTENTION: When using standard data in a safety routine, you must
verify that the data is used in an appropriate manner. Using standard
data in a safety tag does not make it safety data. You must not
directly control a SIL 3/PLe safety output with standard tag data.

Refer to the GuardLogix 5570 and Compact GuardLogix 5370 Controller
Systems Safety Reference Manual, publication1756-RM099, for more
information.
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Create Tag Mapping Pairs

1. Choose Map Safety Tags from the Logic menu to open the Safety Tag

Mapping dialog box.
Safety Tag Mapping Iﬁ
Standard Tag Name o€ | Safety Tag Name = [ Close ]

* -
Delete Row | €

| o

2. Add an existing tag to the Standard Ta@e'r Safety Tag Name

column by typing the tag name iggo th{cellfpr choosing a tag from the
pull-down menu.

Click the arrow to displaygefiltcRyd tag browser dialog box. If you are in
the Standard Tag Name o the browser shows only controller-
scoped standard tags. @are in the Safety Tag Name column, the

browser shows co oped safety tags.
Safety Tag Mapping | P |
¢ | Safety Tag Name <’| l Close I
|
/ V. ~  Show AllTags -
IName :=||Data Type [Descrip(ion -
in_out DINT
) POINT _inout:! AB:1791ES_IBBX
‘ I POINT inout:0 AB:1791ES |BBX L
§ .’ Show controller tags ["] Show standard tags
Show program tags Show safety tags

right-clicking in the empty cell and selecting New Tag and typing the tag
name into the cell.

®\ 3. Addanew tag to the Standard Tag Name or Safety Tag Name column by

4. Right-click in the cell and choose New tagname, where tagname is the
text you entered in the cell.
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Monitor Tag Mapping Status

The leftmost column of the Safety Tag Mapping dialog box indicates the status
of the mapped pair.

Table 29 - Tag Mapping Status Icons

Cell Contents Description

Empty Tag mapping is valid.
When offline, the X icon indicates that ta%mapping is invalid. You can move to another row or
close the Safety Tag Mapping dialog box. )

When online, an invalid tag map results in an error message explaining why the mapping is
invalid. You cannot move to another row or close the Safety Tag Mappj og box if a tag
mapping error exists.

III Indicates the row that currently has the focus. 0\ -

Represents the Create New Mapped Tag row.

Represents a pending edit.
s imiet g

(1) Tag mapping is also checked during project verification. Invalid ta

ing results in a project verification error.

For more information, see the t@ g restrictions on page 154.

O

Safety Appli(ation Yofu ca? hl:lp prli)te u i;al;ion progr.am frczlm una;thori}lzed c;hangesk by
. safety-locking thgcon®@ller and by generating and recording the safety tas
Protection signanre Q

/
Safgc.l’the Controller

@Compact GuardLogix controller can be safety-locked to help protect safety-
1

ated control components from modification. The safety-lock feature applies
ly to safety components, such as the safety task, safety programs, safety

%6 routines, safety Add-on Instructions, safety tags, safety I/O, and the safety task

signature.

when the controller is safety-locked:

ﬁ\ The following actions are not permitted in the safety portion of the application

e Online/offline programming or editing (including safety Add-on
Instructions)

e Forcingsafety I/O
o Changing the inhibit state of safety I/O or produced connections
o Safety data manipulation (except by safety routine logic)

¢ Generating or deleting the safety task signature
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TIP  The text of the online bar’s safety status button indicates the safety-lock status.

Offline 9. F RUN C —
NoFores » P OK $
No Edits a - Egergy Storage

Safety Status Button |Safety Unlocked FY i

The application tray also displays the following icons to indicate the safety controller’s
safety-lock status.

- JEL = controller safety-locked

- A = controller safety-unlocked

are online
of the

edits can be

You can safety-lock the controller project regardless of w.

or offline and regardless of whether you have the orig%y

program. However, no safety forces or pending onlindsaf
present.

Safety-locked or -unlocked status cann @d when the key switch is in
the RUN position.
*ged in the controller log.

For more informatio q the controller log, refer to Logix5000™
Controllers Contr or at|on and Status Programming Manual, publication

1756-PMQdL5.
You can safety—lo@—‘lock the controller from the Safety tab of the Controller

Properties dial; x.pbr by choosing Tools>Safety>Safety Lock/Unlock.
ety-locking the Controller

TIP  Safety-lock or-unlock ac

X

Locking disables data editing, logic editing, and forcing
in the safety application.

Lock safety application?

Generate Safety Signature

I Change Password... J { Lock I [ Cancel ‘ [ Help

A

If you set a password for the safety-lock feature, you must type it in the Enter
Password field. Otherwise, click Lock.

You can also set or change the password from the Safety Lock dialog box.

See Set Passwords for Safety -lock and -unlock on page 56.

The safety-lock feature, described in this section, and standard security measures
in the Logix Designer application are applicable to GuardLogix controller
projects.

Refer to the Logix5000 Controllers Security Programming Manual,
publication 1756-PMO016, for information on Logix Designer security features.
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Generate a Safety Task Signature

Before verification testing, you must generate the safety task signature. You can
generate the safety task signature only when online with the safety-unlocked
GuardLogix controller in Program mode, and with no safety forces, pending
online safety edits, or safety faults. The safety status must be Safety Task OK.

In addition, you cannot generate a safety task signature if the controller is in
Run mode with run mode protection enabled.

TIP  You can view the safety status via the safety status button on the online bar (see
page 157) or on the Safety tab of the Controller Properties di ,as shown in

Figure 38.

Click Generate to generate the safety task signature ﬁ%c Safety tab of the

Controller Properties dialog box. You can also choose s>Safety>Generate
Signature. ()
Figure 38 - Safety Tab

& =]
) Network | Securty | Aam Log

) SFCEvecion | Project | Safety

& Controller Properties - SD_safety

Nonvolatie Memory } Memory | Intemet Protocol | P
| General | MajorFaults | Minor Fauts | Date/Ti

Safety Application: Unlocked

Safety Status: Safety Task OK, @

Safety Signature:
ID: D7403MA4E Copy
Date: 08/25/2015

Time:  (3:44:30.956 P Delete *
Protect Signature in Ruu

(D) Signature must be gefffed to change safety application

When ing Safei@l/0:

~ When No Safety Signature Bxdsis
@ re Always
®6 Ifa previous signature exists, you are prompted to overwrite it.

oK Cancel | Apply Help

TIP  Safety task signature creation and deletion is logged in the controller log.

%\ For more information on accessing the controller log, refer to Logix5000 Controllers

Controller Information and Status Programming Manual, publication 1756-PM015.
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When a safety task signature exists, the following actions are not permitted in
the safety portion of the application:

e Online/offline programming or editing (including safety Add-on
Instructions)

o Forcingsafety I/O
¢ Changing the inhibit state of safety I/O or producer controllers

e Safety data manipulation (except by safety routine logic)

Copy the Safety Task Signature

You can use the Copy button to create a record of the safety &S ature for
lick Copy,

use in safety project documentation, comparison, and valj %
to copy the ID, Date, and Time components to the Wimd3 ipboard.
Delete the Safety Task Signature

Y 4
Click Delete to delete the safety task sig’ rge safety task signature
cannot be deleted when the followin(tr
d

e The controller is safety-lofi¢ed.
e The controller is in R o8fith the key switch in RUN.

e The controller is i emote Run mode with run mode
protection le

TTENTION: If you delete the safety task signature, you must retest
A d revalidate your system to meet SIL 3/PLe.

Refer to the GuardLogix 5570 and Compact GuardLogix 5370 Controller
() Systems Safety Reference Manual, publication_1756-RM099, for more

@ information on SIL 3/PLe requirements.
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Programming Restrictions Restrictions limiting the availability of some menu items and features (that is,
cut, paste, delete, search and replace) are imposed by the Logix Designer
application to help protect safety components from being modified whenever
the following is true:

e The controller is safety-locked.
e A safety task signature exists.
e Safety faults are present.

o Safety status is as follows:

Partner missing
Partner unavailable
- Hardware incompatible
Firmware incompatible Q
If even one of these conditions apply, you cannot do tge ollowing:

e Create or modify safety objects, ig]u sPfety programs, safety
routines, safety tags, safety Add-gn ructions, and safety I/O devices.

IMPORTANT  The scan tiféfs of safety task and safety programs can be reset

when opline’
o Apply forces to s .
o Create new s ta®fhappings.
e Modify o%&g mappings.
e Modify te user-defined data types that are used by safety tags.
. ify the controller name, description, chassis type, slot, and safety

k number.
&dify or delete the safety task signature, when safety-locked.
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Develop Integrated Motion over an EtherNet/IP
Network Application

(aN
Topic Pa e“\
Motion Axes Support N
Maximum Number of Position Loop-configured Drives 1
Time Synchronization 04
Configure Integrated Motion on the EtherNet/IP Network ¢ 165

Compact GuardLogix® 5370 controllgfs supgprt Integrated Motion over an
EtherNet/IP network.

Integrated Motion on Ethcr@ applications use the following:

e Standard Et rN@ work
e High perfor e dMVes, which includes the following:
- Kineti@) ves
- Kineg 0 and Kinetix 5700 drives
—@tix 6500 drives
erFlex® 527 drives
‘OPowerFlcx 755 drives

Standard infrastructure components

L:Q e Programming software
\% In addition, Kinetix 55001, Kinetix 5700, and PowerFlex 527 drives support

integrated safe torque-off (STO) via a single safety and motion connection to a
Compact GuardLogix 5370 safety controller. The Compact GuardLogix

c. % controller issues the STO command over the EtherNet/IP network via CIP

Safety and the safety drive executes the command.

For more information on configuring drives that use Integrated Motion over
an EtherNet/IP network, see the drive user manuals listed in the Additional
Resources on page 10 and the Integrated Motion on the EtherNet/IP Network
Configuration and Startup User Manual, publication MOTION-UMO003.

(1) Applies only to Kinetix 5500 drives with -ERS2 catalog numbers.
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Motion Axes Support

The 1769-L30ERMS, 1769-L33ERMS, 1769-L33ERMOS, 1769-L36ERMS,
1769-L36ERMOS, and1769-L37ERMOS controllers support these axes:

e AXIS_VIRTUAL
o AXIS CIP_DRIVE

AXIS_VIRTUAL Axis

The AXIS_VIRTUAL axis is an internal axis representation that is not
associated with any physical drives. That is, you can configure the axis but it
does not cause any physical motion in your system.

AXIS_CIP_DRIVE Axis ()

The AXIS_CIP_DRIVE axisisa motigp axi@s&ed with physical drives
to cause physical motion in your system ‘te ined by your application.

Configuration Types é

When adding an axis to you@ct, you must associate the axis to a drive.
eters, you must select a configuration type.

Among other configura
The axis configura@@m tyfgid also considered the drive configuration type.

For example, an@_ IP_DRIVE axis can use a Position Loop
conﬁguration{ associated with a Kinetix 350 drive. The axis is
conside@osition Loop-configured axis and the associated drive is

consj osition Loop-configured drive.

e f0Mowing drives support these configuration types:

Kinetix 350, Kinetix 5500, Kinetix 5700, and Kinetix 6500 drives
c : - Position loop

162

- Velocity loop
- Torque loop
e PowerFlex 527 and PowerFlex 755 drives

Position loop

Velocity loop

Torque loop

- Frequency control
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Maximum Number of Position Any device added to the local Ethernet node in the I/O configuration is

Loop-configured Drives

o

counted toward the node limitation of the controller. For more information,

see Nodes on EtherNet/IP Network on page 69.

Drives are counted among the number of nodes in the I/O Configuration section
of the Logix Designer application. If you use the maximum number of drives that
a Compact GuardLogix 5370 controller supports in one system, you cannot add
other EtherNet/IP devices to that project.

Position Loop-configured Drive Limits %

Among the maximum number drives supported by the c , there is a
maximum number of Position Loop-configured drivf thag®€ supported in
the project for the controller.

g
For example, the 1769-L30ERMS contgpller @rts a maximum of four

Position Loop-configured drives.

support Integrated Motion ovefaNgithperNet/IP network.

Table 30 lists motion-related sp%E information for the controllers that

Table 30 - Compact GuardLogj
EtherNet/IP Network

rollers Supporting Integrated Motion on the

Number of Position
Loop-configured Drives

Controller Type

Supported, max
4
32 8
48 16
-L36ERMOS
9-L37ERMOS'")

769-
@?
1}

6 Available at firmware revision 30.

If your solution requires more than 16 Position Loop-configured drives,
consider using the ControlLogix" platform. The ControlLogix platform
enables up to 100 Position Loop-configured drives.
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Time Synchronization

Integrated motion over an EtherNet/IP network requires time synchronization,
also known as CIP Sync. CIP Sync provides accurate real-time (real-world time)

or Coordinated Universal Time (UTC) synchronization of Compact

GuardLogix 5370 controllers and devices that are connected over an EtherNet/

IP network.

CIP Sync is a time synchronization protocol that can be applied to various

applications. This chapter focuses on using the protocol in applications with

Integrated Motion over an EtherNet/IP network.

All controllers and communication modules must have time sygchronization

enabled to participate in CIP Sync.

CIP Sync requires that devices in the system functio

Slave - Uses time set by Maste

You can enable time synchroniz
Properties dialog box.

Grandmaster, also known as the coordinated s
- Sets time for entire system and passes the ti

no

@owing roles:

me,to a Master

*

Master - Sets time for its backplage

r

= -2 ]

| General Mzjor Faults

Adjust for Dalight Saving (+00:00) «

ime Synchronize

| [¥] Enable Time Synchronization

) |s the system time master

2 ls a synchronized time slave

) Duplicate C5ST master detected
) CST Mastership disabled

3 No CST master

UnEexp
fautt f

Date/Time™

D The Date and Tim PP=d henfis Controller local time, not workstation local time,
Use these fields to \ggfqurdlime attrbutes of the Cortroller,

_B DANGER. F time synchronization is
disabled online, active axes in any
cortroller in this chassis, orany other
synchronized device. may experence

local chassis

| Advanced | SFC Execution | Project ‘

acted motion.  Safety controllers may
no other tims master exdsts in the

[ OK!}_H Cancsl || 2eply || Hel

164
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COnfigure |ntegrated Motion To addadrive to your project for integrated motion on the EtherNet/IP

network, complete these steps.

on the EtherNet/IP Network

IMPORTANT  These steps show a 1769-L36ERMS controller and a Kinetix 350 drive. The
same steps apply to other Compact GuardLogix 5370 controllers and other
drives that support integrated motion on an EtherNet/IP network.

IMPORTANT  This section assumes that you have previously created a project for your

1769-L36ERMS controller and enabled time synchronization on the
controller. If you have not, do so before continuing.

1. In the I/O configuration tree, right-click the Ether Qark and
choose New Module. CG

14

=-81/0 Configuration
=88 1769 Bus
¢ E@E[0] 1769-L36ERMS Safetycontroller

B _
&8 176010 New Module..

Discover Hodt(
The Select Module Ty e@ox appears.
2. Select the desired d '\@click Create.

Hide Filters 2

Module Type Category Fitters il Module Type Vendor Fiters b |
Brizlog 9 Nlen Bradley =
[Vl Commurication Cognex Comporatian
@ Communications Adapter Endress+Haussr
Cantroller - FAMUC Comoration -
4 i ] + 4 m ] *
Catalog Mumber Description ‘Vendor Category
2097-V31PRO Kinetbc 300, 24, 120/240V, No Fitter Allen-Bradley Drive:
2057-V31PRO-LM Hinetoc 350, 2A, 120/24DV, No Fiter Bthemet Drive Alen-Bradley Drive, Motio
2097-V31FR2 Kinetic 300, 4A, 120,240V, No Filter Allen-Bradley Drive
L 2087-V31PR2-LM Hinetoc 350, 4A, 1204240V, No Filter Ethemet Drive Alen-Bradley Drive, Motion
@ 4 " ] 3
\ 2 of 401 Mogule Types Found Add to Faverites
[] Close on Create [ Creste J [ Close ] [ Help ]
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The New Module dialog box appears.
Type a name for the module.

4. Type a description, if desired.

5. Assign an EtherNet/IP address.

For information on setting the IP addresses, see the publications for each
drive type that is listed in Additional Resources on page 10.

8" New Module

General™ ‘Ccmneciinn |T\me Sync I Madule Infa I Intemet Protocol | Port Configuration I Associated Axes | Power I Motion Diagn ' | *

Type: 2097-V31PROA M Kinetix 350, 2A, 120,240V, No Filter Ethernet Drive

Vendor: Allen-Bradley

Parent: Local Ethernst Address

Mame: Integrated_Motion_K350 @) Private Network: 1. 15 =
Description: - () IP Address: p £ 2

() Host Mame:

-

Madule Definition

14
Revision: 11 4
Electronic Keying: Caompatible Module
Connection: Mation
Pawer Structurs: 2097-V31PROLM \

Status: Creating [ ok ][ caca | [ Hep
6. If you must hangdg gMeconfiguration for any of the following
parameters, ¢ ge in the Module Definition area:

. Revisi@
e Elect eying
. o&ction
Ogdrives that support safety and motion on a single connection, you

can choose Motion Only, Motion and Safety, or Safety Only.

‘ e Power Structure
e Verify Power Rating on Connection

The Module dialog box appears.

- R

\Q Module Definition . =
% Revision: 15

q : Elzctronic Keying: | Compatible Mocule ~|

Connection: IMD‘Eil:n ']

Power Stucturs: [2097-va1PRE-LM v
Verfy Power Rating an Cannection

[ ok | [ Cancel | [ Heb |

L .

7. Make the desired changes and click OK.
8. Click OK to create the drive in your project.

9. Add other components that your pl‘OjCCt requires.
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Considerations

N
o

ey

Go Online with the Controller

Topic Page

Considerations 16\7&
Download m\\

Upload W
Go Online 173
Y 4
¥4

The programming software determin r you can go online with a
target controller based on whether, ffline project is new or whether
changes occurred in the offline PRgiect, I the project is new, you must first
download the project to the g6KtroM®. If changes occurred to the project, you

are prompted to upload ad. If no changes occurred, you can go
online to monitor ghe exqgitipn of the project.

A number of fa Opatie these processes, including Project to Controller
Match feature, (fMggety status and faults, the existence of a safety task

signatur e safety-lock/-unlock status of the project and the controller.

ngto Controller Matching

e Project to Controller Match feature affects the download, upload, and go
online processes of standard and safety projects.

If the Project to Controller Match feature is enabled in the offline project, the
programming software compares the serial number of the controller in the
offline project to that of the connected controller. If they do not match, you
must cancel the download/upload, connect to the correct controller, or
confirm that you are connected to the correct controller, which updates the
serial number in the project to match the target controller.
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Go Online with the Controller

168

N
o

Firmware Revision Matching

Firmware revision matching affects the download process. If the revision of the
controller does not match the revision of the project, you are prompted to
update the firmware of the controller. The Logix Designer application lets you
update the firmware as part of the download sequence if the controller is
safety-unlocked.

IMPORTANT  To update the firmware of the controller, first install a firmware upgrade
kit. An upgrade kit ships on a supplemental (D along with the Logix
Designer application.

AN
.
TIP  You can also upgrade the firmware by choosing ControlF@o\ the Tools

menu in the Logix Designer application. ()

G

Uploading program logic and going in&lowcd regardless of safety status.
Safety status and faults affect th@dbwi¥gad process only.

Safety Status/Faults P

You can view the safety statuQvia ghe Safety tab on the Controller Properties

Safety Task Si re and Safety-locked and -unlocked Status

/

The exiffencg of a safety task signature and the safety-locked or -unlocked

stat@ controller affect both the upload and download processes.

dialog box.

@&pload
6 the controller has a safety task signature, the safety task signature and the

safety task lock status are uploaded with the project. For example, if the project
in the controller was safety-unlocked, the offline project remains safety-
unlocked following the upload, even if it was locked prior to the upload.

Following an upload, the safety task signature in the offline project matches the
controller’s safety task signature.
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On Download

The existence of a safety task signature, and the controller’s safety-lock status,
determines whether or not a download can proceed.

Table 31 - Effect of Safety-lock and Safety Task Signature on Download Operation

Safety-lock Status Safety Task Signature Status Download Functionality
Safety task signature in the offline project | All standard project components are downloaded. Safety tags are reinitialized to the values they
matches the safety task signature in the had when the safety task signature was created. The safety task is not downloaded. Safety lock
Controller safety-unlocked controller. status matches the status in the offline project.
Safety task signatures do not match. If the controller had a safety task signature, it is automatically deleted, and the entire project is

downloaded. Safety lock status matches the status in the offline project.

Safety task signatures match. If the offline project and the controller are safety-locked, all standar(;\ents are
h

downloaded and the safety task s re initialized to the values they ha safety task
signature was created.

If the offline project is not safety-locked, but the controller is, tRg.dowBload is blocked and you
Controller safety-locked must first unlock the controller to allow the download to proceed?

Safety task signatures do not match. You must first safety-unlock the controller to allowghe downlﬁl to proceed. If the controller had a
safety task signature, it is automatically Mtid, aNg the Sntire project is downloaded. Safety lock

status matches the status in the offline proj

IMPORTANT  During a dow 0 gcontroller that is safety-unlocked, if firmware in
the controlfer is djff€fent than in the offline project, do one of the

follovg
\Uvgﬂwe controller so that it matches the offline project. Once the

ate is completed, the entire project is downloaded.
+ ) Update the project to the controller version.

/ If you update the project, the safety task signature is deleted, and the
system requires revalidation.
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Download Follow these steps to transfer your project from your computer to your
controller.

[d@viaaj
J Controller
Download Project
1. Turn the key switch of the controller to REM. Q&

2. Open the controller project that you want to d ¢

3. Define the path to the controller.

a. Click Who Active . P () 4

b. Select the controller.

To open alevel, click the +§@I controller is already selected,
e

make sure that it is th&
4. Click Download.

The software co s W€ following information in the offline project
and the con I

. Contr%Z number (if project to controller match is selected)

ntroller.

o Firmw jor and minor revisions

. f(y status
affty task signature (if one exists)

S
\Q)
D
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5. Follow the directions in this table to complete the download based on
the software’s response.

If the software indicates

Then

Download to the controller.

Choose Download. The project downloads to the controller and the Logix Designer application goes
online.

Unable to download to the controller. Mismatch between the offline project
and the controller serial number. Selected controller may be the wrong
controller.

Connect to the correct controller or verify that this is the correct controller. If it is the correct
controller, select the Update project serial number checkbox to allow the download to proceed. The
project serial number is modified to match the controller serial number.

Unable to download to the controller. The major revision of the offline
project and the controller's firmware are not compatible.

Choose Update Firmware(". Choose the required revision and click Update. Confirm your selection
by dlicking Yes.

Unable to download to controller. The internal safety partner hardware has
failed.

Replace the controller.

Unable to download to the controller. The firmware update of the controller
isincomplete.

Choose Update Firmware . Choose the required revision and click Up:
by clicking Yes.

£\
W%ur selection

Unable to download to controller. Safety partnership has not been
established.

(ancel this download process and attempt a new download.

Unable to download to controller. Incompatible safety task signature
cannot be deleted while the project is safety-locked.

Cancel the download. To download the project, you must safety-unlock the offline project, delete

Cannot download in a manner that preserves the safety task signature.
Controller's firmware minor revision is not compatible with safety task
signature in offline project.

the safety task signature, and download the proje

IMPORTANT: The safety system requires @alat

« If the firmware minor revision is incogppati preserve the safety task signature, update the
firmware revision in the controllerga®xactly mdftch the offline project. Then download the offline

project.
+ Toproceed with the downlwt e safety task signature incompatibility, click Download.
del

The safety task signat

Unable to download to controller. Controller is locked. Controller and offline
project safety task signatures do not match.

IMPORTANT: The safci systdn requires revalidation.
Choose Unlggk. Th nlock for Download dialog box appears. If the Delete Signature
checkbox te choose Unlock, you must confirm the deletion by selecting Yes.

A nonrecoverable safety fault will occur in the safety controller. No
designated coordinated system time (CST) master exists.

(1) The controller must be safety-unlocked.

Check @ chronization and click Download to proceed.
L}

/

ccessful download, the safety-locked status and safety task
the controller match the project that was downloaded. Safety data is

Follgsgiga
i a >
Qa d to the values that existed when the safety task signature was created.

\@6
(O’Zr
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\@6
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Follow these steps to transfer a project from the controller to your computer.

Controller

Upload Project

. Define the path to the controller. ®
a. Click Who Active . 0

b. Select the controller. s l
To expand alevel, click the + sign. If a contr s already selected,

make sure that it is the correct contrghler. P
. Click Upload.

¥4
3. Ifthe project file does not cxisﬁ&ile>$clcct>Yes.
. If the project file exists, s&

If the project to co er fhatch is enabled, the programming software
checks whether t% number of the open project and the serial
number of t t

er match.
If the con% serial numbers do not match, you can do one of the

follow%

o{ Cagpcel the upload and connect to a matching controller. Then, start
upload procedure again.

choosing Select File.

@ Select a new project to upload into or select another project by

¢ Update the project serial number to match the controller by checking
the Update Project Serial Number checkbox and choosing Upload.

5. The software checks whether the open project matches the controller

project.

a. Ifthe projects do not match, you must select a matching file or cancel
the upload process.

b. If the projects match, the software checks for changes in the offline
(open) project.

. The software checks for changes in the offline project.

a. If there are no changes in the offline project, you can go online

without uploading. Click Go Online.

b. If there are changes in the open project that are not present in the
controller, you can choose to upload the project, cancel the upload, or
select another file.
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If you choose Upload, the standard and safety applications are uploaded.
If a safety task signature exists, it is also uploaded. The safety-lock status
of the project reflects the original status of the online (controller)
project.

TIP Prior to the upload, if an offline safety task signature exists, or the offline
project is safety-locked but the controller is safety-unlocked or has no safety
task signature, the offline safety task signature and safety-locked state are
replaced by the online values (safety-unlocked with no safety task
signature). If you do not want to make these changes permanent, do not

save the offline project following the upload.

Go Online Follow these steps to go online to monitor a project t@Qﬂtroﬂcr is

executing.

Controller

b Seléct the controller.
oxpand a level, click the + sign. If a controller is already selected,

make sure that it is the correct controller.

&. Click Go Online.
:.Q The software checks for the following:

e Do the offline project and controller serial numbers match (if Project

\@ to Controller Match is selected)?

¢ Does the offline project contain changes that are not in the controller
project?

Do the revisions of the offline project and controller firmware
match?

%

e Are cither the offline project or the controller safety-locked?

e Do the offline project and the controller have compatible safety task
signatures?
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3. Follow the directions in the table below to connect to the controller.

Table 32 - Connect to the Controller

If the software indicates

Then

Unable to connect to controller. Mismatch between the offline project and
the controller serial number. Selected controller may be the wrong
controller.

Connect to the correct controller, select another project file, or choose the Update project serial
number checkbox and choose Go Online. .. to connect to the controller and update the offline
project serial number to match the controller.

Unable to connect to controller. The revision of the offline project and the
controller’s firmware are not compatible.

Choose one of the following options:

« (Choose Update Firmware. Choose the required revision and click Update. Confirm your selection
by clicking Yes.
IMPORTANT: The online project is deleted.

« To preserve the online project, cancel the online process and install a version of the Logix
Designer application that is compatible with the firmware revision of your @stroller.

You need to upload or download to go online by using the open project.

Choose one of the following options:

« Upload to update the offline project.

« Download to update the controller project.
« Choose File to select another offline project.

Unable to connect in a manner that preserves safety task signature.
Controller's firmware minor revision is not compatible with safety task
signature in offline project.

QO )
« To preserve the safety task signature when the firmware minor revision is incompatible, update

the firmware revision in the controller to exactlghthe‘ﬂine project. Then go online to the
controller.

« To proceed with the download despiteg ty gnature incompatibility, click Download.
The safety task signature is deleted.

Unable to connect to controller. Incompatible safety task signature cannot
be deleted while project is safety-locked.

When the controller and@%mming software are online, the safety-locked
a

status and safety tas
The safety-lock s

overwritten by t

of the controller match the controller’s project.
s aNg@safety task signature of the offline project are

orgroller. If you do not want the changes to the offline project

to be pcrmancy onot save the project file following the go online process.

174
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Monitor Status and Handle Faults

Topic Page

View

Status via the Online Bar ‘rm

Monitor Connections \7& )

Monitor Safety Status 179
Controller Faults 179

Devel

op a Fault Routine Y 4 181
’ 6

See Appendix A, Status Indicators for Nion on interpreting the

controller’s status indicators.

The

controller’s status, e

Figure 39 - Status

Control

'%ton No Edits
;S%us Button |Safety Unlocked

indic

XN

online bar displays % d controller information, including the
t

online edit status, and safety status.

S

ler Status B? ine 3. ™ RUN Lq]:—J
Force S Buffon |NoForces ». = oK
a ™ Energy Storage
= 0
53 i

n the Controller Status button is selected as shown above, the online bar

ator on the controller. The I/O with the most significant error status is

@ows the controller’s mode (RUN) and status (OK). The I/O indicator
6 ombines the status of standard and safety I/O and behaves just like the status

displayed next to the status indicator.

When the Safety Status button is selected as shown below, the online bar
displays the safety task signature.

Figure 40 - Safety Signature Online Display

Offline fl.| Safety Signature: —— ‘

No Forces p_| 1D <none> @
Date:

NoEdis = Ti:nz:

Safety Unlocked %3 |
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The Safety Status button itself indicates whether the controller is safety-locked
or -unlocked, or faulted. It also displays an icon that shows the safety status.

Table 33 - Safety Status Icon

If the safety status is This icon is displayed

Safety Task OK 11

-

Safety Task Inoperable A

Safety Unavailable [\ R,

Offline R, |
Icons are green when the controller is safety-locked, yellm@@he controller
is safety-unlocked, and red when the controller has a sgf€ty . When a safety
task signature exists, the icon includes a small check 3

’
Y

Monitor Connections You can monitor the status of standar. I~ety connections.

All Connections C)&

If communication vile in the I/O configuration of the controller does
not occur for 100 ms@@nmunication times out and the controller produces

the following w@s.
e AnI/OulStatus code is indicated on the status display of the
pact GuardLogix” 5370 controller.

indicator on the front of the controller flashes green.
alert symbol /\ shows over the I/O configuration folder and over
the device that has timed out.
A module fault is produced, which you can access through the
6 Connections tab of the Module Properties dialog box for the module or
via the GSV instruction.

be configured to automatically fault the controller when a
connection is lost. Therefore, you need to monitor for connection
faults to be sure that the safety system maintains SIL 3/PLe integrity.

See Safety Connections on page 177.

2\ c ATTENTION: Safety 1/0 and produce/consume connections cannot
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Safety Connections

For tags associated with produced or consumed safety data, you can monitor
the status of safety connections by using the CONNECTION_STATUS
member. For monitoring input and output connections, Safety I/O tags have a
connection status member called SafetyStatus. Both data types contain two
bits: RunMode and ConnectionFaulted.

The RunMode value indicates if consumed data is actively being updated by a
device that is in the Run Mode (1) or Idle State (0). Idle state is indicated if the
connection is closed, the safety task is faulted, or the remote &oller or

device is in Program mode or Test mode.

The ConnectionFaulted value indicates whether the @Qnection
r

between the safety producer and the safety consume d (0) or Faulted
(1).If ConnectionFaulted is set to Faulted (1) if a res%t of aloss of the physical

connection, the safety data is reset to ze?.

The following table describes the co 1n&& of the RunMode and
ConnectionFaulted states.
Table 34 - Safety Connection Statu &

RunMode ConnectionFaul

Connection Operation

Status Status

1=Run 0= Valid ata is actively being controlled by the producing device. The producing
device is in Run mode.

0=Idle 0= The connection is active and the producing device is in the Idle state. The

» safety data is reset to zero.

0=Idle ¥ Faulted The safety connection is faulted. The state of the producing device is
unknown. The safety data is reset to zero.

1= =Faulted Invalid state.

ﬁmo ule is inhibited, the ConnectionFaulted bit is set to Faulted (1) and the

Mode bit is set to Idle (0) for each connection associated with the module.

c. a result, safety consumed data is reset to zero.

\QJ
6’0’
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Monitor Sta@(?g’s

178

Determine if I/0 Communication has Timed Qut

This example can be used with the Compact GuardLogix 5370 controllers:

e The GSV instruction gets the status of the I/O status indicator (via the
LED Status attribute of the Module object) and stores it in the
IO_LED tag.

e IO_LED isa DINT tag that stores the status of the I/O status indicator
or status display on the front of the controller.

e IfIO_LED equals 2, then at least one I/O connection has been lost and
the Fault_Alert is set.

Figure 41 - GSV Used to Identify I/0 Timeout o®

-GSV -EQU Fault_aAlert
Get System Value Equal {
Class Name Module Source & |O_LED
Instance Name 0«

Aftribute Name  LedStatus Source B 2 ’
Dest 10_LED
g L—

\

For more information about at% ailable with the Module object, see

the Logix Controllers Instructi efgrence Manual, publication

1756-RM00Q9.

Determine if 1/Q.C unication to a Specific 1/0 Module has
Timed Out

nicgtion times out with a device (module) in the I/O configuration
oft “ Bller, the controller produces a fault code and fault information for

e ggdile. You can use GSV instructions to get fault code and information
&hc FaultCode and FaultInfo attributes of the Module object.

Qr more information about attributes available with the Module object, see

the Logix Controllers Instructions Reference Manual, publication

1756-RM009.

Logix controllers, including Compact GuardLogix controllers, support status
keywords that you can use in your logic to monitor certain events.

For more information on how to use these keywords, refer to the Logix5000™
Controllers Controller Information and Status Programming Manual,

publication 1756-PM015.

Rockwell Automation Publication 1769-UM022B-EN-P - December 2016


http://literature.rockwellautomation.com/idc/groups/literature/documents/rm/1756-rm009_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/rm/1756-rm009_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/pm/1756-pm015_-en-p.pdf

Monitor Status and Handle Faults ~ Chapter 12

Monitor Safety Status

Controller Faults

o

View controller safety status information on the safety status button on the
online bar and on the Safety tab of the Controller Properties dialog box.

Figure 42 - Safety Task Status

Safety Lock —

Laocking disables data editing, logic editing. and farcing
b in the safety application.

Lock safaty application?
These are the possible values for safety status:
e Safety partner is unavailable
e Safety firmware is incompatible ®
e Safety task inoperable 0
e Safety task OK 0
With the exception of safety task OK, the desc@nsﬁdicatc that

nonrecoverable safety faults exist. 4 \

See Major Safety Faults (Type 14) o ¢ 181 for fault codes and corrective

actions.

Faults in the Com G%‘ogix system can be nonrecoverable controller
faults, nonrecov@ ty faults in the safety application, or recoverable

safety faults in tRgfafgty application.

/

No ble Controller Faults

ontroller fault occurs, safety task execution stops and CIP Safety I/O modules
e placed in the safe state. Recovery requires that you download the

@ se occur when the controller’s internal diagnostics fail. If a nonrecoverable

application program again.

Nonrecoverable Safety Faults in the Safety Application

If a nonrecoverable safety fault occurs in the safety application, safety logic and the
safety protocol are terminated. Safety task watchdog faults fall into this category.
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When the safety task encounters a nonrecoverable safety fault that is cleared
programmatically in the Controller Fault Handler, the standard application
continues to execute.

safety fault, it is your responsibility to prove that doing so maintains safe

c ATTENTION: Overriding the safety fault does not clear it! If you override the
operation.

You must provide proof to your certifying agency that allowing a portion of the
system to continue to operate maintains safe operation.

notrun

If a safety task signature exists, you only need to clear the fault @gnable the
safety task to run. If no safety task signature exists, the safetf®n

again until the entire application is downloaded again.

Recoverable Faults in the Safety Application o
Y4
If a recoverable fault occurs in the safe %&tion, the system may or may
not halt the execution of the safety t&i‘ep nding upon whether or not the
t

fault is handled by the Program Rl dler in the safety application.

on

to continue withougint jon.
When a recovera ulNgh the safety application is not cleared programmatically,

a Type 14, CodeRffegpverable safety fault occurs. The safety program execution
is stopped, an%lfcty protocol connections are closed and reopened to

re-initiaffze them. Safety outputs are placed in the safe state and the producer of
safe ed tags commands the consumers to also place them in a safe state.

When a recoverable fault i; c% programmatically, the safety task is allowed

&covcrablc faults let you edit the standard and safety application as required

o dorrect the cause of the fault. However, if a safety task signature exists or the
cpntroller is safety-locked, you must first unlock the controller and delete the
safety task signature before you can edit the safety application.

View Faults

The Recent Faults dialog box on the Major Faults tab of the Controller
Properties dialog box contains two sub-tabs, one for standard faults and one for
safety faults.
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Fault Codes

Table 35 shows the fault codes specific to Compact GuardLogix controllers.
The type and code correspond to the type and code displayed on the Major
Faults tab of the Controller Properties dialog box and in the PROGRAM
object, MAJORFAULTRECORD (or MINORFAULTRECORD) attribute.

Table 35 - Major Safety Faults (Type 14)

Code | Cause Status Corrective Action
Task watchdog expired. User task has not completed in a Nonrecoverable | Clear the fault.
specified period of time. A program error caused an infinite If a safety task signature exists, safety memory is re-initializediand the safety task
01 | loop, the program is too complex to execute as quickly as begins executing.
;pgc;]fled, a higher priority taskis keeping this task from If a safety task signature does not exist, you must re- rogram to
nisning. allow the safety task to run.
02 | Anerror exists in a routine of the safety task. Recoverable Correct the error in the user-program logic.
07 | Safety task is inoperable. Nonrecoverable | Clear the fault.
This fault occurs when the safety logic is invalid, for example, If a safety task signature exists, safety memoryis re-initialized via the safety task
a watchdog timeout occurred or memory is corrupt. signature and the safety task begj ecutiré
If a safety task signaturegBes notRist, Wu must download the program again to
allow the safety task to ru
08 | Coordinated system time (CST) not found. Nonrecoverable | Clear the fault. Confi be the (ST master.

Develop a Fault Routine

The Logix5000 Controllers M
publication 1756-PM014, ¢
Logix controllers.

inor Faults Programming Manual,
taigs descriptions of the fault codes common to

If a faule conditi@

oglurs that is severe enough for the controller to shut down,

the controlle#nerates a major fault and stops the execution of logic.

your application, you may not want all safety faults to shut
r entire system. In those situations, you can use a fault routine to clear
ecific fault and let the standard control portion of your system continue to
perate or configure some outputs to remain ON.

ATTENTION: You must provide proof to your certifying agency that allowing
a portion of the system to continue to operate maintains safe operation.

& A

o

The controller supports two levels for handling major faults:

e Program Fault Routine

e Controller Fault Handler

Both routines can use the GSV and SSV instructions as described on page 182.
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Program Fault Routine

Each program can have its own fault routine. The controller executes the
program’s fault routine when an instruction fault occurs. If the program’s fault
routine does not clear the fault, or if a program fault routine does not exist, the
controller proceeds to execute the controller fault handler, if one exists.

Controller Fault Handler

The controller fault handler is an optional component that exegu¥s when the
program fault routine could not clear the fault or does no

You can create only one program for the controller fa@ er. After you

create that program, you must configure a routine as th®#ain routine.

Y 4
The Logix5000 Controllers Major and r @Programming Manual,
publication 1756-PM014, provides detajs cating and testing a fault routine.

Use GSV/SSV Instruction()&

Logix controllers s S}%data in objects rather than in status files. You can
use the Get System SV) and Set System Value (SSV) instructions to
retrieve and set ol[¥ data.

specifie§desgnation. The SSV instruction changes the specified attribute with
dat ¢ source of the instruction. When you enter a GSV or SSV
ﬁ n, the programming software displays the object classes, object

The GSGACtion retrieves the specified information and places it in the

es, and attribute names for each instruction.

available attributes. When using the SSV instruction, the software displays only
those attributes you are allowed to set.

&r standard tasks, you can use the GSV instruction to get values for the

For the safety task, the GSV and SSV instructions are more restricted. Note
that SSV instructions in safety and standard tasks cannot set bit 0 (major fault
on error) in the mode attribute of a safety I/O module.

For safety objects, Table 36 shows which attributes you can get values for by
using the GSV instruction, and which attributes you are allowed to set by using
the SSV instruction, in the safety and standard tasks.

ATTENTION: Use the GSV/SSV instructions carefully. Making changes to
objects can cause unexpected controller operation or injury to personnel.
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Table 36 - GSV/SSV Accessibility
Accessiblefrom | Accessible from
f)?)}:tc)t’ Attribute Name Data Type | Attribute Description the SafetyTask | Standard Tasks
GV | ssv | Gsv@ | ssv
Instance DINT Provides instance number of this task object. Valid values are X X
0...31.
Maximuminterval DINT[2] The max time interval between successive executions of this task. X X
MaximumScanTime DINT Max recorded execution time (ms) for this task. X X
Safety Task Minimuminterval DINT[2] The min time interval between successive executions of this task. X X
Priority INT Relative priority of this task as compared to other tasks. Valid X X
valuesare0...15. (
Rate DINT Period for the task (in ms), or timeout value for the task (in ms). X \\X
Watchdog DINT Time limit (in ms) for execution of all programs associated with this X X
task.
Inst DINT Provides the inst fth ject. X X
- nstance . rovides the instance number of the program objec ~ o
. 1 . .
Program MajorFaultRecord DINT[11] Records major faults for this program. P X X X
MaximumScanTime DINT Max recorded execution time (ms) for this program. P X X
Safety Instance DINT Provides the instance number for this routine obj&@\Valid values X
Routine are0...65,535.
SafetyLocked SINT Indicates whether the controller is safgismbock nlocked. X X
SafetyStatus(z) INT Specifies the safety status as th X
« Safety task OK. (101 00
- Safety task |n0perab 0000001
Safety + Firmware incom e. 0000000000011
Controller SafetySignatureExists SINT Indicates whether task signature is present. X X
SafetySignaturelD DINT 32-bit idgptifigfion number. X
SafetySignature String(3) tion number, X
SafetyTaskFauItRecord(”(Z) DINT[11] & afety task faults. X
LastEditDate Date and time stamp of the last edit to an Add On Instruction X
efinition.
AOI Safety) SignaturelD QIM ID number. X
SafetySignaturelD E D 32-bit identification number. X
(1) See Access FaultRecord Attribute: jglormation on how to access this attribute.
(2) See Capture Fault Information on paq®Gkfor information on how to access this attribute.
(3) Length=37.
(4)  From the standard task, { of safety object attributes is the same as for standard object attributes.
Rockwell Automation Publication 1769-UM022B-EN-P - December 2016 183




Chapter 12

Monitor Status and Handle Faults

184

Access FaultRecord Attributes

Create a user-defined structure to simplify access to the MajorFaultRecord and
SafetyTaskFaultRecord attributes.

Table 37 - Parameters for Accessing FaultRecord Attributes

Name DataType | Style Description

TimeLow DINT Decimal Lower 32 bits of the fault time stamp value

TimeHigh DINT Decimal Upper 32 bits of the fault time stamp value

Type INT Decimal Fault type (program, 1/0, or other)

Code INT Decimal Unique code for this fault (dependent @Ne)

Info DINT(8] Hexadecimal | Fault-specific information (depen )

For more information on using the GSV and SSV instig#®ns, refer to the I/O
Instructions chapter of the Logix Controllers truc}'ons Reference Manual,
publication 1756-RM009. P

Capture Fault Information ‘\

The SafetyStatus and SafetyTa cord attributes can capture information
about non-recoverable faultsUse 4 GSV instruction in the controller fault
handler to capture and st formation. The GSV instruction can be used
in a standard task i j jon with a controller fault handler routine that

clears the fault ani!ct standard tasks continue executing.

/
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Use SD Cards for Nonvolatile Memory 5
Store a Safety Project g 187
Load a Safety Project 190
Manage Firmware with Firmware Supervisor L 4 193

b\

write cycles that oymed. Nonvolatile media use a wear leveling

IMPORTANT  Thelife expectanc&o tile media is dependent on the number of
technique, or chnglogy for prolonging the service life, but avoid frequent

writes. &
A% rites when logging data. We recommend that you log data
N, X

n the memory of your controller and limit the number of times
a jp written to removable media.

Use SD Cards for Nonvolatile GuardLogix" 5370 controllers support a Secure Digital (SD) card for
Memory nvorftile memory:

e 1784-SD1 card - Ships with Compact GuardLogix 5370 controller and
6 offers 1 GB of memory. You can order more 1784-SD1 cards if desired.

e 1784-SD2 card - Available for separate purchase and offers 2 GB of
2 memory.
% Nonvolatile memory lets you keep a copy of your project on the controller. The
controller does not need power or a battery to keep this copy.
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You can load the stored project from nonvolatile memory to the user memory
of the controller:

e On every power-up
e Whenever there is no project in the controller and it powers up

¢ Anytime through the programming software

IMPORTANT  Nonvolatile memory stores the contents of the user memory at the time
that you store the project:
«(hanges that you make after you store the project are not reflected in
nonvolatile memory.

- Ifyou make changes to the project but do not sto,
overwrite them when you load the project fropag
this occurs, you have to upload or download

« Ifyou want to store changes, such as onffne e
the project again after you make the cha

P
ATTENTION: Do not remove thes8 caQi? the controller is reading from
or writing to the card, as indicaje flashing green SD status indicator.
This could corrupt the data eg¥he card®or in the controller, as well as corrupt

the latest firmware in #contr®er. Leave the card in the controller until the
SD status indicator tugns Teen.

WARNANG:
A electric a
in ion

B at power is removed or the area is nonhazardous before proceeding.

jett to go online.
Or tag values, store

uinsert or remove the SD card while power is on, an
ccur. This could cause an explosion in hazardous location

yoldile Memory tab of the Controller Properties dialog box. If a safety
ication is stored on the card, the safety-lock status and the safety task
ture are shown.

Ifa installed, you can view the contents of the card on the
|
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Store a Safety Project

o

Figure 43 - Nonvolatile Memory Tab

g;? Controller Properties - simpleProj [=f@]f==]

General | MsjorFauts | Minor Fauts | Date/Time | Advanced | SFCExecution | Project | Safety |
Nonvolatie Memory | Memory | Intemet Protocol | Port Configuration | Network | Securty | Aam Log

Image in Nonvolatile Memory
: < Load / Store....

Name: simpleProj
Type: 1769-L36ERMS Compact GuardLogix® 5370 Safet...
Revision: 281
Load Image: On Power Up
Load Mode: Run (Remote Only)
Safety Application: Unlocked
Safety Signature:  ID: <none>

Date:

Time:

Image Note: -~

Stored: 7/20/2015 6:39:54 PM 0®

[7] Inhibit Automatic Fimware Update
PN
* ) [ 5

For detailed information on 'g&olatﬂe memory, refer to the Logix5000
Controllers Nonvolatile e@‘rogramming Manual, publication

1756-PMO17. \

You cannot W@cty project if the safety task status is Safety Task

Inoperalp#® When you store a safety project, controller firmware is saved to the
SD¢
no aPPlication exists in the controller, you can save just the firmware of the

ar a Safety Task Inoperable condition.

@ y controller only if valid partnership exists. A firmware-only load will not

If a safety task signature exists when you store a project, the following occurs:

e Safety tags are stored with the value they had when the signature was
first created.

e Standard tags are updated.

e The current safety task signature is saved.

When you store a safety application project on a SD card, we recommend that
you select Program (Remote Only) as the Load mode, that is, the mode that
the controller should enter after the load. For more information, see Load a
Safety Project on page 190.
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Chapter 13 Store and Load Programs with a Secure Digital Card

Follow these steps to store a project.

1. Go online with the controller.

2. Put the controller in Program mode, that is, Remote Program or

Program.

3. On the Online tool bar, click the controller properties icon.

Rem Prog

E], I7 Program Mode

No Forces

» | M Controller OK t” f

No Edits

Safety Unlocked

é; [T Energy Storage OK
s

[T 170 Not Present l] ®
4. Click the Nonvolatile Memory tab. 0

S. Click Load/Store.

Name:
Type:
Revision:

Storey

& Controller Properties - simpleProj ' (= [@][=]
| Genewl | Msjor Fauts | Minor Fauts | Date/Mife | SFCExecution | Project | Safety |
Nonvolatile Memory I Memory [ Intemet Protocol l iguration ] Network ] Security ] Aam Log

Image in Nonvolatile Memory

Load Image:
Load Mode:
Safety Application: Unlos

Safety Sgnatu\ on;
Image Nm@ a

[7] Iniyit Automatic Fimware Update

v
1769-L36ERMS Comj uardLoggP 5370 Safet...

281 &

On Power Up

Run (Remgte

7/20/2015 6:39:54 PM

OK Cancel | Apply Help

&

If Load/Store is dimmed (unavailable), verify the following:

« You have specified the correct communication path and are online with
the controller.

« The SD card is installed.

If the SD card is not installed, a [F] inhibit Automatic Fmware Update
message in the lower-left corner of
the Nonvolatile Memory tab (@ No image in the nonvolatile memory.

indicates the card is missing.
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@ Stored: 7/20/2015 6:39:54 PM

6. Choose under what conditions to load the project into the user memory

of the controller.

Project that is currently on the SD card of Project that is currently in the
the controller (if any project is there). user memory of the controller.
| Nonvolatile Memory Loz{d / Store t =
Image in Nonvolatile Memory Controller
Name: CompactLogix_Project Name: CompactLogix_Project
GuardLogix® 5370 Saf... - ompact GuardLogi® 53...
Revision: 281 Revision: 281
Load Image: User Initizted | Load Image: (On Unintialized Memory ~
Load Mode: Program (Remote Only) Load Mode: ;ed |
Safety Application: Unlocked Safety fon: | (oo niisted
Safety Signature:  ID: <none> Safety Signature:  ID: <none>

Date: Date:

Time: Time:
Image Note: - Image Note: : A~
Automatic Automatic
Fimware Update: Disabled Fimware Update:

Stored: 7/21/2015 40547 PM

&

If you choose On Power Up or @n

itialized Memory, you must also
choose the mode that youggant®ge controller to go to after the load:

e Program (Remote Qgfy loadinage: [On Unintickzed Memory -]
e Run (Remote Onl losd ode: g BencinOuk) 2
TIP yOGtofe a safety application project on a SD card, we recommend

tha elect Program (Remote Only) as the Load mode, that is, the mode

the controller should enter after the load.

7. Ingle Atomatic Firmware Update box, use the default (disable) or
cRoos@the Firmware Supervisor option.

lomatic Automatic
are Update: Disabled Fimware Update: [D'”b‘e ']l

((Gose ][ Ho ]

IMPORTANT  The Firmware Supervisor option is not used to upgrade the
controller firmware.

8. Click <--Store.

Automatic Automatic
Fimware Update: Disabled Fimware Update: [D'”b‘e b

Stored: 7/20/2015 6:39:54 PM

((Gose ][ Ho ]

IMPORTANT  Store is not active if a SD card is locked.

A dialog box asks for confirmation of the store.

9. To store the project, click Yes.
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Load a Safety Project

After you click Store, the project is saved to the SD card as indicated by the
controller status indicators. These conditions can exist:

o While the store is in progress, the following occurs:
- The OK indicator is flashing green.
— The SD indicator is flashing green.
- A dialog box indicates that the store is in progress.
e When the store is complete, the following occurs:
— The controller resets itself.

When the controller is resetting itself, the status indicators execute a
sequence of state changes, for example, a brief time he OK
status indicator in the solid red state. Wait for th I to
complete the sequence.

— After the controller fully resets itself, the O@cator is solid green.
— The SD indicator is off.

4
IMPORTANT  Allow the store to et@ut interruption. If you interrupt
the store, data cogipti loss can occur.

X

onvolatile memory if the following is true:

You can only initiate a lo

e The controligaty
memory matc

pgcified by the project stored in nonvolatile
he controller type.

e The maj

matches

minor revisions of the project in nonvolatile memory
jor and minor revisions of the controller.

o Y@ ntroller is not in Run mode.
Project that is currently on the SD card of Project that is currently in the

the controller (if any project is there). user memory of the controller.
Nonvolatile Memory Loi{d / Store ‘ = ‘
Image in Nonvolatile Memory Controller
Name: CompactLogix_Project Name: CompactLogix_Project
o GuardLog® 5370 Saf .. o - mpact GuardLogx® 53...
Revision: 281 Revision: 281
Load Image: User Initiated | Load Image: (On Unintialized Memory ~
Load Mode: Program (Remote Only) Load Mode: z.ad A |
Safety Appiication: Unlocked Safety o bicied )
Safety Signature:  ID: <none> Safety Signature:  ID: <none>
Date: Date:
Time: Time:
Image Note: - Image Note: A~
Automatic Automatic =
Fimware Update: Disabled Fimware Update: [Dusabla ']
Stored: 7/21/2015 40547 PM

190
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Table 38 - Options for Loading a Project

You have several options for when (under what conditions) to load a project
into the user memory of the controller.

Then select this
Load Image
If you want to load the project | option Notes
Whenever you turn on or cycle On Power Up During a power cycle, you lose any online changes, tag values, and network schedule that you have not stored in

power

the nonvolatile memory.

The controller loads the stored project and firmware at every power-up regardless of the firmware or application
on the controller. The load occurs whether or not the controller is safety-locked or has a safety task signature.

« You can always use the programming software to load the project.

P

Whenever there is no project in the
controller and you turn on or cycle
power

On Uninitialized
Memory

« You can always use the programming software to load the project.

The controller updates the firmware on the controller, if required. The application stored tile memory is
also loaded and the controller enters the selected mode, either Program or Run.

Only through RSLogix 5000®
software

User Initiated

If the controller type as well as the major and minor revisions of the project i
controller type and major and minor revisions of the controller, you can initiate
status.

Loading a project to a safety-locked controller is allowed only wh@felﬂask signature of the project stored
ith

ile memory match the
egardless of the Safety Task

in nonvolatile memory matches the project on the contrgger.
If the signatures do not match or the controller is safety-lo
to first unlock the controller.

IMPORTANT: When you unlock the controller and,iff"@@te a load from nonvolatile memory, the safety-lock status,
passwiotrds, and safety task signature are set valu®&@gntained in nonvolatile memory once the load is
complete.

a safety task signature, you are prompted

« If the firmware on the controller matchegfth€ revisi®fin nonvolatile memory, the internal safety partner firmware
is updated, if required, the applicatigp st@ed inJjonvolatile memory is loaded so that the Safety Task status

becomes Safety Task Operable an n r enters the selected mode, either Program or Run.

Follow these ste

he application to load the project from an SD card.

1. Go onw with the controller.

2. t thy controller in Program mode, that is, Remote Program or
am.

NolEoces » | M Controller OK

Q, n the Online tool bar, click the controller properties icon.
:.Q Rem Prog f. @ Program Mode _ ]

- =2 |_

No Edis g} Energy Storage OK
= | [ 1/0 Not Present -

Safety Unlocked 33 ]

-

4. Click the Nonvolatile Memory tab.
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S. Click Load/Store.

6 Controller Properties - simpleProj (= ‘ =

General | MsjorFauts | MinorFauts | Date/Tme | Advanced | SFCExecution | Project | Safety |

Nonvolatie Memory | Memory | Intemet Protocol | Port Configuration | Network | Securty | Aam Log
Image in Nonvolatile Memory
Name: simpleProj
Type: 1769-L36ERMS Compact GuardLogix® 5370 Safet...
Revision: 281
Load Image: On Power Up
Load Mode: Run (Remote Only)
Safety Application: Unlocked
Safety Signature:  ID: <none>
Date:
Time:
Image Note: -
Stored: 7/20/2015 6:39:54 PM

[] Inhibit Automatic Fimware Update

PN
5)0

Cancel | | Aoply Help

6. On the nonvolatile memoOr /store dialog box, click Load.

2 3
Nonvolatile Memory Load / Store =
Image in Nonvolatile Controller
Name: simj Name: CompactLogix_Project

Type: 1769 Compact GuardLogix® 5370 Saf... Type: DB_1769-L36ERMS/A Compact GuardLogix® 53...

Revision: Revision: 281
Load Image: iagred Loadimage: (On Power Up -
Load Mode: : e Only) Load Mode: [Run (Remote Ony) )

ion: Unlocked Safety Application: Unlocked
afety Signature:  ID: <none> Safety Signature:  ID: <none>
Date: Date:

Time: Time:
&am Note: - Image Note: i
P Udae:  Disbled v Updte:(Dsable )
6 Stored: 7/20/2015 6:39:54 PM
\ A dialog box prompts you to confirm the load.

7. To load the project, click Yes.

After you click Load, the project is loaded into the controller as indicated by
the controller status indicators. These conditions can exist:
e While the load is in progress, the following occurs:
— The controller resets itself.

When the controller is resetting itself, the status indicators execute a
sequence of state changes, for example, a brief time with the OK
status indicator in the solid red state. Wait for the controller to
complete the sequence.

— After the controller fully resets itself, the OK indicator is solid green.
— The SD indicator is off.
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Manage Firmware with
Firmware Supervisor

o

,{0
\Q’("Q

You can use the Firmware Supervisor feature in the Logix Designer Application
to manage firmware on Compact GuardLogix 5370 controllers. Firmware
Supervisor lets controllers automatically update devices:

e Local and remote modules can be updated while in Program or Run
modes.

e Electronic keying must be configured for Exact Match.

e The firmware kit for the target device must reside on the controller’s SD
card.

e The device must support firmware updates via the ControlFLASH™

software.
Firmware Supervisor supports non-modular distributed I cts that sit
directly on the network without an adapter, including y I/O modules

on EtherNet/IP networks.

per I. ’

Follow these steps to enable Firmware S

c

4

1. On the Controller Properties diglo
tab.

2. Click Load/Store.

, click the Nonvolatile Memory

9

3. From the Automati re Updates pull-down menu, choose Enable

and Store Filgs to .
The Logix Desi Sation moves the firmware kits from your computer

to the controllc@ard for Firmware Supervisor to use.
Tl P(B u disable Firmware Supervisor, you disable only firmware supervisor updates.

%

THs does not include the controller firmware updates that occur when the
controller image is reloaded from the SD card.
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Appendix A

Status Indicators

This section explains how to interpret the status indicators on your

Compact GuardLogix" 5370 controllers.
Figure 44 - Status Indicators 0&

L OAA]

Compact GuardLogix

run(ZD
FORCE[[T])
o
oD

O
D uink 1

Status

off

Green

je controller is in Run mode.

/

Description

llow

1/0 forces are active (enabled). 1/0 force values can exist.

Tabl Qtate (FORCE) Status Indicator
tat
% No tags contain 1/0 force values. I/0 forces are inactive (disabled).

the forces have not been enabled.

One or more input or output addresses have been forced to an On or Off condition, but

Q: > Flashing yellow

Status

Description

% Table 41 - 1/0 State (1/0) Status Indicator

Off

One of the following conditions exists:
« There are no devices in the I/0 configuration of the controller.
«The controller does not contain a project.

Green

The controller is communicating with all devices in its I/0 configuration.

Flashing green

One or more devices in the I/0 configuration of the controller are not responding.

Flashing red

One of the following conditions exists:
« The controller is not communicating with any devices.
«Afault has occurred on the controller.
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Table 42 - Controller Status (OK) Status Indicator

Status

Description

Off

No power is applied.

Green

The controller is OK.

Flashing green

The controller is storing a project to or loading a project from the SD card.

Red

The controller detected a nonrecoverable major fault and cleared the project
from memory.

Flashing red

One of the following:
« The controller requires a firmware update.

« A major recoverable fault occurred on the controller.

« A nonrecoverable major fault occurred on the contro,
from memory.

ared the program

Table 43 - Ethernet Network Status (NS) Status Indicator
P adlR 4
Status Description Y 4
0ff The port is not initialized; ijgloe ve an IP address and is operating in BOOTP or
DHCP mode.
Green The porthasan | IP connections are established.

Flashing green

o

The port ha% but no CIP connections are established.
The pn d that the assigned IP address is already in use.

Flashing red/green Wformmg its power up self-test.

Table 44 - Etherne

atus (LINK 1/LINK 2) Status Indicator

Status

Description

One of the following conditions exists:

« Nolink.

« Port administratively disabled.

« Port disabled because rapid ring fault condition was detected (LINK2).

One of the following conditions exists:

« A 100 Mbps link (half- or full-duplex) exists, no activity.

« A 10 Mbps link (half- or full-duplex) exists, no activity.

+ Ring network is operating normally and the controller is the active supervisor.

« Ring network has encountered a rare partial network fault and the controller is the
active supervisor.

Flashing green

A 100 Mbps link exists and there is activity.

Table 45 - SD Card Activity (SD) Status Indicator

Status

Description

Off

There is no activity to the SD card.

Flashing green

The controller is reading from or writing to the SD card.

Flashing red

The SD card does not have a file system.
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Table 46 - SFTY RUN Status Indicator

Status Description

off The user safety task or safety outputs are disabled. The controller is in the PROG mode,
test mode, or the safety task is faulted.

Green The user safety task and safety outputs are enabled. The safety task is executing.
Safety task signature is present.

Flashing Green The user safety task and safety outputs are enabled. The safety task is executing.
Safety task signature is not present.

Table 47 - SFTY TASK Status Indicator
Status Description % N
off No partnership established.
Green Safety controller status is OK. The coordinated syst (CST) is synchronized and

safety 1/0 connections are established.

Flashing Green Safety controller status is OK. Zhe codidinateg system time (CST) is not synchronized.
Red Safety partnership was Iost.’
Flashing Red Safety task is inoperabl

Table 48 - SFTY LOCK Status Indicafr

Status

0ff task is not locked.

Table 49 @K Status Indicator

Description

No power is applied.

The safety partner is OK.

6 lashing Green The safety partner is storing or loading a project to or from nonvolatile memory.
% Red The safety partner detected a nonrecoverable major fault, so it cleared the project

from its memory.
Flashing Red The internal safety partner requires a firmware update or a firmware update is in

% progress.
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Appendix B

Change from a Standard to

Safety Controller 6
<

N
o

Change Controller Type

Topic Page
Change from a Standard to a Safety Controller &
Change from a Safety to a Standard Controller \Qb )
Change Safety Controller Types 200

standard features, you must understand ghe bhavigr of the system when you
change the controller type from standar af®Por from safety to standard in
your project. Changing controller typgfaffe®@rthe following:

Because safety controllers have special require@nti asd do not support certain

e Supported features

e Physical configuratior@he&ject, that is the safety partner and

Safety
I/0
o Controller pr ies
e Projectc ents such as tasks, programs, routines, and tags

e Safety %d—on Instructions

ject, safety components are created to meet the minimum requirements for

@ﬁrmaﬁon of a change from a standard controller to a safety controller

afety controller:

e Safety components are created (that is safety task, safety program, and so

forth).

The safety task is created only if the maximum number of downloadable
tasks has not been reached. The safety task is initialized with its default
values.

e A time-based safety network number (SNN) is generated for the local
chassis.

e Standard controller features that are not supported by the safety
controller, such as redundancy, are removed from the Controller
Properties dialog box (if they existed).
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Change froma Safety toa Upon confirmation of a change from a safety controller project to a standard
standard Controller controller, some components are changed and others are deleted, as described

below:
e Safety I/O modules and their tags are deleted.

e The safety task, programs, and routines are changed to a standard task,
programs, and routines.

o All safety tags, except safety consume tags, are changed to standard tags.
Safety consume tags are deleted.

e Safety tag mappings are deleted.
e The safety network number (SNN) is deleted.
e Safety-lock and -unlock passwords are deleted.

e Ifthe standard controller supports features that available to the
safety controller, those new features are visible @ Controller
Properties dialog box.

@
TIP  Peer safety controllers are »t de@en if they have no connections
remaining.

e Instructions may still refege &dules that have been deleted and will
produce verification erro&
¢ Consumed tags are de@w en the producing module is deleted.
e Asaresult of the nges to the system, safety-specific
instructions Sl sa' /O tags will not verify.
If the safety con% project contains safety Add-on Instructions, you must
remove them f/m ¢ project or change their class to standard before changing
the con@ type.
Change Safety Controller &en you change from one safety controller type to another, the class of tags,
Typ es utines, and programs remains unaltered. Any I/O modules that are no longer

EXAMPLE 1768 Compact I/0™ modules are not compatible in a (1769) Compact
GuardLogix® 5370 controller system.

o

mpatible with the target controller are deleted.

The representation of the safety partner is updated to appear appropriately for
the target controller in these cases:

e The safety partner is created in slot x (primary slot + 1) when changing
from a Compact GuardLogix 5370 to a GuardLogix 5570 controller.

e When changing to a Compact GuardLogix 5370 controller from a
GuardLogix 5570 controller, the safety partner is removed because it is
internal to the Compact GuardLogix controller.

200 Rockwell Automation Publication 1769-UM022B-EN-P - December 2016



Index

Numerics

1769 Compact I/0 modules 102
calculate system power consumption
87...89
CompactLogix 5370 controllers 25
configure 94 ... 100
connections 95
end cap detection 102
local banks available with CompactLogix
5370 controllers 25
monitor faults 101
requested packet interval 95
validate layout 91
1769 Compact I/0 power supplies
calculate system power consumption
87...89
1784-SD1 and 1784-5D2 cards

installation
CompactLogix 5370 controllers 24

Add-On Instructions 20, 200
in project 133

address

Kinetix safety 1/0 dN
advanced connecti ctigWtime 108
alert symbol 176

alias tags 143

applicatig ;
a r
&s fobject 182

Flash 45
load firmware 49 ... 52

C‘Qﬁtomatic firmware updates 193

< 5
base tags 143

C

changing controllers 199 ... 200
CIP Safety 11, 63, 119
CIP Safety 1/0

configuration signature 110
monitor status 112
node address 103
reset ownership 111
class 145
clear

faults 180

CompactLogix 5370 controllers

available local 1/0 banks 25
calculate system power consumption
87...89
connecting power 27
connections to I/0 modules 95
DIN rail use 30
direct connections 95
1/0 modules 102
installation 32
minimum spacin
mounting 30

imumgpacing 29
ourging 30
rks
EtherNet/IP network connection 32
USB connection 31

A ‘ parts 23
additional resources 12 power supply

distance rating 25
rack-optimized connections 95
status indicators 196
system components 25
system dimensions 29
configuration owner 110

identifying 111

resetting 111, 113
configuration signature

components 110

copy 110

definition 110
configure

/0 modules

for use with CompactLogix 5370
controllers 94 . .. 100

system overhead time slice 137
configure always 118

checkbox 61
connection

monitor 176

status 177
connection reaction time limit 107, 153
CONNECTION_STATUS 146, 177
ConnectionFaulted bit 177
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202

\@6
(O’Zr

connections

direct 95

rack-optimized 95

to 1/0 modules 95
constant value tag 146
consume tag data 152
consumed tag 143, 146
continuous task 124
control and information protocol

definition 11
ControlFLASH software 168, 193
ControlFLASH utility 45

load firmware 46 . .. 49
controller

change type 199
configuration 55
fault handler 182
logging
safety lock, unlock 157
safety task signature 158
match 167
program 126
properties 57
routine 128
serial number 167

tags 129

tasks 122
controller-scoped tags 145 %
coordinated system ti
copy
sa;ety netll/vork %69
safety task sigppt 9
create a p):c”;?

lete
safety task signature 159
develop
applications 121
device-level ring topology 32
diagnostic coverage 11
DIN rail 30
direct connections 95
distance rating
power supply 25
download
effect of controller match 167
effect of firmware revision match 168
effect of safety status 168
effect of safety task signature 169
effect of safety-lock 169
process 170 ... 171

&t(wes
@j ONNECTION_STATUS 146

‘ ' lear 180
serial number mismatch 171, 174 :&

E
editing 159
electronic keying 193
elements
control application 121
EtherNet/IP network
available network topologies 32
change IP address 45, 52
via Logix Designer application 44
connection for CompactLogix 5370
controllers 32
Integrated Motion over an EtherNet/IP
network 1
set [P address 41, 4
via Logix DeshyadaPeplication 40
via RSLins ftware 37
event task 12
external acces 46
G
C
nonrecoverable controller 179
nonrecoverable safety 179
recoverable 180
routines 181 ... 183
fault code
use GSV to get 178
fault codes
major safety faults 181
faults
monitor /0 module faults 101
firmware
load 52
via AutoFlash 49 ... 52
via ControlFLASH utility 46 . .. 49
via SD card 52
firmware revision
management 193
match 168
mismatch 169, 171, 174
Firmware Supervisor 193
firmware upgrade kit 168, 193
forcing 159

G

get system value (GSV)
accessibility 183
definition 11
using 182

go online 173
factors 167

GSV
fault code 178
monitor

connection 178
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1/0
indicator 176
module replacement 61
1/0 modules
calculate system power consumption
87...89
local 1769 Compact I/0 modules 25
configure 94 ... 100
connections 95
end cap detections 102
monitor faults 101
requested packet interval 95
validate layout 91
1769 Compact 1/0 modules 91
installation 32
DIN rail 30
minimum spacing 29
mounting 30
panel mounting 30
SD card 24
system dimensions 29
Integrated Motion over an EtherNet/IP
network 161

configure 165 ... 166
drive limits 163

supported axes 162
time synchronization 164

IP address 33, 103

change 45, 52 %
via Logix Desjgn ication 44

set 41, 45, 52
via Logix application 40
via RS%CIassm software 37

on power up 191

ea ork topology 32
n only connection 110
ad a project 190
6 on corrupt memory 191

\QJ
éb’

user initiated 191
local 1769 Compact I/0 modules 25
local 1/0 banks 25
lock
See safety-lock.
Logix Designer application
AutoFlash 45
change IP address 44
configure /0 moduless 94 . .. 100
Integrated Motion over an EtherNet/IP
network 161
load a project to an SD card 192
set IP address 40
store a project to an SD card 190

M

major faults tab 180, 181

major safety faults 181
MajorFaultRecord 184

maximum observed network delay 108

reset 153
memory card 185, 186, 193

minimum spacing 29
minor faults tab 181

module

properties

connection tab 1

monitor

connections 17

status 112 0
morphing

See chang rollers.
mounting 30
muljfcast 11

é\n

network address translation (NAT)
definition 11
supported features 20
network delay multiplier 109, 153
network status
indicator 116, 117
networks
EtherNet/IP
change IP address via Logix Designer
application 44
network connection 32
set IP address via Logix Designer
application 40
set IP address via RSLinx Classic
software 37
USB connection 31
new controller dialog box 56
node address 103
nonrecoverable controller fault 179
nonrecoverable safety fault 179
re-starting the safety task 180
nonvolatile memory 185 . .. 193
tab 186

0

online bar 175
out-of-box 115
ownership

configuration 111
resetting 111
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Index

204

P

panel mounting 30
password

valid characters 58
paste

safety network number 69
peer safety controller

configuration 62

location 147

sharing data 147

SNN 147
Performance Level 11
periodic task 124
power supply

connections 27
priority

task 125
probability of failure on demand (PFD)

definition 11
probability of failure per hour (PFH)

definition 11
produce a tag 151

produce and consume tags 146
produced tag 143, 146
program

in project 126

scheduled 127 0
system overhead ti%

unscheduled 127
program fault routj 2

programming 159
programming lapgtiages 132

program restrictions 160
prog@ tags 145

T

eléMents 121

lact to controller match 167

@: ect signature in run mode 59

6 tecting the safety application 156 ... 159

\QJ
éb’

safety task signature 158
safety-lock 156
security 157

rack-optimized connections 95
reaction time 141
reaction time limit
(IP Safey 1/0 107
recoverable fault 180
clear 180
replace
configure always enabled 118
configure only. .. enabled 114

requested packet interval 95, 146

consumed tag 153
consumed tags 143
definition 11
produced tag data 143
safety 1/0 107

reset

ownership 111, 113
reset module 113

restrictions

programming 160
safety tag mapping 154
software 160

when safety signatur, s 159
when safety-locked
routine
in project
RPI g
See requesto¥mcket interval
RSLi assiwftware
P %ddress 37
i 20

ix 5000 software
restrictions 160

RunMode bit 177

émn mode protection 158, 159

S

safety network number 64

assignment 63
automatic assignment 65
changing controller SNN 66
changing I/0 SNN 67
copy 69
copy and paste 69
definition 11
formats 64
managing 64
manual 65
manual assignment 65
modification 66
paste 69
set 106
time-based 64
view 57
safety object
attributes 182
safety programs 141
safety projects
features 20
safety routine 142
using standard data 154
safety status
button 158, 176
effect on download 168
programming restrictions 160
safety task signature 158
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Rockwell Automation Support

Use the following resources to access support information.

Knowledgebase Articles, How-to Videos, FAQs, Chat, User

Forums, and Product Notification Updates. https://rockwellautomation.custhelp.com/

Technical Support Center

Local Technical Support Phone Numbers Locate the phone number for your country. http://www.rockwellautomation.com/global/support/get-support-now.page
. . Find the Direct Dial Code for your product. Use the code to . ) N
Direct Dial Codes route your calldirectly to a technical support engineer. http://www.rockwellautomation.com/global/support/direct-dial.page
Literature Library Install_atlon Instructions, Manuals, Brochures, and http://www.rockwellautomation.com/global/literature-library/overview.page
Technical Data.
Product Compatibility and Download Get help determining how products interact, check '
Center (PCDC) features and capabilities, and find associated firmware. http://vwww rockwellautomation.com/global/support/pedc.page

Documentation Feedback

Your comments will help us serve your documentation needs better If you have any suggestlons on how to improve this document, complete the
How Are We Doing? form at http:

Rockwell Automation maintains current product environmental information on its website at http:
Allen-Bradley, Armor, Compact I/0, CompactLogix, ControlFLASH, DriveLogix, FlexLogix, Guard 1/0, GuardLogix, Integrated Architecture, Kinetix, Logix5000, PanelConnect, PanelView, POINT 1/0, POINT Guard I/0, PowerFlex, QuickView,

RSLinx, RSLogix 5000, RSNetWorx, Rockwell Software, SoftLogix, Studio 5000, Studio 5000 Logix Designer, and Rockwell Automation are trademarks of Rockwell Automation, Inc.

Trademarks not belonging to Rockwell Automation are property of their respective companies.

Rockwell Otomasyon Ticaret A.S., Kar Plaza Is Merkezi E Blok Kat:6 34752 Igerenkdy, Istanbul, Tel: +90 (216) 5698400

www.rockwellautomation.com

Power, Control and Information Solutions Headquarters

Americas: Rockwell Automation, 1201 South Second Street, Milwaukee, W1 53204-2496 USA, Tel: (1) 414.382.2000, Fax: (1) 414.382.4444
Europe/Middle East/Africa: Rockwell Automation NV, Pegasus Park, De Kleetlaan 12a, 1831 Diegem, Belgium, Tel: (32) 2 663 0600, Fax: (32) 2 663 0640
Asia Pacific: Rockwell Automation, Level 14, Core F, Cyberport 3, 100 Cyberport Road, Hong Kong, Tel: (852) 2887 4788, Fax: (852) 2508 1846
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